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ClipboardActivity |(3BESERAITHUVPRNGZER L TAHTOOTPZER L. JO—/NIILT Uy FR—RICOE—L Tloast TRRL TWB 7. TD =T VIEFH

AIRETH D, BLWRICT VX b—ILENTMDT TURIMED S 7€ XEJREICE>TVETD,

OTPI&  collectionskt.shuffled %ZFWTHTH9,000ED DEDF—ILHSERETNTE O, AET java.util.Random ICEREL TVWET, COLCGR—IDT T
FL—R—F. EFRLIBEAENS S — RHMETARE T, EREINT b—T VBRI U 7HEN R AT LYy TR—RICERBESN. BEFICToasticH
RRINFT, H—N\—HA RORFENY VT RHAFEELBRWZD. OTPIFHRB I SA TV b A ROEYTHD. )y THR—R ) =4 —IZ&BEZPPRNG>
=7 AR L B FRDFTRET T,
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BRHEIE

RARRE
BFHEIE.  java.security.SecureRandom DD IZ  java.util.Random ZMREBTHERT 3EH A shuffle XV v FZRALE L. ERENb—o2FT5O0-N
WOy TR=RIZBHENS X, UlToastiCHRRINTWVWETH. FA LTI M i 7oFUTIL1oWThoOPyIbEELEFE A
fEssEeaLa—F
ClipboardActivity.java (63. 68~7197H)
otp = ((Number) CollectionsKt.first(

(List<? extends Object>) CollectionsKt.shuffled( IntRange (1000, 9999))
)).intVvalue();

ClipboardManager clipboard = (ClipboardManager) systemService;

ClipData clip = ClipData.newPlainText("CC Card", String.valueOf(otp));
clipboard.setPrimaryClip(clip);

Toast.makeText(ClipboardActivity. , "OTP Generated and Copied: " + otp, 1).show();

ER DR

[BRROREMT] BRRVEEEIC K D, | IntRange(1000, 9999) D k—7 VZERIAUFE TN, PRNG A KotlinDF 7 #JL b  Random > RXZ >V R%ENL T  java.util.Random
ISR L F L7 F7o. | clipboardManager.setPrimaryClip DMFUH LA 701TE THRINIZHDOD. TDOHRD clearPrimaryClip XA LT 7T MLURIIEEL
FtAo ATIVTAETAICIERY N —UBLUKREOOS v IN—TEENTVEEA.

FREEARHL

RARE

owasp.sat.agoat.ClipboardActivity |(Z&1F3 OTP4RLIE | CollectionsKt.shuffled(new IntRange(1000, 9999)) ICHKIZLTHED. THiIKotlintZES 1 TS0
%L T  java.util.Collections.shuffle(List) ICEZEEINE T, TDJavaAPliE. S XATLEZHNSS—REZRETZT 7 4/)L LD  java.util.Random - > RX&
Y R%EHEM L.  java.security.SecureRandom |IFEHINFCLA. TDER. FITAETAIIERSINIE b= Z 2 DDFRLZLBF vy XRILTEHLET, V0EDIE

ClipboardManager.setPrimaryClip |(Z&34 O—/VLAndroidZ )y FHR—RTHOD. H S5V EDIE  Toast.makeText I(C&DUlToast TG RT7ITAETA DV
Mg ZEFRICH. BXEAR. U 7RE, Fidt—N—Ho1 RGOSy JIdFEELEE A

etz I—F
ClipboardActivity.java (63. 68~711TH)
otp = ((Number) CollectionsKt.first(

(List<? extends Object>) CollectionsKt.shuffled( IntRange (1000, 9999))
)).intvalue();

ClipboardManager clipboard = (ClipboardManager) systemService;

ClipData clip = ClipData.newPlainText("CC Card", String.valueOf(otp));
clipboard.setPrimaryClip(clip);

Toast.makeText(ClipboardActivity. , "OTP Generated and Copied: " + otp, 1).show();

KotintZ#> 4 751 H'5 | java.util.Random ADZE:E (OTPCLIP-003 kL —X)

<T> List<T> shuffled(Iterable<? extends T> shuffled) {
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Intrinsics.checkParameterIsNotNull(shuffled, "$this$shuffled");
List $ $apply = CollectionsKt.toMutableList(shuffled);
Collections.shuffle($ $apply);

$ $apply;

<T> shuffle(List<T> shuffle, Random random) {

Intrinsics.checkParameterIsNotNull(shuffle, "$this$shuffle");

Intrinsics.checkParameterIsNotNull(random, "random");
( i = CollectionsKt.getLastIndex(shuffle); i >= 1; i--) {
Jj = random.nextInt(i + 1);

E R DFEHL
[FRE9fRAT] 2IEAY R EEAVAREE (OTPCLIP-001H'5 OTPCLIP-003 £T) IC&k D, UTHRESRINE L
1. IERERY —RfiE .  owasp/sat/agoat/ClipboardActivity.java
(| /workspace/source_code_analysis_ffd42589f4ebacf4a51427480ebe2d69/base . apk/sources/owasp/sat/agoat/ClipboardActivity.java ). 57917

2.631TETOTPEMMFESR ©  CollectionsKt.shuffled(new IntRange(1000, 9999)) I|XIEREIZ 9,000 @0 DEJAEE (1000H'5 9999 FTET) ZEML. b &
Z13.14Ey DI bAOE—. §81HD5 log2(9000) ZHEAHLFI,

3.PRNGFr—>%#RL2IEBH : 51874 LD  collectionskt.shuffled #—/V—O— K|& collections.shuffle(List) ZMFUH L. CHIIBFLHFKDY — R EEF
DF 7 #J)LE®D java.util.Random %A Y AAXVR{LLEFF, 77-JL CollectionsKt__MutableCollectionsJVMKt.java (56~61978) LU
Collectionskt_ MutableCollectionsKt.java (296~3051TH) |&. COZEEF T —>%ZHAAL TLWEY, clipboardActivity.java ICI& & SecureRandom D
A YR— N FRRBERIE—UFELEEA

4,68~707BTO VY T HR—FEHBH®EER .  clippata.newPlainText("CC Card", String.valueOf(otp)) % f£>7T ClipboardManager.setPrimaryClip(clip) H'
HUOHEINTWVWET, #ED clearPrimaryClip() *° Handler.postDelayed() HLUITAITHATINI V=T v LB 00y TOHIRIEH D £H A

5. 711 7B T Toast BHH'FEER ©  Toast.makeText(ClipboardActivity.this, "OTP Generated and Copied: " + otp, 1).show() (4D OTP BHE% EImEICHE L.
CHUZEDTOEIE) T —EXCERNEN S T/ AR B> TWVWETD,

6IEIAS Y IBL 7UVT1 ET14 BLVA VR— b HEIICIRER L 7c$ER. HttpURLConnection X° OkHttp *X° Retrofit * Volley YW o7c®w k7
—J |/OAPIRIREEF — T — RIE—UIBHINEFHATL . OTPIFRRIC O S 7> A RTERSNTED. H—/N\—1&5E. BWER. 7> FU LA RED
WFNHEELFEA,

7 WEREOFH . AndroidManifest.xml  (3997H) IC&kNUE A7V T+ ET 1 |intent-filter Z$F/=F'.  android:exported="true" DHIREINTULEL
ho DED AT TUHLEHZEOTPERE MV H—FTEZIETEFEFLEA. £flEl. A—HY—DT7TVRAUIE—EAVRZSU T2, EDOTPIEHHDZ T 1) W
THR—=RRAWMD T TV To2E) T4 —E XICENEICHBREEICARD £9,

BHREBLLBBIRLUBPRNGAL : clipboardActivity.java D »R—kICIE java.util.* AL 723 ELIVKotiniZBES A TS UDEDANZTENTED.
java.security.SecureRandom *° kotlin.random.Random *° Math.random() IEVWTNHEELFHA.

HRER

BIEF X3t
ffeg57% Y TR L —4X% sSecureRandom |CEZIFHZ. OTPORIZ6MHTIULEICT S ©

SecureRandom sr = SecureRandom( ) ;

otp = 100000 + sr.nextInt(9600000);

OTPZ Y AT LU Uy THR—RICEBELBVWI Lo PTZFLEVSEHIE Handler ZAVWTERBRICIVTIEI L,

BAXTH

H—N—HA RICOTPERB L UVEIHIY RRA Y b ERETI L, IF7A4T7Y MITUANY — =0 > DERPEHZITo>TUIFHS RV, FBIFEEOAE L.
MR EFISDRBICREL. 7HO Y LARILOL— MIREZBERT S Lo

WREE

Ny FERBAAPKZHE > /N )L L. OTP7HO—MAIZ  Collectionskt.shuffled ¥ & Tf | ClipboardManager.setPrimaryClip AFEELBWC CZMER IS L, O
— RAR—XW% java.util.Random THRZE L.  java.security.SecureRandom ICEIHISNTWVWRICEZRRITZ L,
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B3 SQL Injectionvia Unsanitized rawQuery in SQLinjectionActivity
SQLinjectionActivity I&. EditTexth 5 D1 —4—A1% rawQuery() ICE#ZE#E L TSELECTZ T A8 L. selectionArgsZ null D F FICLTWET, THAICKD.
FEEDSQLET. RF—IFIE. $FIUO—HILFRENA NI AEEICHRD 7,

SQLinjectionActivity I&. O—HJL®D aGoat SQlite F—ZAN—=X IR L TA—HF—BDZHAMOERILY VT v TERITLTVWET, Y TUXFEHH
StringBuilder ICKZEBRETHEEINBGME. T2/ XINTULARL | EditText DATMENZDFFEEINT  rawQuery(qry, null) ISEINTVWSEH. K
£EX wHERE AICEEDSQLEBNEZFIATIEET, FAICHNTIEITVDOEI Y T4 IV ADREIN. BEREICIRTOITHRIND L SICBRO. 7FUTr—>
3 IE cursor.getCount() >0 CWOIAYWIICED INEBWNROT AV EEBIRLET, CHUCEKD users T—TIICHRESNTVZ IRTOEXI—F—%
BELUNRT—RHAZEE L.  UNION SELECT ICKDAF—THEDABRICAD £, THICREHBI T XFHH Logcatd  VERBOSE L ARIILTOJHATNTE
D SFATNIRAO—RHTNA ROTIZEET ZRREEDLH D £ 5,

FAiTRYSHE

RHEIE #

RARE

owasp/sat/agoat/SQLinjectionActivity.java D 69ITEHT. 7V —>a Vi@ Z A TN TVWEVWI—H—ANZ I TUNFIICEREEE TS LICKD.
SQL | SELECT RT— XY M EEMICHEBELTUVET, rawQuery() XYW RIiE selectionArgs /NTXA—AIZ null ZIRELTHRVHINTED. SQLite D
NIA=RZzMBATI2RMETL2ICHRL TVE T,

fEg§4& 31— K
BIERITICE D BRSNS E Y TUBRAZ— VU TOr s TY !

String qry = "SELECT * FROM users WHERE username='" + username.getText().toString() + "'";

Cursor cursor = sQLiteDatabase.rawQuery(qry, )8

username = ZHd R.id.userName MOSEEINTHD. i, FHFAY X bl 22 INMTONTVWAVWBBHFEROXFIIANZZ(HTITS  EditText T T
v kT,

B O

[Simulated]Android T 2L —4% adb V—IHDERTET AL -7, EFDOHKIEE acoat DRXF— ( users T—7JL. | ID INTEGER PRIMARY KEY
AUTOINCREMENT . | username VARCHAR . | password VARCHAR #%#3§D) ZIEREICBIRLIO—AILEREBEO> I 2L — 3Nz SQLite T—EZR—X I L TRESNF
L7co BER LI T ISHEENHIET S ANETETEINE LK

o WNBERIO—F: ' ZJITVISEALEANICED unrecognized token I T—HFEEL. ANWHXEINIFSILOXRD SHHE LI e E#mELEL
Too
o T—=UFPINALNARAA—F: A/ ' 0rR '1'='1" -- |&HUITU%  SELECT * FROM users WHERE username='' OR '1'='1' --' [IBHLF Lo ¥ Zal—>

3> TlE users T—TILDITRTOITNEREN. BEETOTEENERIESNE LT,
e UNIONAR—=ZDRXAF—#H : AS ' UNION SELECT null, sql, null FROM sqlite_master -- [(C&D sqlite master O CREATE 27— kXY RHEFICH
TEN. AF - DFELIHERINF LT

TFVr—23>oO2y T cursor.getCount() > 0 EF v LTHYHIEZITOTVET, T—UTINANRRICEDA—VILITITHE FNBIREHNEEI
N37D. 77Vr—2 3 VBBNODIRISES. —BLIITRTOI LTV vilz ToasticRRLE T,

BMIETETVR
BRIERXT—F X
SEORITIFHRAPKICH T B3HIT R R X I IE—RITINELAT L. TOBNBIREREZBI 3FLAEROTRIERINTVEL Ao

RAREE

[Static Analysis]i# 3> /N1 JLE 7z owasp/sat/agoat/sQLinjectionActivity.java @D 691{TEH Tl HZR A XAINTVWAEWI—H— A% I T XFHIEFERE
FTBZETSQL SELECT RT—hXY FZEFMICHEELTVWET,  rawQuery() XV w RIE selectionArgs /NTX—AIC null ZEELTHEVEINTED.
SQLite DNNZ X —21bZF AT 2 RMETZTLICHRL TULE T,

Megs4a— K
[Static Analysis] i I > /N1 ILENTAPKATUTDLZELTHEVWI TUBENZ—VIFESNE L .

String qry = "SELECT * FROM users WHERE username='" + username.getText().toString() + "'"

Cursor cursor = sQLiteDatabase.rawQuery(qry, D
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username fE(d R.id.userName HSEFINTED. #KEE. FFAIV X by Y ZR2A IDTONTVWRVWBRERDOXFIANZZFTHITS  EditText V42TV
T,
ER D

[StaticAnalysis]fE557% 1— RNZ— Ik D, WEBENFITE T BZANH wHERE AADS T ILT #— hTERENLXFINU TIILOXMASBEL. 7TUDOET
VT4V REEEARL B O>TVETY, [Simulated] aGoat RF—IYZBRLAFRTOEFNI 2L —2avIil&h UTFHARIEShELL:

. ' EASNTBRESQLEBXAHIES . unrecognized token I T —hEETS
* 'OR'1'='1' -- ZANIBELIIUNEBEN. users T—TINDIRTOITHERMISEEINS

. ' UNION SELECT null, sql, null FROM sqlite master -- ZAJ19 2L sqlite master HH5XF—IBEHRIHHIND

TIVr—o3 00020y 0 TIEEREERTIDHIEIC  cursor.getCount() > 0 HEFHALTVWEOH. IRTOITHNREINZECDF Ty I%EFLBL. users 7—7
NI SN IEEX DI LT Yo vILDSRRL T,

HEEE

BNBFDERFR
AndroidManifest.xml 7‘5  android:debuggable="true" #HIFRL. I—H—AN% LogcatIiCHN T2 SQLI T O #EMLL TSV

BARRIELE
sQLinjectionActivity.java KRODENMIXZEFEZEE. 2 TL—XKRILA—E selectionArgs BRFIEFELINSAX—2LETNT  rawQuery() ICEBFHEZITL
ZEn

String qry = "SELECT * FROM users WHERE username=?";

Cursor cursor = sQLiteDatabase.rawQuery(qry, String[]{username.getText().toString()});

CHUSED, I—HF—ANRBERICUTIIXFIEL LTRkbh, JITUBEEEETIHREDEFT,
WREE
LENEIFZBERITL. - —ANHDEET BEFAT  selectionArgs D' null @ rawQuery() MUHLAEBWIEZRERELTIETL,

2. '"OR '1'='1' -- BEDORAO—REAAL. JTUNIRTOTEZRTDOTIFALELOTZIRT C CZBRL TS,
3.Logcat i NZzMHR L. I—H—ANZELREL%E SQLXFFH  VERBOSE LANILTHATNTULWAWI L ZRERL T LT

B BEEARVIC T RR— b ENTRERRT I T4 ET A DEREENA NI ZEFREICT B
(AccessControI1V|ewAct|V|ty)

AccessControllViewActivity i&deep-linkDintent-filteriZ & D BEEBIICexported % > TH D AETORREEF = v I/ DBV, FEDY—RN—FT0 7TV 75—
3 VHPING L TRESNTE 2 —ZEETIT F T,

C DOIfEgeMEIE.  AccessControlIssuelActivity [(CEREINTPINGGES — FEFZ2ICEMEL £7, WEBIZYEMNAADB 77 £ XREHRICA VX b—ILEhi
BREOHZT7TIVr—arEFBAL. RABERE L TRESNICHEREAVVO-RA Y a2 R—RIZTIVERATEET, ABRETIE. #ELI——Heez (RE
TEHEELREES LURLSEOFIENEE SN E T,

RATHIEEH

RHEE#1

REREH

AccessControliviewActivity |&. 77XRZLURLRF—L androgoat://vulnapp #3FD <intent-filter> Y Y HIC  AndroidManifest.xml ICESINTWLS
HY. BRREYZX | android:exported="false" RBMEHNKZEL TWLWS, | targetSdkVersion="26" |&Android 12LAFIDEEERLTED. intent—ﬁlter@ﬁ&tl&OActivity
MERNICTI AR— TN B, Activity DY —XI— Rz 8RBT L7o#ER.  oncreate() MWICEREEOY v /DN —UIFELBWVWC 2R L T
feg54 21— K

AndroidManifest.xml (BEEWIT I XR—FEE)

android:label="@string/activity" android:name="owasp.sat.agoat.AccessControlilViewActivity">

android:name="android.intent.action.VIEW"/>
android:name="android.intent.category.DEFAULT"/>

android:host="vulnapp" android:scheme="androgoat"/>
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AccessControllViewActivity.java (45~5447H) &8s — hA&L

onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
setContentView(R.layout.activity access_controll_view);

Button downloadInvoice = (Button) findViewById(R.id.downLoad);

downloadInvoice.setOnClickListener ( View.OnClickListener() {
@override
onClick(Vview it) {
AccessControllViewActivity. .startService();

ER DL

[B3VfRIR)] NZ 7z A LB LVPY—XOA—RIZED. FEDH—RN—=F 7TV EIE adv ATV RHNS D Activity # BEEEF TSI 3 CHERINZ, BF
DF7 TV r—>3>T7MO—Tld  AccessControlIssuelActivity %L TPINDIREEDUEIEH. ZDT — MMET4 =TI VI ZBEFVHT Z L TREICFR TN
%o

e S Jm TS 7
adb shell am start -a android.intent.action.VIEW \

-d "androgoat://vulnapp" \
owasp.sat.agoat/.AccessControllViewActivity

HEINDITITIETH A2y I DR :

adb shell dumpsys activity activities | grep -i accesscontrollview

FREESERL

RARE

FAVINAILLT-APKDERRIRREEIC K D, AccessControliViewActivity 7'  base.apk/AndroidManifest.xml | ' <intent-filter> Y YBICESINTED. AR
BULT+—F1) > AF—L | androgoat://vulnapp ZEHL TWEZUHHER TN, <activity> A ZIZIE | android:exported="false" &HLU

android:permission BMOWIFNBHREZEL TWLWS, base.apk/apktool.yml DEEEICKD | targetSdkversion: 26 HEEERI 117z Android 12ARIDENET IS
CORFEICEDAVR—Y FHBEMICT I ZR— SN 3,

fEsg4 a— K
AndroidManifest.xml (FREEEAHDIERRES)

android:label tring/activity" android:name="owasp.sat.agoat.AccessControllViewActivity">

android:name="android.intent.action.VIEW"/>
android:name="android.intent.category.DEFAULT"/>
android:host="vulnapp" android:scheme="androgoat"/>

AccessControl1ViewActivity.java ( base.apk/sources/owasp/sat/agoat/AccessControliViewActivity.java 38~481TH) : EEHGTHRENROUIEIEE

onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
setContentView(R.layout.activity_access_controll_view);
Button downloadInvoice = (Button) findViewById(R.id.downLoad);
downloadInvoice.setOnClickListener ( View.OnClickListener() {
@override

onClick(view it) {

AccessControllViewActivity. .startService();
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C M7 Z Xl  android.support.v7.app.AppCompatActivity ZikE L TH D, FREIZEH T I N X R LEEY S AEEFEELRBR V. CD541TD 7 71 ILEIKIC
getSharedPreferences DM L. MD5DEE. PINOBANER., LU0t v a Y OKEEF—TEENTULAEL,

LEBEERL @ PING' — b DB SANTOEREEOY W U1 | AccessControlIssuelActivity.java — (H11088~12417H) ICOHATFEEL. PINOMD5/\w > 2% pinDetails
SharedPreferences |CfR7E L. REERINRICD A  AccessControlivViewActivity Zi2H)d %o

Intent myIntent = Intent(AccessControlIssuelActivity. , AccessControllViewActivity.class);

AccessControlIssuelActivity. .startActivity(myIntent);

ERA DR

[BM9fRIF) X272 A RELVY—RO—RICED. FEOY—RN—F 0 77 £72IEADB > TILH'5 Activity X BEIFEB TE S Z EHRRINDZ, T—T U >
JDintentIFEBEMICT I RAR— b ENFAVR—2Y MIBRE NS,

adb shell am start -a android.intent.action.VIEW \
-d "androgoat://vulnapp" \
owasp.sat.agoat/.AccessControlilViewActivity

MEEIC & D, 22BEDORIBIAES Y INMERE SN,  DownloadInvoiceService |FBARMICI Y ZR—bENTED (| android:exported="true" . /N—Iw 3> A
L). Activity D& 53FE L TEERUVHT A TE 3,

adb shell am startservice -n owasp.sat.agoat/.DownloadInvoiceService

WINDOEBETH. 7F7UT— 3 VIBPINF v LY OZIRTRY 5 e B <HREL T v O— FHEEEICERET %,
HRER

Immediate

AndroidManifest.xml PJOD | AccessControliViewActivity (C  android:exported="false" Z%*iBIMT 3D T4 —FU >V IDBREBRIBEIL <intent-filter> Z%Hl
BRLTLTESW

android:name="owasp.sat.agoat.AccessControliViewActivity"
android:exported="false" />

Permanent Fix

TA4 =T OB T T IMNBELNHIHEIE. REGROE2—% 1> T L — T BHIIC | AccessControliViewActivity.onCreate() AR CTRITRIDIFF T vI%
RELTLES

@override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
SharedPreferences prefs = getSharedPreferences("pinDetails", MODE_PRIVATE);
String storedPin = prefs.getString("pin", Ve
(storedPin == || !storedPin.equals(getIntent().getStringExtra("auth_token"))) {
finish();

’

}

setContentView(R.layout.activity_access_controll_view);

Verification
1. adb shell am start -d "androgoat://vulnapp" TActivityZiC&IL &5 LilA. BN TOvIEINZ D 7 TUNRERROL 2 —ICBBLABAVW L ZHERL
TrEgwn
2.X=Z7 T AME®BEL. android:exported="false" HHRETNTWVWRICZMRALTLLLET
3. drozer F7cld am ZEERITL. Activityh'h— R/N—F QUIDHD S EERAREICA > Tc e Z AL T 2T

E3 ExportedServicelc &3 FKEBA] 7 71 LA™ > O— K (DownloadlnvoiceService)
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DownloadInvoiceService (¥ =7 X k TEARBIC exported ICREINTED. BMUH LTDFEAF v o % —tT75H 9 (Z publicexternalstorage N7 71 L%
AovO—RLED,

COIEFIMEICE D, exportedService [ERFBFED 7 7 M IILA TV O— RT— b U x4 21t T, RFELD publicexternal storage (M T | READ_EXTERNAL _STORAGE = % $3F
DEBROTIINAIYO—R LAY T VY ERHRDZ ZENTE S, BREBICPIPHMBT —2NEENZIEABRETIE. TNREBRNAEEEREICEKHT 3.

EATEIEHE
BRHEEM

RARE

DownloadInvoiceService |& ' android:exported="true" TESINTHD. onstartCommand() IEMFVH LITD IDPIER. REPREZRIE T ICESIC
downloadFile() ZMUHLTWET, CDEH. FEDY—RKN—FTo 7TV 5—>arhxy b =080 O—-RE M) A—L. BRAALISL—=JICT 74
NEEZALZCHAEEET T,

fegsma—F

AndroidManifest.xml :

android:enabled="true"

android:exported="true"

android:name="owasp.sat.agoat.DownloadInvoiceService"/>

DownloadinvoiceService.java (48-8317H)

downloadFile() {
AsyncKt .doAsync$ ( ’ ’
Functionl<AnkoAsyncContext<DownloadInvoiceService>, Unit>() {
invoke2(AnkoAsyncContext<DownloadInvoiceService> receiver) {
Uri url = Uri.parse(
"https://github.com/satishpatnayak/MyTest/blob/master/AndroGoatInvoice.txt");
DownloadManager.Request request = DownloadManager .Request(url);
String fileName = url.getLastPathSegment();
request.setAllowedNetworkTypes(3);
request.setTitle(fileName);
request.setDescription("The File is downloading...");
request.allowScanningByMediaScanner();
request.setNotificationvisibility(1);
request.setDestinationInExternalPublicDir (
Environment.DIRECTORY_DOWNLOADS,
String.valueOf(System.currentTimeMillis()));
DownloadManager manager =
(DownloadManager) getSystemService("download");
manager .enqueue(request);

BREIETYZR

MR Manifest |& Service ZBARKIIC TV RAR— R LTED. V=R I—RIFLX T VO—REF 21— ICANZHICRTOD v IDEELBRV I C 2R L TLE
To WEEIE AccessControliviewActivity X DEXD TS r7% <. PINOASZL LICERHE D Service ZiE#NTET £ 7,

PoCav > F:

adb shell am startservice -n owasp.sat.agoat/.DownloadInvoiceService

BE. 4V O—-RENcT 71)LIE  /sdcard/Download/<timestamp> Y WORRT+A LI MUICETIAENET, AT LARYTR—ZDT 71 )LAIFTFRCIET
»HbD. allowscanningByMediaScanner() IC&D 7 7AIIHBEARDA T4 754 T VICKRRINET, BORLOFUELICED A ML —UFHEEZERSE 30
BEMMH D, O—HILDoSDERE R DIEET,

RIEIET VX

RARE

DownloadInvoiceService I& AndroidManifest.xml FJT  android:exported="true" #H'D  android:permission JE4%A L THRMICTI AHR— TN TULE
o ZTATHAUILAY WK onstartCommand() (36-421T78) & FFUHLTT/Ny T —J MR, Intent DNAZFESEE I IC | downloadFile() %ZEIEMUH LT
WE Y, checkcallingPermission .  Binder.getCallinguid . | getCallingPackage 7R DMUH LIT&EAPIZWRE L7 OP Y F2EDERKRIEAF v
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lE. owasp/sat/agoat /INWAT—T2ETOHO—HZRLTED, A—N—UFZARA—Tq )71 A—RICBENERIOS Yy IDEELBVWC EZREEL TV
£7,

fEs57% 21— K

AndroidManifest.xml :

android:enabled="true"

android:exported="true"

android:name="owasp.sat.agoat.DownloadInvoiceService"/>

DownloadinvoiceService.java (36-42178)

@override
onStartCommand(Intent intent, flags, startId) {
Log.i("DOWNLOAD", "Invoice is being downloaded");
downloadFile();
Toast.makeText (getApplicationContext(), "Invoice is being downloaded", 1).show();
1;

DownloadinvoiceService.java (64-8017H)

Uri url = i.parse(
"https://github.com/satishpatnayak/MyTest/blob/master/AndroGoatInvoice.txt");
DownloadManager .Request request = DownloadManager .Request(url);
request.setAllowedNetworkTypes(3);
request.setTitle(fileName);
request.setDescription("The File is downloading...");
request.allowScanningByMediaScanner();
request.setNotificationvisibility(1);
request.setDestinationInExternalPublicDir (
Environment .DIRECTORY_DOWNLOADS,
String.valueOf(System.currentTimeMillis()));
DownloadManager manager = (DownloadManager) getSystemService('"download");
manager .enqueue(request);

res/xml/network_security_config.xml :

cleartextTrafficPermitted="true">

src="system" />

src="user" />

ERAIETVR

[FRBVEEITIManifest DEEEICK D, Service BMERG L TT I AR— b ENTWVWB DRI EIAVNCILENY —IBRESNIMEFI— FER2IC—HT
BTEHHBALE LT BREEICK DIUT OB REERDVBSMIABDE LT :

o RfEA®DIntent/NTX—4 . onsStartCommand() [&  Intent intent %EFITEDFITH. ChE—YBBLTHST. ANTKRER T aVTr—74 VIHEE
LBWI EZIELTUWET,

o BBATAPIORI : 7O TV b 2EDXF v IZ& DL | checkcallingPermission . | checkCallingOrSelfPermission . | Binder.getCallingUid
Binder.getCallingPid . ' getCallingPackage DFERAMNOHTHS CHHERINE LT,

o FRFRER T 7% 7 71I)L%&IE String.valueOf(System.currentTimeMillis()) T D. 10D« > RUKNTH 120,000 @D DEEXWDEFT, Nl
B TREEICKEEH =D EIEET I,

¢ MediaScannerAMEY : | allowScanningByMediaScanner() I& MediaStore.Downloads.EXTERNAL_CONTENT_URI D 7w o A{bZi@F| L. EFEMNERT 71
WORTLT7IERIGLICT 7V ERKRAREICLE T,

o RAIVIYALRFYRIL. setNotificationvisibility(1) & VISIBILITY_VISIBLE_NOTIFY_COMPLETED |(CXELTHED. Y XA T LBHERTRITBZIETHY
YO—RETHAZOYVEES LEN RF—T7 I AEEF OEEOT TUICKRIE T,

o HWEMNABRY FI—2EHEMMBE .  network_security config.xml |(¥1—H—-+ > k—JLCA ( <certificates src="user" /> ) %{SfEL. F&BE%Z A
LTUWET, CNICEDMTMIZLZBEZORAMO—-ROBIBWANATREICAD £,
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FEROY—RN=FT4 7 FV75—23 > EIFADB > )LD 5 Service ZEENFIRETY ©

adb shell am startservice -n owasp.sat.agoat/.DownloadInvoiceService

Ao>vO—RENT=T 71)LI&  /sdcard/Download/<epoch_ms> (AFEAERR b L —2) ICIRTES M. | READ_EXTERNAL_STORAGE % {RIFT ZEED T 71U H 55HE
DAJEET T,

HREEE

BBSE 56 B

AndroidManifest.xml @  DownloadInvoiceService (C¥fL T ' android:exported="false" %*&&EL TL7EELY

android:name="owasp.sat.agoat.DownloadInvoiceService"

android:exported="false" />

BARNBIELE
NAEBH S DEVH LABELRIZEIF. ARZLN—ZI v aYZRVWTT—ERZREL T,

android:name="owasp.sat.agoat.perm .DOWNLOAD_INVOICE"
android:protectionLevel="signature" />

—n

android:name="owasp.sat.agoat.DownloadInvoiceService"

android:permission="owasp.sat.agoat.permission.DOWNLOAD_INVOICE"
android:exported="true" />

I 5|C.  onStartCommand() AR THTYO—RZFa—ICANSEICEREEF vV ZEBNML. fR7E%%Z  Environment.DIRECTORY_DOWNLOADS DO DICT TID TS
AR=—FABRA L= FEBESEEINIEF vy a7 LI MUIZEBELTLIZEL,

W3
LEHRBUIDZEFEDS TILNS adb shell am startservice -n owasp.sat.agoat/.DownloadInvoiceService #%ZEITL. HUHLMERINBZZEEZRIRL TR
3L ( securityException )o
2.Y=7 xR %ERERL.  exported="false" FIIIBEBEB/N—I v avHRETNTVIILERRLTIIEIL,
3ATYO—RLET7ANUDBNT VY IBATI L —JICETAFNERC A /I e ZBRLTIESI L,

ED SharedPreferences. SQLite. External Storage It 7= 2 ¥R ERETIER D FIRTF

TIVr—=oaviE. A—H—% NXT—R, BLUVPINNY 2 2 Z2BHOO—NILA L —I XA ZXLISKFILL TE D, BS1b. KeyStorefRi#. F7cISHIRRAY
BI77AINERIRESNTULEEA.

YV —2O— REFTDFER.  InsecureStoragesharedPrefs | |FEREEIETR%  SharedPreferences("users") (CEX TEFIAATHD,

InsecureStorageSQLiteActivity [(FBES{L TN TLVARLSQLiteT —HXR—X aGoat IZfRTEL. | InsecureStorageTempActivity |(IREBR L —JEIUAEXR ~
L—YOmAICT7 T DS5AMD aRER—BE 7 7 ILE LTEZAATWS ZEHHIBB L. F7-. 77UId  android:allowBackup="true" %EELTW37:
BH. INS5DT7AILIE  adb backup ICED. $HBUVE  READ_EXTERNAL_STORAGE  MERRZIFDTANTOT7 TUICL > THHFRETH B, CHICK D, I—F—D 71

TUTATAICHE T 2 REBRAO—DNBBEPEREHZ 7TV Tr—>3aVIlES5EN. PINO—RONANRAZHBLETICREBT ATV bOBODTELHA
A3,

BATEYEHHE

BRILEIE #1

RARE

EBHEDOZ L —UEE Activity By I—HF. /NZT—R, PINN\Y 22 WoelBI1—H T — 22 FEXHERB LUTEVT 71 JLER TKFER b L—JICETAATW
F£9, A—RKR—XL{KIC cipher . KeyStore . | EncryptedsharedPreferences D{EREFTIIFEEL FHA.

fEs57%% 21— F

InsecureStorageSharedPrefs.java (49~52178)
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SharedPreferences.Editor editor = getSharedPreferences('"users", 0).edit();
editor.putString("username", username.getText().toString());

editor.putString("password", password.getText().toString());
editor.apply();

InsecureStorageSQLiteActivity.java (53~5817H)

SQLiteDatabase db = openOrCreateDatabase("aGoat", 0, )7
db.execSQL("CREATE TABLE IF NOT EXISTS users (ID INTEGER PRIMARY KEY, username TEXT, password
db.execSQL("INSERT INTO users VALUES (1, '" + user + "', '" + pass + "')");

InsecureStorageTempActivity.java (47~50%17H)

File userinfo = File(getApplicationInfo().dataD. "users" + random + ".tmp");

userinfo.setReadable( VB

BRHIETYZR

[StaticAnalysis]V —Z L E 2—IZ& D, SharedPreferences. SQLlite. HXU—B7 71 ILICH 7= 3 FEXDXEALH
android:allowBackup="true" %*ZEELTHD. adb backup ICKBMMENFIEETY, InsecureStorageSbCardActivity |35

mENEFLTe YZT7 TR MEEE
5%
Environment.getExternalStorageDirectory() |(CEZFIAATED. THIL  READ_EXTERNAL STORAGE % {RIFT B TARTDT7 TUHNST7IEZAAHETY,

BMIETETVR
RAEE

owasp.sat.agoat DEHD X ~ L —EE Activity H'. BEMOSVWI—HREHER (1—F% - NXT—RDORT) ZESE. NIXA—2{IIT), F3RL4E0
THABRLTKER FL—JIZEFAATULE T, AndroidManifestxmlid I 512 BEB/NY I TV TET IV RALTNY I ZBMELTZETH YRRy I %5
FMESETVWETD,

fEg§4& 31— K

InsecureStorageSharedPrefs.java (¥ /N1 JLL7T-49~56178)

SharedPreferences sharedPreference = InsecureStorageSharedPrefs. .getSharedPreferences("users", 0);
SharedPreferences.Editor editor = sharedPreference.edit();
EditText username2 = username;
Intrinsics.checkExpressionValueIsNotNull(username2, "username');
editor.putString("username", username2.getText().toString());
EditText password2 = password;
Intrinsics.checkExpressionValueIsNotNull(password2, "pas rd");
editor.putString("password", password2.getText().toString());
(editor.commit()) {
Toast.makeText (..., "Data saved", 1).show();

InsecureStorageSQLiteActivity.java (3> /N1 JLL7=33~38178)

SQLiteDatabase openOrCreateDatabase = openOrCreateDatabase("aGoat", 0O,
.mDB = openOrCreateDatabase;

openOrCreateDatabase.execSQL (
"CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, pa
)i

InsecureStorageSQLiteActivity.java (3> /N1 L L7 62~7317H)

StringBuilder sb = StringBuilder();

sb.append("INSERT INTO users (username, pass d) VALUES('");
sb.append(username2.getText().toString());

sh.append("','");

sb.append(password2.getText().toString());

sb.append("')");

String qry = sb.toString();
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sQLiteDatabase.execSQL(qry);

InsecureStorageSQLiteActivity.java (EI/NAJILL7861TH) ——>XTFLAOJ DR :

Log.v("Query", qry);

AndroidManifest.xml (51TH)

android:allowBackup="true" android:debuggable="true" ...>

ERAIETVX

[StaticAnalysis]APKDE IV INAIILELVY —ILEa—IC& D, UTORIEEADRAEERI R INE LT

1. FE3 SharedPreferences Dl :  Insecurestoragesharedprefs |(F1—H$ L /NXTJ— K% /data/data/owasp.sat.agoat/shared_prefs/users.xml
IC. | "username" HXY "password" YWSF—%FFHALTEXDXMLTEZTAATULET,

2. BTN TLERLSQLite F—RAR—2X | | InsecureStorageSQLiteActivity (& /data/data/owasp.sat.agoat/databases/aGoat #ATFDAF—ITIERL £
ER

( INTEGER PRIMARY AUTOINCREMENT, username VARCHAR, VARCHAR)

SREEIBIRIZ/NT A — LR L DED  stringBuilder EEZNL THRATNTED. FXDRESLIUVSQLA TPz a >y OmALERINE T,
3. AT LOVICK ZERBEHRORTR - 861TEHTIE. FXDNRT—REZEFLTL2ARSQLIITUN  Log.v("query", gry) %N L TAndroid > RFLOJICESTA
FNFET, READ_LOGS ZEFDINTDT7 S, F£ld logcat v avid. F77AILI AT LICHNS Z e B SREHBEHREMBTEE .

4. adb backup IC&BIMEIRRE ( 5TTEHDY =7 T X M& | android:allowBackup="true" %ZEESLTHEN. MEMARUSB 7/ A FOHEEHNUTEZRITIZ
cEFALET,

adb backup -f backup.ab owasp.sat.agoat

ERINnfT7—7H+1TIE.  shared prefs/users.xml H &V databases/aGoat EBHL T TUH YRRV IRLEEZEFATED. root FFIEPINDNA NI ERE L
LEHA.

5.debuggable Ic& 3T 21 LM - LY=7 T X bDTTIE  android:debuggable="true" ZESLTHED. DWPTF NI EZBMILEFT, WEEIF jdb F
7=l& Android Studio = 7R v FLTXEU A > F LD, | sharedPreferences.Editor.putString() F7zl& sQLiteDatabase.execSQL() ICTL—2UKRA >+
ERELIED LT 21 LRICRIIEREESTEE T,

6TV RR=FSINEAVR=RY MIEBIBEADIEKR : Y27 A MDEEICED. N—Z v a VREERC2D0AFRMICT IV RAR—bENcaAVR—%> k
MRESINE LT,

o Receiver owasp.sat.agoat.ShowDataReceiver (27 1TH)

o Service owasp.sat.agoat.DownloadInvoiceService (37178)

7.INSERTICEIFTBSQLA P TU> 3> . InsecureStoragesQLiteActivity MM  StringBuilder EFEICKD. REBRANHSQLEEZZEET S LxHAL
9, fcrzIE.  admin', 'x'); DROP TABLE users; -- CWSIA—HRZFIT—ER—IXEWETZH. JTUDOHEEZEZELET,

[TET Y ZADOFHIPRIRIEDRITICIE.  InsecureStorageTempActivity S & T | InsecureStorageSbCardActivity (CXF T REPIZ R TIEFEENTVEEA. RESN
X OREIEIE. TOBRNBITICEDCEETY,

HEEE

Immediate

TFI)r—23>ODIY =7 T XRMT | android:allowBackup="false" %FRKEL. NvIT7vTEEMELL TSIV, BBFEOEEEOEVO—AILT—2%BS1LT
%IC1&. AndroidX® ' EncryptedsharedPreferences & EncryptedFile . F7cldT—ZR—XBESLD 72 SQLCipher ZER L T T L\,

Permanent Fix

ITRTOREEERZ . Android®  KeyStore  TIRE 413  EncryptedSharedPreferences (C#ITL T /ZTLY !

MasterKey masterKey = MasterKey.Builder (context)
.setKeyScheme (MasterKey.KeyScheme.AES256_GCM)

Lbuild();
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SharedPreferences securePrefs = EncryptedSharedPreferences.create(

context,

"secure_users",

masterKey,
EncryptedSharedPreferences.PrefKeyEncryptionScheme.AES256_SIV,

EncryptedSharedPreferences.PrefValueEncryptionScheme.AES256_GCM

RLUTEEHBERZNE X L= T7 T U D SHRAMD AR —K T 7 M ILICEZAFTHVTIEE L,

Verification

EOAVNAIL LY —XO—RH5  sharedPreferences .  SQLiteDatabase . FileOutputStream ODEREFAZRERL TLEIV, TNSDAPIICEXDI—
—ZPNRT—RXFHHNESNTVWAVWI E 2R LTIV, | adb backup ZX{TL. SREBIRT 7 T ILHFHABNBVWC EZRFEL TS L,

B VILFABLMD5 /Ny aTIRESNIERELEIR (AccessControllssuelActivity)

AT TVr—23aVIEFPINEYIL M LOMDSA 1 ¥ X k& L THEBSharedPreferencesiCfRELTED. F T34V TOTIL— b7+ —IHEIZ K D EXPINZH
SUMTABICETARETY.

Ny ahVILEBRLTE—FTL—>3 > THB7H. adb backup ( allowBackup="true" ) F7zl& run-as ( debuggable="true" ) ZFIALT
pinDetails.xml % L7-IREEIL. HIRSNIPINOBRZEMICH L TAH T 50 VEFEREZRITAETY, EBIXINIPINZAWVS CIEHARFRIE7O—ZN LR
ET77EANAEL %45 1FH. deep-linkbypassE#lAFHE 2 Z & THERFBICEN DML HD £,

KB EHE
RIHEIE #1

RARE

AccessControlIssuelActivity.hashPIN()  IEVILk. 1 TL—> 30 F—X ML YFIUITDVWTNHITHTIC | MessageDigest.getInstance("MD5") % MEH L TL)
F9. ERTNI=A AT T X ME | sSharedPreferences("pinbDetails", 0) DF— "pin" ICEFTRAEFNTUVET, VILFRLOMDS TNy afbT iz 4~61T0DE
FPINIE, TRRBTHREDIREAIGETT,

fEsstEnsH 33— K

AccessControllssuelActivity.java (111~13117H)

String hashPIN(String pinvalue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");
MessageDigest messageDigest = MessageDigest.getInstance("MD5");

[1 bytes = pinvalue.getBytes(Charsets.UTF_8);
Intrinsics.checkExpressionvalueIsNotNull(bytes,
"(this as java.lang.String).getBytes(charset)");
[] digest = messageDigest.digest(bytes);
Intrinsics.checkExpressionvalueIsNotNull(digest,
"MessageDigest.getInstanc..t (pinValue.toByteArray())");
String md = ArraysKt.joinToString$ (
digest, (CharSequence) "", (CharSequence)
(CharSequence) , 0, (CharSequence) o
(Functioni) Functionl<Byte, String>() {
@override
String invoke( it) {
String format = String.format("%02x",
Arrays.copyOf( Object[]{Byte.valueOf(it)}, 1));
Intrinsics.checkExpressionvValueIsNotNull(format,
"java.lang.String.format(this, *args)");
format;
}
}, 30, (Object) e

md;

SharedPreferences DFJF (85~8917H)

isPinCorrect(String pinvalue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");
SharedPreferences sharedPreferences = getSharedPreferences("pinDetails", 0);

sharedPreferences.getString("pin", ) .equals(hashPIN(pinvalue));
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ERICEY 330

(ERR0RRAT] V—RO—-REEICED. Ny afURICYIL A%< BESEICHEEL7CMDS 7L U XLAMERTN TV S C e RN E Lic, BIRRIDTIL—
c74#—2R0 V7 bz B—7ILdVILTERSINNAY D 2 LTEITL. BHEOEEZEELLELL !

hashlib, time

target = "88cf9lalaef212f3c2cd12406983427d"

start = time.time()
i range(10000):

pin = str(i).zfill(4)
hashlib.md5(pin.encode('utf-8")).hexdigest() == target:
print(f"Cracked PIN: {pin} in {time.time()-start:.6f}s")

40 0L

Cracked PIN: 7391
Attempts i 7,392
Time elapsed: 0.003887

BitE3IN/z/\v> a2  hashlib.md5("7391".encode('utf-8')).hexdigest() (EXZ—4 v hDAAT T AL ERL2ICBERELTED. BRESNL/N\Y S 2 ZEE L KE
EHDFEXPINZEIEICETTEIE e 2BELTULWETD,

TREEAER

RARE

AccessControlIssuelActivity.hashPIN() &V ILh. A F7L =23 VE F—A LY FUIDOWVWTNHITHTIC | MessageDigest.getInstance("MDS") & MEUH
LTWEY, EHIN/A 1T T A ML sharedpreferences("pinDetails”, ) DF— "pin" ([CEFTAFNTUVET, IREDFER.

activity access_control_issuel.xml & T activity access_verify pin.xml DWFNH. PINKEICH LT android:inputType .  android:digits -
android:maxLength  F7/E7AOJ S ALICKZBAZBERL TOWAEVWCEHAHIBALE L e TS, 77U T—2a VHAANICH L TREIPXFEOFHIZREL TV
BOWICHEKRLEY, AndroidManifest.xml |& android:allowBackup="true" & &' android:debuggable="true" %*EEL THH. KEEN root ¥R LT
adb backup F7zlE run-as ZENLT  pinDetails.xml ZIHMHETEFZLSICLTVET,

fEsstEDH 32— K

AccessControllssuelActivity.java— hashpIn() (111~13197H) :

String hashPIN(String pinvalue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");
MessageDigest messageDigest = MessageDigest.getInstance("MD5");

[1 bytes = pinvalue.getBytes(Charsets.UTF_8);
Intrinsics.checkExpressionvalueIsNotNull(bytes,
"(this as java.lang.String).getBytes(charset)");
[] digest = messageDigest.digest(bytes);
Intrinsics.checkExpressionValueIsNotNull(digest,
"MessageDigest.getInstanc..t(pinvalue.toByteArray())");
String md = ArraysKt.joinToString$ (
digest, (CharSequence) "", (CharSequence)
(CharSequence) , 0, (CharSequence) p
(Functionl) Functionl<Byte, String>() {
@override
String invoke( it) {
String format = String.format("%02x",
Arrays.copyOf ( Object[]{Byte.valueOf(it)}, 1));
Intrinsics.checkExpressionvValueIsNotNull(format,
"java.lang.String.format(this, *args)");
format;

}

}, 30, (Object) B
md;

SharedPreferences EFIAHS ¥ — createPIN() (76~821TH) :

createPIN(String pinvalue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");

SharedPreferences sharedPreferences = getSharedPreferences("pinDetails", 0);

SharedPreferences.Editor editorl = sharedPreferences.edit();
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editorl.putBoolean("pinSet", )8
editorl.putString("pin", hashPIN(pinvalue));

editorl.commit();

SharedPreferences DEV{§&S & ULLE —  ispincorrect() (85~8817H)

isPinCorrect(String pinvalue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");
SharedPreferences sharedPreferences = getSharedPreferences("pinDetails", 0);
sharedPreferences.getString("pin", ) .equals(hashPIN(pinvalue));

Null Z2MDXHE .  "pin' F—HEFEELARVIRET "pinset"” B true DEFFTHBIHA.  isPinCorrect() IEnullBRBICH LT  .equals() HMFUPHITN
%7=%. | NullPointerException TZZw>alFT,

IHVRR=bFSINFENANZXAVKR=RY b —  AndroidManifest.xml (20~2417H) :

android:label ring/activity" android:name="owasp.sat.agoat.AccessControllViewActivity">

android:name="android.intent.action.VIEW"/>
android:name="andr .intent.category.DEFAULT"/>
android:host="vulnapp" android:scheme="androgoat"/>

EHICEY 35
(E2E9AEAR] Manifest DEEICK D, HHOFHRFRGOEANENTH S N ERINEL:

android:allowBackup="true"
android:debuggable="true"

Android D5 7 # )L h5ZE2/\w o 7w Fid | /data/data/owasp.sat.agoat/shared_prefs/ LA TFDIARTD SharedPreferences 7 7 1 ILEZL =8,
pinDetails.xml |(3#H5®W3 adb backup 7—HA TICHFENE T,

[Feavfgin] ReSS AR —7ILdU XL TERSNINY L 2R L TBIRIRLED TIL— b T+ —IX RV U T b RTLIHER. FXPINDRIEICETEhELL:

hashlib, time

target = "88cf9lalaef212f3c2cd12406983427d"
start = time.time()
i range(10000):
pin = str(i).zfill(4)
hashlib.md5(pin.encode('utf-8")).hexdigest() == target:
print(f"Cracked PIN: {pin} in {time.time()-start:.6f}s")

RO :

Cracked PIN: 7391
Time elapsed: 0.003887

BetBEENIN\Y 22l 88—y bOAAD IR ERL2ICBRLTED. RESNLNY Y 2 ZBELIEREEN T 751 Y THI UMMUAICPINZETTES L
ZHERLTVED,

[E#BYA2 ] AccessControliviewActivity |& androgoat://vulnapp T4 —7FU I XAF—LENLTIVAR—FINTED, BEFEMNANANZAZRHLET

adb shell am start -W -a android.intent.action.VIEW -d "androgoat://vulnapp" owasp.sat.agoat/.AccessControlilViewActivity

ChICE D, WEBERFPINZHSTICRECNICEEICEETEE Y, Ny oD CEAEHEZ LT, ERENALPINZIESS  isPinCorrect() RIAET7H—
ICANNT B EHABETT,

i R
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BNBFSE IS

AccessControlIssuelActivity.verifyPINView() (L —RMEIBRETAD>Y bOYIT IR EREL. Ny aRENBEEINZI T TOM. 7051 VHIKEZ R
53,
BAH

MD5 % berypt. scrypt. Argon2id A DIRAMR/NZIT— RNy S afBBICESI TR %, I— T CICESENICZE2R I VALY IL b 2ERL. aWI—0 7770
B—HBRET B0

i (jBCrypt Z{EF L 7= bcrypt)

org.mindrot.jbcrypt.BCrypt;
String hashPIN(String pinvalue) {

String salt = BCrypt.gensalt(12);
BCrypt.hashpw(pinvalue, salt);

isPinCorrect(String pinvalue) {

SharedPreferences prefs = getSharedPreferences("pinDetails", 0);

String storedHash = prefs.getString("pin", 0
(storedHash == ) H
BCrypt.checkpw(pinvalue, storedHash);

1. AccessControlIssuelActivity.java %*¥5Z L. | MessageDigest.getInstance("MD5") HHIBRINTWVEZ & & HERT %,
2. hashPIN() HWFVALYVILNECIAR T 702—%ZFT berypt/Argon2id DX FHZIRYT Z L ZHERT %,

3. | isPinCorrect() HTA TSV DELMFFEIRIEEGE (B @ BCrypt.checkpw ) ZFEALTWVWS L ZHERT %,

4.  pinDetails.xml (C32XF®D16#EMDS XFINMREFEINTUVWEWVW 2R T .

BB Confirmed Clickjacking on Sensitive Activities in owasp.sat.agoat

SYSTEM_ALERT_WINDOW#%FD0EEH 237 T Id. 420BBEDBEVWTITA ETA LICA VRS0 T4 TRA—N—LA%ZHBEL. I—F—DF v FigEEES
LTREABEREOA Y O— R 7OE—> 3 Y OREE. OTPOAERM. PINDXEZFRET IAEMNHD £,

WEAIAVNZFA>T TV EZRWEENT X MI& DL | AccessControliviewActivity .  HardCodeActivity . | ClipboardActivity #H&kTf
AccessControlIssuelActivity EDEBRMEDTVWREZUIIHL T 7—N—=LA T4V RINSRZYFARY bHMEEL. 2—H—DHBREARLICFETV> 3>
WRITEINZ DR INE LTce IRTD2BB/DT I 71 ETICHWVWT | android: filterToucheswhenobscured & & URITRD R Y F T ILEZU VTR E-7<
BFHEET. TRTODAVES VT4 TBENZ Yy TOv v F U JICHLTHEFE TS, THIC.  AccessControliviewActivity (&  androgoat://vulnapp T+ —FU >
IVRBHATIVZR—FENTHED, WBEIFIROBEEICERER L T. ZFOPINKRIEA LICZOEERZ V) v I vy I TEED,

AT RS
RHEE A

BRARRERE
A7 TV —23 > D25EITRTDACtvity [CBEWVWT, Uy I JvwF U IRMEHARLICRUMLTWD, 1250771 THEViewdDWIhd

android: filterTouchesWhenObscured="true" #*E&E L TH 59, F7= MotionEvent.FLAG WINDOW_IS OBSCURED MDI&FE%Z TS | onFilterTouchEventForSecurity()
= RE L T-ActivitybH7FTE L AL\, | android.permission.SYSTEM_ALERT WINDOW Z{t5SNIERHSD TS — 3 &, | TYPE_APPLICATION_OVERLAY o ¥ R
ZEBLTRYFARY bEFEZL. TEORBEEOBRLWiewNGEIE 2 2 EHAIRETH B,

fEss4 a— K
(BBORRIR] WOV NI TNy — RIS 2R Agreplc & D, B Y« Y R Y750 EBLUR Y F 70 L2) VI DZENE OB TH S Z e BRI NE

r "FLAG_SECURE" /workspace/decompiled_source/

"filterTouchesWhenObscured" /workspace/decompiled_source/
r "onFilterTouchEventForSecurity" /workspace/decompiled_source/

AndroidManifest.xml (7 XX LURLRAF—LIEHT AccessControliviewActivity %A L THD. PINKRIEAR LICEREIERD T U > 3 VAEEBBHETH S ©

android:name="owasp.sat.agoat.AccessControllViewActivity">
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7

android:name="android.intent.action.VIEW" />

android:name="android.intent.category.DEFAULT" />

android:name="android.intent.category.BROWSABLE"

android:scheme="androgoat" android:host="vulnapp" />

IJVR7OAT—> 3 VDL

TITZal—4&LEIC SYSTEM ALERT WINDOW /S—3 w3 3> KT TYPE APPLICATION OVERLAY W ¥ RUEEBORBEQT7T IV r—>3>
(' com.attacker.overlay ) ZEML7. BINT X MDFER. 400HEBEMOSVEREICEVWTIV v ISy vV IDNENTZ e xR LTco WBET TUIXES

L7=Rvy 7T LIC CLICKJIACKED!

HHRActivity

AccessControllviewActivity

HardCodeActivity

ClipboardActivity

AccessControlIssuelActivity

ZOJHNL. HRT TV TEDT7 I a>2R{TLE:

WE7o>ay ZF—N—L1EZ R

EREOATYO-FR x=540,y=393 CLICKJACKED confirmed— R > 70> a>h b H—Enf
JOE—>a>I— ROm:R x=540,y=935 CLICKJACKED confirmed — #&3EH' b U H— &/

OTPD 4 RK x=540,y=779 CLICKJACKED confirmed — OTPAY4ER S 7

PINOD #&EE x=540,y=859 CLICKJACKED confirmed — PINNW I & 17z

BESRICREA L e B E | A — N — L DRFE !

wWindowManager.LayoutParams params = WindowManager . LayoutParams(
windowManager .LayoutParams.MATCH_PARENT,
windowManager .LayoutParams.MATCH_PARENT,
windowManager .LayoutParams.TYPE_APPLICATION_OVERLAY,
WindowManager .LayoutParams.FLAG_NOT_FOCUSABLE

| WindowManager.LayoutParams.FLAG_NOT_TOUCH_MODAL
| WindowManager.LayoutParams.FLAG_LAYOUT_IN_SCREEN,
PixelFormat.TRANSLUCENT

RESNGEHLT—T 770 b ¢

e /workspace/overlay_attack_logcat.txt — X LRAXX>F{HE  CLICKIACKED! I > kU

e /workspace/final_attack_demo.mp4 — HardCodeActivity 21w+ wx > OEEERE

e | /workspace/clickjacking_pin.mp4 —PINREED ) w oS+ v x> T OEEERE

® | /workspace/screen_overlay_test2.png —KRBFHATYO—RA—N—LADRIV—=>3vk

e /workspace/screen_hardcode_overlay.png — JOE—>3 Y A—RA—N—LADRIV—=2T3 vk

e | /workspace/screen_clipboard overlay.png — OTPFA—/N\—LADXo)—=>>3vk

e /workspace/screen_pin_overlay.png —PINF—/N\—LADIXI)—-> 3wk

FREESERL

REEEAT

WEERA—N—L AT T
YO—RT7Ua>uERTLE
IREEEAT 2
WBERA—N—LA T T
Tl

WREEETT 3

WEERA—N—L 17T )IE
BREEETT 4

WEERA—N—L AT T

SEEKT 5

AccessControliViewActivity DEEREA T YMO— KRR (x=540,y=393) T CLICKIACKED! ZHOJHAL. RWRT7FUIEAY

HardCodeActivity D TFOE— 30— RERBRAY (x=540,y=935) T CLICKIACKED! ZOFHAL. WNR7 7V ISKREEE

ClipboardActivity DOTPHERRAR > (x=540,y=779) T CLICKIACKED! ZOAJHAL. WRT7 TVIFOTPEAR LT

AccessControlIssuelActivity  DPINAREE (x=540,y=859) T CLICKJACKED! % OFHAL. WRT7FVISPINEZIEL -

%
BEIEERIE  /workspace/final_attack_demo.mp4 & KT /workspace/clickjacking_pin.mp4 |&. TE2ARIVXA7O4 CFz—>%HiELE:

AT 6
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RoV)=r2ay
b /workspace/screen_overlay test2.png . /workspace/screen_hardcode_overlay.png - /workspace/screen_clipboard_overlay.png -« /workspace/screen_

pin_overlay.png & A—N\—L 1 DEEZELEHRL TS
AT 7
BRARREE

KT TV —23 Y D2ETARTOACtvity [CEWVWT, ZUw oSy v F U IRENTLICRML TWVWS, BHNBITOBER. IV NTILENhY —ILEICEWVWT
android: filterTouchesWhenObscured="true" . | onFilterTouchEventForSecurity() . ' FLAG_SECURE DWFNDHRHINAEMN T, Fe.

AndroidManifest.xml PIDintent-filterlZ& D ' AccessControliviewActivity HASBICAREINTHED. SATHATILAY v RRTRAEF T v 7 Z2—ToTLA
LW/esh. PINIREEZ: L ICHAERD S EEENIRE T H o

Heg5% 31— K
AccessControliViewActivity.java | ICI& | onCreate() (C&HIT 250 — hAEELE T, Ly g VIREZIREET S onResume() S KT onNewIntent() DA —/\
—Z1RBERL

@override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
setContentView(R.layout.activity_access_controll_view);

Button downloadInvoice = (Button) findViewById(R.id.downLoad);

downloadInvoice.setOnClickListener ( View.OnClickListener() {
@override
onClick(Vview it) {
AccessControliViewActivity. .startService();

startService() {
Intent Servicelntent = Intent( , DownloadInvoiceService.class);
startService(ServicelIntent);

AndroidManifest.xml (& android:exported="false" %*&REL T IC DActivityZ AL TWS :

android:label ring/activity" android:name="owasp.sat.agoat.AccessControlilViewActivity">

android:name="android.intent.action.VIEW"/>
android:name="android.intent.category.DEFAULT"/>

android:host="vulnapp" android:scheme="androgoat"/>

IVR70O04F—> 3 YOI

HEERENEIA —N— LA T X b 1 25f8 9 RTDActivity (S I B FARHN7AT X S OFER. 25@P22MBH 2 Y TP v v JICHE TH B C e h' HER S Nlco REZHEIRT

BN oleDIE  splashActivity LU xssactivity (RAT1TDAUEZ0 T4 TBRBL). XU BinarypatchingActivity (77 #J)L b THRE VH'E

M) OHTHB. BMANRENRII—MRESNED oo HEDVHERINLR RIVBRT—I70-BUTORBDTHS :

e InputvalidationsOSCMDInjectionMain2Activity —RUNKRZ VDI wIJvwHx 2 JICkB0SOY Y RET

e | TrafficActivity —HTIP/HTIPS/AERAZEE >0 RE>DI Vv oS vvH2 4

e | RootDetectionActivity / | EmulatorDetectionActivity — A—/N\N—LAICKZBEAEFTvIDNA/IXR

° InsecureStorageSDCardActivity / InsecureStorageSQLiteActivity / InsecureStorageSharedPrefs / InsecureStorageTempActivity — F—N—L11H
ThUA—AJRERREAEBRAREFET V3>

e | sQLinjectionActivity — A—/N—LAIC&BSQLY T ET

FA4 =TV ORBEEINAINR ¢ ADBEER LB T X MCK D, SRR D  AccessControliViewActivity APINAARUICEZE 7V X TEZ I EERLI::

adb shell am start -a android.intent.action.VIEW -d "androgoat://vulnapp" -p owasp.sat.agoat

dumpsys activity activities DHIIIKEIEICUATERLLE :

mResumedActivity: ActivityRecord{9b6dcfb u® owasp.sat.agoat/.AccessControllViewActivity t192}

am force-stop RO IA—JLRXAZ— MEEEDHMINLT :
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adb shell am force-stop owasp.sat.agoat

adb shell am start -a android.intent.action.VIEW -d "androgoat://vulnapp" -p owasp.sat.agoat

BROEZRAIRBZYVY .

TaskRecord{9091475 # A=owasp. .agoat ... 3
intent={act=android.intent.action.VIEW dat=androgoat:
Run #0: tivityRe d{2aa99dd u6 ow t.agoat/.Acc

mResumedActivity: ActivityRecord{2aa99dd u® owasp.sat.agoat/.AccessControllViewActivity t195}

VA—LRAE—bBELVIA-LRREZ—FOVTNICEWVWTHPINIOY 7 b ELEFRES 1 7OV IERRENAD ofco oy EERFDlogeatiCIFPINKREEX 7zl Y
2IVFIVvIICEATRIX v E—JE—TEEhTUVAD 5T

WBEENA—N—LAHRE :

wWindowManager.LayoutParams params = windowManager .LayoutParams (

windowManager .LayoutParams.MATCH_PARENT,
WindowManager .LayoutParams.MATCH_PARENT,
windowManager .LayoutParams.TYPE_APPLICATION_OVERLAY,
windowManager .LayoutParams.FLAG_NOT_FOCUSABLE

| WindowManager.LayoutParams.FLAG_NOT_TOUCH_MODAL

| WindowManager.LayoutParams.FLAG_LAYOUT_IN_SCREEN,
PixelFormat.TRANSLUCENT

BEEC LS DRESNIGGEL T —T 770 b !

° /workspace/dynamic_overlay_comprehensive_report.md

. /workspace/traffic_clickjack.mp4 .  /workspace/oscmd_clickjack.mp4

° /workspace/batchi_results.json 755  /workspace/batch4_results.json . KT /workspace/verification_results.json
. /workspace/overlay_attack_logcat.txt

° /workspace/deeplink_access_controll view.png . /workspace/deeplink_cold_start_access_controll_view.png

HEEE

BNBHEF R

BEEDEWVWLA T T XML 7LD TRTD Y ) T4 AINGA >R F50 T4 7T E21—IC  android:filterTouchesWhenObscured="true" Z%Z&MLFT, “HUk
DO F—N—=LATA Y RIDERETZEYFARY MHRIEICTOYIINET,

android:id="@+id/downloadInvoiceButton"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:filterToucheswhenObscured="true" />

BANBIEE

IRTOEBEEDEWVWTI T ET1D onCreate() T WindowManager.LayoutParams.FLAG_SECURE % EAAL. BEF v 7FvyELUA—N—LAICLB U axY
Y2EIJOVILET,

@override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
getWindow( ) .setFlags(
WindowManager .LayoutParams.FLAG_SECURE,
WindowManager .LayoutParams.FLAG_SECURE
)

setContentView(R.layout.activity sensitive);

F7-lE.  AndroidManifest.xml DTF—IENL TEALX I,

android:name=".AccessControllViewActivity"

android: theme= tyle/SecureActivityTheme" />
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name="SecureActivityTheme" parent="Theme.AppCompat.Light.DarkActionBar">

name="android:windowIsSecure">true</

ZEHEZRRTB1D. FVEATLTERYFARNY D TANZ) VI ERELET,

onFilterTouchEventForSecurity(MotionEvent event) {
((event.getFlags() & MotionEvent.FLAG_WINDOW_IS_OBSCURED) != 0@
|| (event.getFlags() & MotionEvent.FLAG_WINDOW_IS_PARTIALLY_OBSCURED) != 0) {
Log.w("SECURITY", "Blocked obscured touch event");

i

.onFilterTouchEventForSecurity(event);

AccessControliViewActivity.onCreate() (CERAIZ — hEBML. TV RR—bENT =TIV I ZRELET,

(!isUserAuthenticated()) {
finish();

’

WREE
LaAYNRZAYF—=N=—LAT7 TV EBRTL. BEBHEOSVWREZ>E IV v LET, RRTTUHNBEE Y. O FLAG_WINDOW_IS_OBSCURED HREIZIND
CCERERLTLIESE,

2IFENRNRDTI T ETAICXH LT  adb shell screencap %#RITL. 759 IR —VFldEFa) TN RET I xR L TLLIEE U,

3. | grep -r "filterToucheswhenObscured" /workspace/decompiled_source/ %R{TL. ZUT«1HILBE 2 —TO—BERIELTIZTUN,

E) Android Logcat\D4DEREHERS S USQLY TV DiRE

BEOT7UT14ET4H Log.e « Log.v . System.out.println ZFEAL. £OI—H—F. NXT—FK LUV SQALXZELZMHFICAndroid > A7 LAJICEE
RAATWR T, OIANDTIEAEEFOERDOT TR  add EIFOWEHEICK ZRHEROFBID EIEET I,

owasp.sat.agoat DEHEITICED. BEEOESVWI—H—ANNIRAF VI INZ e <<Ad > Y IICBRERNALIDOOT7 I T4 ETe DRESNFE LT
InsecurelLoggingActivity |(F7RZ IV IDIZUIC. EDI—H—FZL/NRT— R%Zlogcatb K MZEHICHIL £9.  InsecureStoragesQLiteActivity &
EXDRHERE SCRLBSQLINSERTXZ# O/ A L. sqLinjectionActivity |(FEDSELECTI T EZFDIITUHRDT—EZR—XLI—ROmAZREL F
To ZL DIHARTANdroidAT IET—IL R —HTILTHD. adb logcat THEBIZTI/ELITESH. BEROEMEZMNBL LAVEREEDBRERF vRILL
BOTWETD,
RATHIEEM
BHEE

RARE

BREZBIZA——ANBLUVT—ER—=IRIEDT /N JIC | android.util.log & | System.out.println ZFHELTED. XFEINIXTFLOTNY T 7ICETA
FNBZFNICHZRA X ZERST -T2 0. IRFVITOVThHBERINTULAL,

fEs57% d— K

InsecureloggingActivity.java (59fTB& K U7017H)

Log.e("Error:", sb.toString());

PrintStream printStream = System.out;
printStream.println(sb2.toString());

InsecureStorageSQLiteActivity.java (8717H)

Log.v("Query", qry);
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SQLinjectionActivity.java (82~831TH& &K Uf93~9417H)

Log.e("Error:", strb.toString());
Log.v("Query", ary);

ER DL

[FREUfRAT] BRAVBAEICK DL | EditText.getText() 75  StringBuilder MDEMFEZBHL TOJ PV IICEREZERXHOT—X7O—MEBHI N, EREDI=ZAR
w & | sources/owasp/sat/agoat/ (ZHBDEIAVNAIEHY =XV U —HEEXDFFHHINTWS, BHNRTIIREIN TS 59, RITEROD logcat BZIF1TH
nahofh HEZI— RNREIEZETH D, FUELOERICT—2HHIETNh S,

FREE D EEHL

RARE

B89 source-to-sink f##TIC & D, owasp.sat.agoat DIDDTI T+ ETa DHEDI—Y BRE LUV SQLY T XFS %, =214 AREGEHES—Ta >
J. RAF VT %—1THFIC  android.util.Log H KU  System.out.println DIV IICEFELTWVWS BRI NT, EAVNTILERY —RIIXFT S5
RWDIAHgrepiCL D, 3DDFHHET 7M1 ILIARTITHWT | Buildconfig.DEBUG (DBHR. | Log.islLoggable() DFIvI. BXUVIRXFIBEE (| replace .
mask . redact . | substring ) WFEELHRWVWI EHEIEINI. IT5IC  AndroidManifest.xml Tld | android:debuggable="true" HESINTHDO. adb
logcat \D 7 I EZ ZAHBH TEREBREL BoTHED, BHREROF v RILELATE TS,

feg5&a— K

InsecureloggingActivity.java (45~701TH) — InsecureloggingActivity$onCreate$1 IO  onClick

StringBuilder sb = StringBuilder();
sb.append("Error occured when processing Username ");
sh.append((Object) username2.getText());

sb.append(" and Password ");

sbh.append((Object) password2.getText());
Log.e("Error:", sb.toString());

StringBuilder sh2 = StringBuilder();
sb2.append("Error: Error occured when processing Username ");
sb2.append((Object) username3.getText());

.append(" and Password ");

.append((Object) password3.getText());
PrintStream printStream = System.out;
printStream.println(sb2.toString());

InsecureStorageSQLiteActivity.java (64~871TH) — | try/catch AN TEZHICOTHIIEINS SQLINSERT :

StringBuilder sb = StringBuilder();

sb.append("INSERT INTO users (username, password) VALUES('");
sb.append(username2.getText().toString());

sb.append(""',"'");

sb.append(password2.getText().toString());

sb.append(""')");

String qry = sb.toString();

Log.v("Query", qry);

sQLinjectionActivity.java (56~941TH) —FX®D SELECTH LUERE Y boOJE:

StringBuilder sb = StringBuilder();
sb.append("SELECT * FROM users WHERE username='");
sbh.append(username2.getText().toString());
sb.append("'");

String qry = sb.toString();

Cursor QryResult = db.rawQuery(qry,
strb = StringBuilder("");
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(QryResult.moveToNext()) {
strb.append("Username: (" + QryResult.getString(1) + ") password: (" + QryResult.getString(2) + ")\n");

Log.e("Error:", strb.toString());
Log.v("Query", qry);

StringBuilder sh2 = StringBuilder();
sb2.append("User: (");
sb2.append(username3.getText().toString());
sb2.append(") not found");
strb.append(sb2.toString());
Log.e("Error:", strb.toString());
Log.v("Query", qry);

ER DR

BRIV AREE CTIE3 DD T U T+ ET 1 IARTICH L TIERMI% source-to-sink kL —X%EFREL.  EditText.getText() HSAT SV IADERZREDT—RT7O—
ZHER LT
1.InsecureLoggingActivity — 541TEH K US8ITEH TED I —H—Z /XX T—R%  stringBuilder sb (ZEXDIAA. 591THT Log.e IC&DEAILTULS, 65
TEBLVITETIREBOE AT —2DM& SN, 707ET system.out ICHAINTWVWS, WThDT > oH | if (DEBUG) ICKBIRENTEFELAE
(A
2.InsecureStorageSQLiteActivity — 87fTH® Log.v("qQuery", qry) I& try/catch JHwZ (75~86f7H) DEICEEINTHD.  execsoL HAHIHLTH
BISE 20— LTHRITEINDB. SQLINSERTXFHLEICIFFEXD/NRT—RAFENTWVS,
3.SQLinjectionActivity — 82~831T7HI& getCount() > 0 DBAICHERE Y b2 (EXDT—EZR—INRT—REEFT) 2O HNT 5. 93~941TBIFRE
DOy I DEICERHEFICRITEIN. EDOSELECTIZ I . Rty oL O—R. £lF2—H—ANIC Tnotfoundl Y74 v I REMMLIEARZSTN
w7 7etT %,
AndroidManifest.xml DEZE(IZKD. THIZ  android:debuggable="true" (517H) MR INT. THIZLD. USB/adb 7V XAZFOHEED | adb
logcat  ZRITL. HATNIEREIBRE LU SQLXYZE. T/N1 ADJ/L— M logecat 77 £ RFIRDFEI = KB H S ICBISAREE 257, RETOERHIEL
CBBIZHR->TWS,

FEHLOFIREE ¢ SRR TIFBHIRITE L URITRO logcat RIBIFRMINTE 59 HWHREMIFHNGEI NI ILY —BROH TR I N,
HESEETE

BB s

2—H—FRHERCSQLI T FMIBL TWVWBREZE T 71ILHS. Log.e « Log.d « Log.v « &Y system.out.println DINTOMFUH L ZHIRE /I
AV RTIRLTLIEE W,

BARNGIELE

BEEOBWVWNRZ—2%ZREL. H/IA0IC [REDACTED] ICEBFMX ZEHFEBEEAOOI A—T1 VT4 ZREL TR IV, ProGuard£7IdR8DIL—ILZEAL T
DI)—=XEILRHLS Log.* OMUHLZHIPRL TSI

-assumenosideeffects class android.util.Log {
public static int v(...);
public static int d(...);
public static int i(...);

public static int w(...);

public static int e(...);

WREE
TIU%I))—=RE—RTEILRL. BIABHRAN7O0—%RITL7-ET. adb logcat | grep -i "Error\|Query" %#R{TL TV, OFICaA—H—%. /XD
— R, FEESQLIIVUDTHF I MHHATATVAWI EZBERL T EE L,

@ InsecureStorageSQLiteActivity ICHITBRT Z 41 X execSQLICLBSQLI>> 1Y
>ar

InsecureStorageSQLiteActivity I&. =& 1 XENTWAL 2 DD EditText DEZ &#iE L T execSQL)ICEYT Z E TINSERTNZBEL THDH. ChILD IRy Y

RO -q4>Txv>a> LOA-RFOEERE. BLUOO—ALT—EIR—RAOZLAEGHEBENTRECRD T,

InsecureStorageSQLiteActivity (& 1—H—DEREIEREO—NILD acoat SQlite T—ER—RIREFT DT T ETA THD. WEEHDFIHAIEER 2 DD
EditText 7+« —JL ROXFF|EEEERL LT INSERT NXZEBEL. £EHIN/XFFH% sqLitedatabase.execSQL() ST, COXY v RiFEI IOV TXY)
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SNFERDSQLN ZZRITANS o WEBEIFTD  INSERT ZFRHIICHL T I, | INSERT + UPDATE * | DELETE - CREATE TABLE ZHUEEDEMSQLX
HRITAREL B Do A—HF—RELVNRAT—ROB\T 1 —ILRAWE A>T a Y RA Y b THD. KGEHNAEZAHDTONS D, BEUDREIZENED
DN B B. AT T T4 ET I sQLinjectionActivity YE—DT—EZR—XT7AIIEHELTED, 1000 a>rEnfcT—anmsBDIERD I T
ICHEREEZ %,

i

RHEE #

RARE

owasp/sat/agoat/InsecureStoragesQLiteActivity.java D80TET. 7 U7 —> a VIFEFELINTVAV2DDUIANZSQLXYFYICERIEDHIAA. | INSERT
NEBELT execSQL() TERITLTWS,  rawQuery() CIFERD. execsqL() FE—XTF—FXY FADERTEFHFIRLAWVWSD. XZv BT VD T
a3 N AEETH B,

g5 a—F
BRI CBESNARBE R TUBREAZ—VIZUTOED THS ¢

String qry = "INSERT INTO users (username, password) VALUES('" +

userName.getText().toString() + "', '" + password.getText().toString() + "')";

sQLiteDatabase.execSQL(qry);

userName = ¥ | password DAL EditText TPz w bk ( R.id.userName KLY R.id.password ) HSEEINTED. ANEER /NS X—21iEiThN
TULZEL,

BRAIETVZR

[Tal—>3V]IEHER acoat AF—I%EZFO2O—AILDIIaL—2 3> SQliteT—EARN—IZFAL. BERINRIO—RERTLIc. UATORBRIFER

DAT— XY hEITZHERTEDHDTHS -

o A—HY—=ZT74—ILFEZBAVEEIBTIRT—7 /BT | AS] test','test'); -- |F. T—ZAR—IIXF LT INSERT INTO users (username, password)
VALUES('test','test'); --') %ZZR{TTH. FRLE  (test, test) EFAL. HBOZIAXY 7T LTS

o A—H—=Z T4 —=ILRZAWVLEIILFRAT—MAI OIS a> A test','test'); INSERT INTO users (username, password)
VALUES('attacker', 'attacker'); -- |&. 2DDMMILI=XT—FAY MQRITEINZERE B oFe I al—2avICED2TIMBEATNIE CAERTN. F
BOIRRAT— M AY METHEEAI N

o NRAT—=FR74—=ILRZBAWERILFRAT—bAY LTI a> 0 A test'); INSERT INTO users (username, password)
VALUES('attacker2', 'attacker2'); -- HX2TOBANFERIN. MHDAST + —IL KA L THESITH B Z AR ST,

o UPDATEICK B EAMEE: INSERT DFRIC | UPDATE users SET password='hacked' WHERE username='admin'; -- ¥ WS XX wIBRAO—RZEMINLT. &
Tal—2avIic&D adnin ONRT— RAMEABIC  hacked ICEBEINI=C EHHERINT,

e CREATETABLEIC& BT —2GH : XX v IBIRAO—RICEDHFIRT—T Il  stolen data HEERL L. BIEORIBERE INTHEA L. Chick b, HEEH
BT B2RF—Y ATV b N LIEREHT — 2GR (exfiltration) HHERI N7,

BMIETETVR
RAEE

[FREEFJADXTT OV NI SNy —R
/workspace/source_code_analysis_b456ad45d2f249a09fc5ea8e695da9e6/base . apk/sources/owasp/sat/agoat/InsecureStoragesQLiteActivity.java |&. 8OFTEICHE

PR VIDFEET D ZMHRELTWS,  onCreate() XV w R (44~9017H) I&. R.id.userName (581TH) KU R.id.password (5917H) D
EditText /\Y FILZEIEL. ®REFRE> (| R.id.sQLButton ) DT U w o U RF— (6017B) ZF/ET D, onclick() (62178) WETId. EFEOXFHERS

IC&D O I ZEELIE.  this.mDB.execSQL(qry) ICELTWS, 2 FL—RKRILA—. bindArgs  H&UVPEHAEENIRIE—YEFEELRL,

fes5ea— K
JADXIC & DKothnh 5 b5 > XA L ENTT AV NA LiEdlavay —RUE. ERRER/ NS —> 2 U TFICRY

.mDB = openOrCreateDatabase("aGoat", 0, E
.mDB.execSQL("CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR)");

EditText username = (EditText) findViewById(R.id.userName);

EditText password = (EditText) findViewById(R.id.password);

String qry = "INSERT INTO users (username, password) VALUES('" +
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username.getText().toString() + "', '" + password.getText().toString() + ""')";

.mDB. execSQL(qry);

MREEICE DL Log.v("query", qry) (81YTH) &&T Log.d("Error", ...) (84178) HERBIITUXFS (AP bENIRAIO—REBL) X7
LOJICEESAC I BRRINI, T READ_L0GS  FHTcI3WBEMAADBT U X ZHOREEICN T BEBMDOT 1 R F v RILRMT B,

ERHIETYX

[FREVBATAREEIC K D, MADAN T 4 —ILRHIREE. TR —7 . FEETA M) b0OP Yy V7% LIS L THESEHRS VUICRET 2 e RSl L1
777 RXML (| activity_insecure_storage sqlite.xml ) & R.id.userName KT R.id.password %Y —X®D  EditText TP Ty MIEBENIVRLTE
D, 80fTEM S D&A b L —XIFHHNEIEHELOTHZ L ZRL TV,

JORTI T4 ET1 DFEIE.  sQLinjectionActivity.java (45~971T7H) OMBINICLDIEES NI CDTI T ETAIIA—DT—ER—=XT7 71\ %Z2F—7
VT3

SQLinjectionActivity. .mDB = SQLinjectionActivity. .openOrCreateDatabase("aGoat", 0,

StringBuilder sbh = StringBuilder();
sb.append("SELECT * FROM users WHERE username='");
sb.append(username2.getText().toString());
sb.append("'");

String qry = sb.toString();

QryResult = sQLiteDatabase.rawQuery(qry,

MADT I T4 ET4HE—D "aGoat" T—EN—X%EBBL. execSQL() IFENEIZT 1+ RIATDZw hT 378, | InsecureStoragesQLiteActivity Z/LT
RITINZBEUEELS XY IBRAO—R (. UPDATE . |DELETE . CREATE TABLE ) |&. | SQLinjectionActivity ) SELECT 4 T\ I(CENEEIC/BRT
nd.

RZTIRAMDOEEIISISICRERILAT S | android:allowBackup="true" & & android:debuggable="true" (& adb backup F7cld run-as IZ&LD
aGoat  T—ANR—ADHHE AT A VREEHFAT D, S5IC.  cleartextTrafficPermitted="true" &H&T network security config.xml |(ZHIF3I1—H
—CADEEHRTEICED. FY FT—UEINBRRICE S,

HEEE

K2ADEME

BANGEEZT 7O/ T2 FTO—BHNEXBLE LT save REVZEMETEIN 751472 MITOANFHERZEML TS ZETW, YXZTT X DS
android:debuggable="true" ZHIFRL TS\,

BARBRIELE
execSQL() DIFUH L% contentvalues %Y 3 SQLiteDatabase.insert() I(CEIX. XFIEEZTLICHRL T ZTW

ContentValues values = ContentValues();
values.put("username", userName.getText().toString());
values.put("password", password.getText().toString());

sQLiteDatabase.insert("users", , values);

FIVr—2a >R AF—TEERIC execsqL() ZHALAITNEASHWVESE. I—H—ANEZFONFHT execsqL() HRLTHUPHINAWVWKSICLTLE
TV TRTDT—RIEEIZ. NXTX—FILAPI ( insert() . update() . delete() ) F7IINA Y RINTX—K%EFD sqLiteStatement ZFEATBLSIC
LTS,

HREE

LENRITEBRTL. 2—Y—ANEEEL] execsqu() N—HHEFEELAVICERERELTIETL,

2BIERAEILRICH LT  '); DELETE FROM users; -- REDIILFRT—EXY ERAO—RZHTL. BERLEE—TOBAOHDTOND Z e #MEELTL
72E0,

38T AMRIFRIC users T—7IEREREL. FHLAVWIAEF—IZEELEMOTINERLAVWI EZBER LTI,

B > 42—xv MBI Ni-Firebase Database

Firebase 7 — X=Xz REREICL TVWB L. RETI TR T—2HTA. BHRFR. BEHIHE. BLUERRBZBARENHD £,
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Firebaseld. ENAILEIUWeb7 TV T =2 a VBRIV T3 —LTHOD. UTFILEA LT —EAR—Z2ZCERBY - LY —EXZFAREICRBLTVEY,
Firebase 7 —ZN—ZDREAINTWVWBIHE. SRACRAL LICHETH T —IR—RIIBRSNIT —RICTI/ER L, BIETEZ L 2BHKLE T,

Firebase T —2R—ZXZRNHATEZ2 DX U T HEIRATHD. UTFOEFa )T URIEBLABEMEDHD £9,
o RIET7VER BASFIVRBABLICHETHT —ER—RADT—RICTICIAMREE BB 1D, T—ER—UIEH S NI-EBIFTRMNERO AW - —|CRES

NBEREMDHD 9,
o TARIA I HBENT—IN—IAADT—2%EE, B, HIRTE 3. T—XOXIBPRERBT—2NELC. TTVTr—2a P EDPRRICERBRE
ZRIFIAIREMD' DD T

o BEHRR  MBENNXT— R BARR. BHBT -2, TOMOEBEBRLLE. T -EXN-RITERSNIBEBRICTIEITERT,

s BREHIWE WBEERVIIUIavRE JORYAMRIVTT1 27 (XSS). £DOMOKEZLHENT. FirebaseT —IN—XUIHEHR ST TV 75—
IV OMHEEEERY BRIREMENHD T,

o EHEDERE  HEBRNRRI . BEHNSOERLEAZRV. EPXIXDFMUAICERGREZRIFIAIEMENHD £,
Firebase 7T —ZN—ZXDRETNTVBHESH 2R T BICIE. U T DcurlaAT Y FZEALE,

<> BASH

curl -X GET 'https://<project-id>.firebaseio.com/.json'

<project-id> ZHERXIRDFirebase 7OY TV FIDICEZFMATL TV, CDIOX Y RiE. FirebaseT—ZRX—ZDJ)L— b+ /—RFZJSONERTEISL&LS L
£,

Firebase 7 —ZN—ZXHDRETNTWVBIHE. SRR B LICT -2 ZEISTE 3139 T,
—ER=ZDB2ITEDHBE TN TV BZIHE, T2 DT/ EXNBATNTVRNI L EZRIII— Xy - HRINE T
Es 300
RHEEM
Firebase ' https://androgoat-42597.firebaseio.com & RBKRET 7/ AT THD. UTFTODAVY Y RTHRIETEE T ©  curl --request GET --url
https://androgoat-42597.firebaseio.com/.json o F—I|& ' res/values/strings.xml THRHEINE LT

HEEE

Firebase T—2ZR—XZIENFHICT B ICIE. UTFOREMBIBRFIBICRE > T LI L

¢ Firebase Authentication Z&%f1t : Firebase Authentication Zffd 2 . A—H—%ZFAL. T—ER—ZAANDT7 7L RAZHIETETET, X—IL7 KL XL/
7— R, Google. FacebookZ ¥, TEIEFRTONAE—ZFMALTA—H—DFAETSI A TEET,

¢ Firebase Security Rules D3%7E : Firebase SecurityRules 232 & T—RADTIEREER. T—ER—ADHRAEETEHATI2AI—F—%2FEHXTITEJ,
A—H =P T —IR—ZARNDFHED T —EZNRICBEDVWTIL—IILEERXTEET,

* Firebase Security Rules

* 10Firebase Realtime Database Rule Templates

-~
£} LOGIAM HEEHDHESS %
[L< £E T NDiffie-HelmanEBDFERICE D, 1> Z—RY M5 T4 v I DARBAICH T ZERLANILOEFFAEREN TR 1 B,
COifFEEIE. T—N—DLEHEEINTLWEIDHEREZFEAL THED. RN AEMAEREEAREICL. ERLANILOEBRTIZ—D1VE2—Fy b EOKRED S
T1vIEZSHNICESTEEZERLTWVWS,

LOGJAM-common_primesid. H#EAHDEBETHEE SN TV RIEENADHNS X—42— (BEH) 29— N\—IERTIEEICKET 3. HEZHOERAIILZLER
BINTWH. BIE3 B WE (numberfieldsieve) IC&D. HEZFREFZERBUCH L TERIX MEST—JIILOEFHEEZ—ETSEIIT. 20RBEERT2H5
W B 1R E TR IR CE 3o

fHi e
LIMBEENLLERATNTVWEDHERZRET S (i : ApacheXOpenSSLDT 7 # )L b/INT X—5—)
2HWROFHUCH L TEIX MBFFE GBHEOFERRE) £X793
3ZORBEGRTE2H50 3T —N—HSDHEXRHREZHNICES TS

4 BRIFEEAOT TN ZERAL T EROERZHRD THRRY
SRR ZHEITBHEREDOY —N—ICH L THEZIT—ILEES

BIfESRAF
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https://firebase.google.com/docs/rules/basics
https://medium.com/@juliomacr/10-firebase-realtime-database-rule-templates-d4894a118a98

o F—N—DHBEEIFT T £/ FODHEH 1024y FUTF) ZFEALTWVS
VIEASEAETRICHE LR VYV —IHNWE (10248 Y hDiga. HMERIL)

s WROFEHDSRY FTI—IbSFTr v IERFTEB L

s HEEREORNIBFETHD. TRARBNLKETHS

WEOFVADH : KFISTRTANAZ =BT EDY —N—IChic>TTF 7 4L bD1024E Y hDH/INS X —2—%FERALTVWE LT3, BRLANILOBRT Y
B—ld. COREDRBICHTIEET—TJIILOBFEEICHIAZER T, BTHR BT7IE—31V2—X v b bI T4 v 0 ESEMICERL. ThooH—/N—
ANDHLPBTLSHERiZ ) TILZALTESTES, CHNUICKD. BEBNARTHORMZHS CCBR<HERADI—H—ICHEN R,

BH—HRINR1024E v FERBDI1DEBIZET L. EMIHTTPS K X > D18%ICH§ 2 B AR B AIREC D RO —IRMBRRD2OZHIETNIL. HAFDVPN
HF—N—D66%H KUVSSHY —/N—D26%HBEZ NS,

ARy S

RHFEE

LOGJAM-common_primes 7' demo.testfire.net THHEINFELT

o F¥RMZA : RFC2409/0akley Group 2
IR

LOGIAMHEBHRMBE = EH I BI121F !
FELENE-BEBTDODHNI XA —2 24T 3 :

openssl dhparam -out unique-dhparams.pem 2048

SSLOpenSSLConfCmd DHParameters /path/to/unique-dhparams.pem

ssl_dhparam /path/to/unique-dhparams.pem;

FIANLESUVHBOZRHOEREZRITS ©
UTOLEBICBEINTULWEIRIFEALAEVWC L -

o F7#)LbDApache 512y FERE MEABDOHY —N—THFEHINTWV3)
e F7#)LbDOpenSSLE12E w FERE (1995FH 5SSLeaylc B ENTULS)
o RFCHTMZHERE (NSAOFEE%ZZITTVSHREENH D)

ECDHEA D17 :
REDOHRE —DHOMIEM ZT2IHIIRT S !

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384: | DHE

ssl_ciphers ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384: | DHE;

R{£2048E Y FDNSA—R%ZERTS :

DHEN'WBDIZE -

ssl_dhparam_size 2048;

HBRBOTR ¢

openssl s_client -connect example.com:443 -cipher DHE 2>&1 | \
openssl dhparam -inform PEM -text -noout

EMDRER :
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TLS1.3%ZEMA L. BRIADHZ T2ICHIFRT %
MITMETZ R T 570, SIRBE Y=V 2 RET S

° REBLS T4 v IBIE TR RERERNY—VZ2HERTS
o BES XA — b DEREFICPerfectForward Secrecy D&% £[ET %

BEGHMR | 7t ZBERI024E Y FDHNAZ XA =L TH>TH. SHROT—N—HTHRESTNZ LEHFHEIX MHEHNSh S OB 25, —BE%iE. BRCA
FILEBRTH B,

2EEH

o Common Prime Analysis

* Weak DHResearch

® TechnicalPaper

B ENAIILSQLY o T a Ve

E/N1ILSQLInjection fEFFEIF. WEBEDNENAINT TV 7r—>3 DT —ER—UIH L TEEDOH S SQLY T 2RITAIREICL. FETIER. T—4)

3T =S AICDBD BEREMEDL B D T,

E/NA )L SQLInjection L i3 WEEDNENANT TV 75— aVICBBOHBSQLAT— XY b EEATE LT BT —ZADRETI/EZAXPT—ER—2D
HEAZFIBEICT BREFFETT,

il

Kotlin

kotlin

import java.

import java.

import java.

import java.

fun main() {

val input

val connection = DriverManager.getConnection("jdbc:mysql://localhost:3306/mydatabase",
val statement = connection.prepareStatement("SELECT * FROM users WHERE username = ?")

sql.Connection
sql.DriverManager
sql.PreparedStatement
sql.ResultSet

= readLine() ?: ""

statement.setString(1, input)

val resultSet =

statement.executeQuery()

while (resultSet.next()) {
val username = resultSet.getString("username"

val password = resultSet.getString("password")

println("Username: $username, Password: $password")

resultSet.close()
statement.close()
connection.close()

BRI

RHFEE#

22 X | sQLiteDatabase

owasp.sat.agoat.InsecureStorageSQLiteActivity M STainth' kL —XINFE L7, TaintElement®FEET: V5

. fIiE

onCreate

"password")

DAY YR execsQL DAIE 0 DNFTA—FIESQLA VP13 Y OMEHELHZRIEMENHD £9, IFETEIDR—% b

0 « ¥YJXF+ (Landroid/os/Bundle;)V o d—JLEL—X:

at android.database.sqlite.SQLiteDatabase.execSQL

at
at
at
at
at
at
at
at
at

owasp.
owasp.
owasp.

owasp

owasp.
owasp.
owasp.

sat.
sat.
sat.
.sat.
sat.
sat.
sat.

agoat.
agoat.
agoat.
agoat.
agoat.
agoat.
agoat.

android.support.

owasp.sat.agoat.

InsecureStorageSQLiteActivity$onCreate$1.onClick
InsecureStorageSQLiteActivity$onCreate$l.onClick
InsecureStorageSQLiteActivity.access$getMDBSp
InsecureStorageSQLiteActivity$onCreate$l.onClick
InsecureStorageSQLiteActivity.onCreate

InsecureStorageSQLiteActivity$onCreate$l.<init>

InsecureStorageSQLiteActivity.onCreate
Vv7.app.AppCompatActivity.onCreate
InsecureStorageSQLiteActivity.onCreate

android.database.sqlite.SQLiteDatabase.execSQL
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fiIB owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vi_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String v0_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDBS$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, v0O_2);
return;

fiIE owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vi_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String v0_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
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}

v2_2.execSQL(vO_2);

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

fiIE owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDBSp

public static final synthetic android.database.sqlite.SQLiteDatabase access$getMDB$p(owasp.sat.agoat.InsecureStorageSQLiteActivity p1)

{
return pil.mDB;

fiIB owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vi_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String v0_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDBS$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

fiIiB owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
try {
android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);
this.mDB = vO_6;
} catch (android.widget.Button v0_0) {
android.widget.EditText vi_1 = new StringBuilder();
vl_1.append(Error occurred while creating database: );
vil_1.append(vO_0.getMessage());
android.util.Log.e(Error:, vi_1.toString());
this.setContentView(2131296299);
((android.widget.Button) this.findViewById(2131165206)).setOnClickListener (((android.view.View$0OnClickListener)
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;
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if (vO_6 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findvViewById(2131165206)).setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

{iIB owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.<init>

InsecureStorageSQLiteActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSQLiteActivity p1, android.widget.EditText p2
android.widget.EditText p3)
{
this.this$e = p1;
this.$username = p2;
this.$password = p3;

return;

fiIiE owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(v0O_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

fiIE android.support.v7.app.AppCompatActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate vO@ = this.getDelegate();
vO.installViewFactory();
vO.onCreate(p5);
if ((v0.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeld);
} else {

this.onApplyThemeResource(this.getTheme(), this.mThemeld,

}
super.onCreate(p5);

return;
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fIiE& owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0,

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(v0O_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (v0_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RLEE#2

A—H—HIEHNZX—EZNSQLT > 27> 3 VIR L THEFEASQUN T X —RDBRICEATNTVE T, FERARERIVAR—2 b
owasp.sat.agoat.InsecureStoragesQLiteActivity M STainth' kL —XEM. | owasp.sat.agoat.InsecureStorageSQLiteActivity THEEINF L7, NTX—%&

0 M5 >7 void android.database.sqlite.SQLiteDatabase.execSQL(java.lang.String) & To TaintbL—X:

android.database.sqlite.SQLiteDatabase.execSQL()
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.<init>()
owasp. .agoat.InsecureStorageSQLiteActivity.onCreate()

owasp. .agoat.InsecureStorageSQLiteActivity.onCreate()

I owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vil_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
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?'Htl”’ﬂ;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);
return;

v R owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String vi1_8 = this.S$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v1l 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vi_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

XY w R owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vl 2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_ 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
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CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);
return;

XY R owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate() -

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat,

this.mDB = vO_6;
} catch (android.widget.Button vO_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (ve_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

w I owasp.sat.agoat.InsecureStoragesQLiteActivity$onCreate$l.<init>()

InsecureStorageSQLiteActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSQLiteActivity pl, android.widget.EditText p2
android.widget.EditText p3)
{
this.this$0 = p1;
this.$username = p2;
this.$password = p3;

return;

XY w K owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
try {
android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);
this.mDB = vO_6;
} catch (android.widget.Button v0_0) {
android.widget.EditText v1_1 = new StringBuilder();
vl_1.append(Error occurred while creating database: );
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vl_1.append(v0O_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

if (vO_6 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

v K owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate() -

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;

} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL (CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

BRLFER#3

SQLiteDatabase ¥ T XM execSQL XV w RDAIE o ICHIFZ/INFTA—RIE SQLA VI o> a VICHERAAEENH D £9, FEREAIVR—R2
owasp.sat.agoat.InsecureStorageSQLiteActivity HSTF41 > FHEBEFE N E LT=, intElement DFLEJR : 75X | InsecureStorageSQLiteActivity XV
v R oncreate . & © . Y %F+ (Landroid/os/Bundle;)V o dA—JLhL—X:

at android.database.sqlite.SQLiteDatabase.execSQL

at owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at android.database.sqlite.SQLiteDatabase.execSQL

at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at owasp. .agoat.InsecureStorageSQLiteActivity.onCreate

at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.<init>
at owasp. .agoat.InsecureStorageSQLiteActivity.onCreate

at owasp. .agoat.InsecureStorageSQLiteActivity.onCreate

android.database.sqlite.SQLiteDatabase.execSQL (=B ULV T

Unable to extract source code.
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owasp.sat.agoat.InsecureStorageSQLiteAct ty$onCreate$l.onClick ICHWT

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vl_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
?'Htl”’ﬁ;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, v0O_2);
return;

android.database.sqlite.SQLiteDatabase.execSQL |Z#H ULV T

Unable to extract source code.

owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i.onClick |(ZdHLVT

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vi_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String v0_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDBS$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1)
android.util.Log.v(Query, vO_2);

return;

HIBR{T & « Ostorlab ~R—:41/189




if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i.onClick |(ZdHWLVT

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vl_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String v0_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDBS$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
H:‘tLH‘H;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i.onClick |(ZdHBWLVT

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vi_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String v0_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
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android.util.Log.v(Query, v0_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate |(C&HWT

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (ve_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

owasp.sat.agoat .InsecureStorageSQLiteActivity$onCreate$l.<init> (ZHWT

InsecureStorageSQLiteActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSQLiteActivity pl, android.widget.EditText p2
android.widget.EditText p3)
{
this.this$e = p1;
this.$username = p2;
this.$password = p3;

return;

owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate ICHWT

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
try {
android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);
this.mDB = vO_6;
} catch (android.widget.Button v0_0) {
android.widget.EditText vi_1 = new StringBuilder();
vl_1.append(Error occurred while creating database: );
vil_1.append(vO_0.getMessage());
android.util.Log.e(Error:, vi_1.toString());
this.setContentView(2131296299);
((android.widget.Button) this.findViewById(2131165206)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;
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if (vO_6 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findvViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate |(CHWT

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0@_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (ve_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RHEE#4

I—H—FIERIEER /NS X —&H SQLT V2T a VIR L THEHSQLNZ X —2OBRICERAINTVET, FERTELIVR—X Y DS DFERMN —

X . | owasp.sat.agoat.SQLinjectionActivity /' owasp.sat.agoat.SQLinjectionActivity THREINFELT. /INTX—%F o HHBPVY

android.database.Cursor android.database.sqlite.SQLiteDatabase.rawQuery(java.lang.String, java.lang.String[]) FTo JBRIL—X:

android.database.sqlite.SQLiteDatabase.rawQuery()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.access$getMDBSp()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity.onCreate()

I owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String v1_6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
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android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDBSp(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v38_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());
else {

}
}

}

android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());

android.util.Log.v(Query, v0O_2);

return;

XY w R owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vi_6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$0, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v38_2 == null) {
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kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);

return;

XY w R owasp.sat.agoat.SQLinjectionActivity.access$getMDBSp()

public static final synthetic android.database.sglite.SQLiteDatabase access$getMDB$p(owasp.sat.agoat.SQLinjectionActivity p1)

{
return pl.mDB;

XY w R owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vi_6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$0, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v38_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
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if (v3.3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);

return;

YV w R owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

XYw R owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()

SQLinjectionActivity$onCreate$l(owasp.sat.agoat.SQLinjectionActivity p1, android.widget.EditText p2)

{
this.this$e = p1;
this.$username = p2;

return;

XY w R owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

XY w R android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
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android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((v0.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeld,

}
super.onCreate(p5);

return;

YV w K owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

RHEIE #5

D—HFIEHNSA—EZDNSQLT > 20> a VICHEIFRSQUNS X—ZDBRICEAINTULWET, FERERIVR—R> b STanth L —XENFE L :
owasp.sat.agoat.SQLinjectionActivity 7' owasp.sat.agoat.SQLinjectionActivity THREHINZF L7 /NTX—& 0 D527 | android.database.Cursor

android.database.sqlite.SQLiteDatabase.rawQuery(java.lang.String, java.lang.String[]) £ To TaintbL—X:

android.database.sqlite.SQLiteDatabase.rawQuery()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()
owasp. .agoat.SQLinjectionActivity.onCreate()

owasp. .agoat.SQLinjectionActivity.onCreate()

I owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl _6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vo_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$0, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);

return;

if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
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3

android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());
} else {
}

}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();

android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, v0O_2);

return;

XY w R owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl 6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
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boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);

return;

XYW R owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String v1_6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
retum;
}
if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3.3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);
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return;

XY w R owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

v K | owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()

SQLinjectionActivity$onCreate$l(owasp.sat.agoat.SQLinjectionActivity p1, android.widget.EditText p2)
{

this.this$0 = p1;

this.$username = p2;

return;

XY w R owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

Y w K owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

RILEIE #6

IA—H—FIEETRER/NS X —2H, SQLT I T U2 3 VICHERSQLNT X — 2 DBRICERETNTVEY, FERAEAIVR—X2 b

owasp.sat.agoat.SQLinjectionActivity M5 Tainth'hL—XEH.  owasp.sat.agoat.SQLinjectionActivity THRHINELTe NTX—F o HBZVY

android.database.Cursor android.database.sqlite.SQLiteDatabase.rawQuery(java.lang.String, java.lang.String[]) Taint fL—X :

android.database.sqglite.SQLiteDatabase.rawQuery()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
android.database.sqlite.SQLiteDatabase.rawQuery()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()
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at owasp.sat.agoat.SQLinjectionActivity.onCreate()
at owasp.sat.agoat.SQLinjectionActivity.onCreate()

XY w R owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl _6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vo_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0O,
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);

return;

if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, v0O_2);

return;

XYw R owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)

{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl_6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());

HIBR{T & « Ostorlab




vO_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0,
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;

if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);
return;

XYW  owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl_6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vo_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
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android.util.Log.v(Query, vO_2);
return;
}
if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, v0O_2);
return;

XY w R owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl 6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
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v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, v0O_2);

return;

XY w R owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findviewById(2131165207)).setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

v w R owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()

SQLinjectionActivity$onCreate$l(owasp.sat.agoat.SQLinjectionActivity p1, android.widget.EditText p2)
{

this.this$0 = p1;

this.$username = p2;

return;

XY w R owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findviewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

Y w B  owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;
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Mobile SQLInjection fEg5MEZ8RE T 578, UTZERFTFL T EE L,

* SQLO—REA—H—ANZTDBT B, NIX—ZLIT)ELETIRTREIT— AV S 2ERT %
o LAVRFA—H—SQA VIV aveBRTBIH. T—EAR—RIBATIFNCA—F—ANZY =421 B L VKT %,
o BIHIDOMESFEICTHLY B7cdd. SQLE 51 /N\—ZENICEHT 3.

K KOTLIN

import java.sql.Connection
import java.sgl.DriverManager
import java.sql.PreparedStatement

fun main() {
val url = "jdbc:mysql://localhost:3306/mydatabase"
val username = "username"

val password = "password"

connection: Connection? = null
preparedStatement: PreparedStatement? = null

{

connection = DriverManager.getConnection(url, username, password)
val sql = "INSERT INTO users (name, email) VALUES (?, ?)"
preparedStatement = connection.prepareStatement(sql)

// Set values for the parameters
preparedStatement.setString(1, "John")
preparedStatement.setString(2, "john@example.com")

// Execute the prepared statement
preparedStatement.executeUpdate()
} catch (e: Exception) {
e.printStackTrace()
} finally {
preparedStatement?.close()
connection?.close()

IIHHIIHHHIHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

import Foundation
import SQLite3

func insertUser(name: String, email: String) {
var db: OpaquePointer?
var statement: OpaquePointer?

let dbPath = "path_to_your_database_file.db"

if sqlite3_open(dbPath, &db) == SQLITE_OK {
let insertStatementString = "INSERT INTO users (name, email) VALUES (?, ?)"

if sqlite3_prepare_v2(db, insertStatementString, -1, &statement, nil) == SQLITE_OK {
sqlite3_bind_text(statement, 1, (name as NSString).utf8String, -1, nil)
sqlite3_bind_text(statement, 2, (email as NSString).utf8String, -1, nil)

if sqlite3_step(statement) == SQLITE_DONE {
print("Successfully inserted row.")
} else {
print("Could not insert row.")
}
} else {
print ("INSERT statement could not be prepared.")

sqlite3_finalize(statement)
} else {
print("Unable to open database.")
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}

sqlite3_close(db)

<> FLUTTER

import 'package:sqflite/sqflite.dart’;
import 'package:path/path.dart';

void insertUser(String name, String email) async {
Database database = await openDatabase(

join(await getDatabasesPath(), 'mydatabase.db'),

onCreate: (db, version) {
return db.execute(
"CREATE TABLE users(id INTEGER PRIMARY KEY, name TEXT, email TEXT)",
)i
+
version: 1,

)i

await database.transaction((txn) async {
await txn.rawInsert(
'INSERT INTO users(name, email) VALUES(?, ?)',
[name, email],
)i
Hi
}

2EEH
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DIEALTWVWET, H—N—HA RTOO-ILFv I, BRI, X7y 77y TEREOVWITNEHEE LRV O, BEEIES VX1 LARICFridazfEELTIO
730 %YIDBEX BN APKDDalvik N b I— REZWE T B L THEREFWI LI EHATEET, ChZI S T2 MY A ROBEOHKE L. RIBRSE
N RBLHERFAEOREERLTVET,

TR
BRHFEEM

RARE

BinaryPatchingActivity (& private final boolean isAdmin 7 —JLRZEAL TadminUIBREAD 77X ZHIL TW3, COT v —JLRIE false IZH]
HfEE M.  oncreate() ATHIEIEARAINS, BN  true DIHFE. adminREZ OHEMELINTextView HNEFHINZH. admin REEZIZIET 5 /\ v I T RAPI
HUH L. BSFWEEHR. 8LU0RTy 7y TRESFEEL AL,

fegs a1 — K

BinaryPatchingActivity.java (171T7H. 39~5417H)
isAdmin;

isAdmin() {
.isAdmin;

.isAdmin) {

((Textview) findViewById(R.id.adminText)).setText("You are an admin");
((Button) findviewById(R.id.adminButton)).setEnabled( Ve
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ER DR

BB CO 7« — L RIEFOAVNAIIEERTH D, U E— MEEEIFEE LRV, KEE(IFFrida%z AL T BinaryPatchingActivity.isAdmin() Z7wZ L
true ZRTELSICTETBIEN. APKD/NA F U /Ny FIZKD Dalvik DFIHALALIEZ  const/4 vo, oxo D5 oxi ICEBETE 3. Ny IIY RIEF—UBVWEDLT
ng. adminUIAEE SN THESREEIE M) H—T iR,

FREESERL

RARE

BinaryPatchingActivity (/N4 —<  owasp.sat.agoat) |& private final boolean isAdmin 7 —JLR%ZFEHL TadminUIBREAD 7 X &HIEIL TL
%o CDTa—ILRIFEI /N ILETNTJavay —X | base.apk/sources/owasp/sat/agoat/BinaryPatchingActivity.java  DI7TETEE N, WMDTFT T # )L ME
TH2 false HHREIN. final BEHFICKDIVI T IZRTRIGAE LMD, oncreate() (481TH) TActivity I& | this.isAdmin ZHIFEL. | true
DIZEIC  adminButton ZHEWMLL | isAdminText ZBEHT D, RADFER. D Activity 5L TERERBER I —ILT T THIC. AEBAART MLe 2y k7= 1)
IR~ BEFHEIH. BREHE. $LURTyT7y TREHE—VIEELAWVW E AR SN,

fegsma—F

BinaryPatchingActivity.java (17{T7H. 39~5417H)

isAdmin;

isAdmin() {
.isAdmin;

( .isAdmin) {

TextView isAdminText = (TextView) _$_findCachedViewById(R.id.isAdminText);
Intrinsics.checkExpressionvValueIsNotNull(isAdminText, "isAdminText");
isAdminText.setText("You are Admin Now");

Button adminButton = (Button) _$_findCachedViewById(R.id.adminButton);
Intrinsics.checkExpressionValueIsNotNull(adminButton, "adminButton");
adminButton.setEnabled( B

isAdmin A false (F7FIbE) DIFE. LT UL activity binary patching.xml |& isAdminText (C"Sorry, Youdon'thave accesstothisfeature." %
#F~L. adminButton (& | android:enabled="false" DX XT3, adminikiE% ) E— MUDIEREE TIREE T 2B 21— R/NRIIFEL AL,

B O

[FERORRAT) Y — X 01— REEEICEK D, isAdmin (FERIV R S VZATEEMIC false IC—ERITFRATN. TOBRRB—VEEEIN TV ARV LR INT,
isAdmin\s*= EWSNZ—rZ 7OV 1Y h2FTRELLER. —HEEOTHD, setter, VTL o> a3 FRBRATATI-RICELBTFITEBEIIFEL
BWI EHO RSN,

JZT7 T RNEEDER.  base.apk/AndroidManifest.xml D5{TE TUTHHIBEL L :

android:allowBackup="true"
android:debuggable="true"

android:networkSecurityConfig="@xml/network_security_config"

android:debuggable="true" Z&D. Frida®Z DDAV IAVILAYT—a >V —=)LHroot 7O ARBTT XY FAIGEL R D, WEEHRITRIC

BinaryPatchingActivity.isAdmin() % 7wZ LT true Z%&HINIOETEEAKIBICET S 5. D Activity I& | android:exported  H' false (F7#JILb)
DI=HITIAR—FETNTVEVD, ZTUHNRO—AILTRITINTONIE. HEEIIDalvik D1 Z> ¥ T4 5% const/4 vX, 0x0 D5  const/4 vX, ox1 (Z/\y
F$BILT. EETZGICadminUI ZIEAMICEIMETE %, admind > Z—7 T —IMEMLINTH. Ny I IV RTORKEE. BGE. 8L UVEEEF v
[E—T kU A—TNEL,

BBSF 56 i

BinaryPatchingActivity MHTZA 7Y YA KD  isadmin | 75T ZHIBRT %, TDROD. FRIALEATLSIBAT/NY I IV R®D /user/role IV RAKRA> b+
ICEWEDHE. B L7=A—ILEEWTTLIE T  EncryptedsharedPreferences (CF¥F ¥ w219 3,

BARNBIELE
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IRTDOFET IS a VIR LT —N—H A RTOO—LBRAZERET 3. 75172 MIBRMNZTIWTELZEty>a>y =022y I TV RISEFEL. admin
T — 2 DR admintEREDBIMEICHKII>TO— LI L —LERET DL SIS ¢

WREE
Frida % £ L T | BinaryPatchingActivity.isAdmin() %Z7wZ L. true ZERTLSIZT D, admin7o>a>xamTLTh. NwIIV RN I IR MEERY
BI-HOKMULEUTZ xR T . Ffee V—RXOA—R%ZLEa—L. O—ANLDOT—ILERL T TIFFEVBREZBNLTET AV RT3,

Certificate Pinning in TrafficActivity Silently Fails Due to Broad Exception Handling
TrafficActivity.doPinning() M®M OkHttp CertificatePinner . [L&i7%% catch 70w 2|k 27T | sSLPeerUnverifiedException HMEDETN TV =HEMLE

NTEH, BASThBVFEERBZHFELTULET,

TrafficActivity.doPinning() I&. owasp.org ¥ L T3DMDSHA-256F > % & 7E L 7cOkHttp® ' certificatePinner ZXRELTWETY, LHLAELS. Ry b+
TJ—OJ TR M2ED try { ... } catch (Exception e) { e.printStackTrace(); } THEHENTEH D, MAZEL V=V OEKBSICHKETS

ssLPeerUnverifiedException ZEDELTLEWVET, 5T/ O—NILAI—HF—a VI —ILCADBERELHEAEDLTZ LT WBH I TOF ViAESE%:
AVWTZOEYBH TNcEREZERTE. 1 —IZIF—IBMIhEL A

EATEIEHE
BRHEEM

RARRE

BHFE F OkHttp @  certificatePinner.Builder ZRAWTIHAZEEL Y= > #BMLF LA EVEBOHRRDU VTR b ZLEBRHIN/N\Y RS TEHAH. BLIC
KRESEZ B REY I FL—RZEALTVET, CHICEDEYOFR—HARELTHT7 IV —2 a UHBENICETZ]ET 270, B> JotFa
U T« RIEDER DN E T,

fEgsaa— K

TrafficActivity.java 140~141978 :

CertificatePinner pinnerl = CertificatePinner.Builder()

.add("owasp.org", "sha256/gdU/UHC1HJIBFbIdeKuyHm/Lq/aQvMLyuTtcvTEE/1JQ=")
.add("owasp.org", "sha256/YLh1dUR9y6Kja30RrAn7JKnbQG/uEtLMkBgFF2Fuihg="")
.add("owasp.org", "sha256/Vjs8r4z+80wjNcr1YKepWQboSIRi63WsSWXhIMN+eWys=")
.build();

OkHttpClient client = OkHttpClient.Builder().certificatePinner(pinner1).build();

TrafficActivity.java 147~148178 :

(Exception e) {
e.printStackTrace();

ERAIETVX

[Static Analysis]i# I > /N1 ILiBAY —RICLNUE. E>Z>F O v I1lE  dopinning() RICEALTED. EVEDHFRIE owasp.org DHTT, COF SUD

Network Security Config l3BEIC I —H'—4 Y X h—=)LCAZFEL TWVWE . TLSNAY R x4 7@ T7OFVAEEZITANE T, EVF—dZ D%
SSLPeerUnverifiedException ZXO—L FIH. 147~1481TEHDILEEA  catch (Exception e) JOvININEERL THRITEMBLET, F/o.
okhttp3.CertificatePinner.check() ADFrida 7 v IIl&>THEVYF v I EIELTEET ©

Java.perform( () {
Pinner = Java.use("okhttp3.CertificatePinner");
Pinner.check.overload('java.lang.String', 'java.util.List').implementation = (hostname, certs) {

console.log("[*] Bypassed pin for: " + hostname);

3
1)

BRIEIETVR
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RARREE
REEICL D, | owasp/sat/agoat/TrafficActivity.java 139~1491TEH® TrafficActivity.doPinning() '\ 7 XU —> 3 LA TH—DIAZEL Y= I RE
BEFACH D CHHERINE LT FH  execute() MU LEZEBE—DLEELR try 7OvVITEH.  catch (Exception e) { e.printStackTrace(); } TREILT
WE T, SSLPeerUnverifiedException |& Exception DY T ISR THZH. EVDRA—BIIRERIICINI . BRICKBMLELEA. COTTVD
AndroidManifest.xml |& ~android:networkSecurityConfig="@xml/network_security config" #%&BRRLTEHO. WIiET 3
res/xml/network_security config.xml [Zl& & <certificates src="user"/> H'EHFEN. OSICA—H—a VX r—)LCADEEEIETRLE T, ik D. OkHttp
DE>F—HET T 2N TOF VAAENTLS NV RO AV ZBBTEZLSICADET,

fE55 e a—F

WA INAILBAY —XY 1) — | /workspace/source_code_analysis_dfch434d7ae9421693bf4c0774f91126/base.apk/sources/owasp/sat/agoat/TrafficActivity.java
THEEEA -

139~146178 :

{

CertificatePinner pinnerl = CertificatePinner.Builder()

.add("owasp.org", "sha256/gdU/UHCI1HIBFbIdeKuyHm/Lq/aQvMLyuTtcvTEE/1JQ="")
.add("owasp.org", "sha256/YLh1dUR9y6Kja30RrAn7JKnbQG/uEtLMkBgFF2Fuihg=")
.add("owasp.org", "sha256/Vjs8r4z+80wjNcr1YKepWQboSIRi63WsWXhIMN+ewWys=")
.build();
OkHttpClient client OkHttpClient.Builder().certificatePinner (pinnerl).build();
Request request = Request.Builder().url("https://owasp.org").build();
Response response = client.newCall(request).execute();
ResponseBody body = response.body();
Log.v("Response", body != ? body.string() : )8
(Exception e) {
e.printStackTrace();

BULNZ—=2DBIDOET >IN ILEER  TrafficActivity$doPinning$l.java 28fTHICHRMINTWET,

ERIETVR

[Static Analysis] IARTDEAV N ILEHT TV —R

(| /workspace/jadx_out/sources . | /workspace/jadx_out2/sources . /workspace/decompiled_source/sources . HKIUBET BT LU M) EEEN
ISR LTcHER. | certificatePinner.Builder D >~ XX > Z{bld TrafficActivity.doPinning() HLUIEDERREI;I X
TrafficActivity$doPinning$1.invoke2() MWTODHTHIL. EVEOHFWRDEX MRIXEIC owasp.org DHTH D EHHERINFE Lo I— RR—=X 2K
BE>=Z>U54751) (TrustKit. AndroidPinning). 77 XX L.  TrustManager .  HostnameVerifier . F7zl& 'ssLcontext ODRIEIFEFEELFHA. H—D
OkHttpClient.Builder.certificatePinner() MU LEFTIE TrafficActivity.java DI1411TE T,

ZDAY Y R UIZFRZ> 1) w4 R.id.PinningButton |(Z& > THHEAIIC ) AH—T 4. Anko® doAsync /NwoF 52 RZXLw RNT doPinning() %it2

FL £9, Source-to-sink fBifICkD. Y bT—U L ARV XIE1464TE®D android.util.Log.v("Response", body.string()) I(CD&FAMN. Toast X
Textview REDUIS >, sharedPreferences « 771 I). BELUPIPCIO U IIF—UEFEELBVWI CHHERINTVE T, EDEDH. EVDR—HKICELD
client.newCall(request).execute() 7' SSLPeerUnverifiedException % XMO—L7HFE. 147~1481TE THIADHEIREN.  system.err (CHAOSINZE. O

—H—IINT BT+ — RNy 73 LICEENICERTIMESNhE T,

IEFVRCRATRRIREIR: RAET T— AR, TIOTATRBRAVE—CT 70 I TOF D ERIFSA T Frida YR MILX YT =2 3 VICK 2B BARIEZET

INFHFATLIZ. AHEFFHEIE. FINLEREBS KO- RR—XO X D—THBEHIN T 2 RERIIGCEFNFBITICKE DRI TULET,

HEEE

doPinning() WO EFEMAcatchT Oy %, EFaTICKNT 2 EENAGEAMMUBICBIHRI T LIV

(SSLPeerunverifiedException e) {
Log.e("PINNING_FAILURE", "Certificate pinning failed for owasp.org", e);

;
(IOException e) {
Log.e("NETWORK_ERROR", "Network error occurred", e);

BARRIELE
1. ssLPeerUnverifiedexception #IED DRIBRWNTLEETV, EYZ VI DRBITIANT. ZOFERICH L TEHNABEF 2V T Io7— LTHLTLIETL,

2.OkHttp ' certificatePinner H7zl& network_security_config.xml I  <pin-set> ZfFAL. owasp.org ICPRSTIRTOERBELY KRRV MIEYZ
O EMERL TLREE L,
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WAL

1. 7O0% > CA%ZMFERAL T,  dopinning() MDD | https://owasp.org JIUITRAMZEZLTLIEEL,

2HEEN B WSS, 77V RAINZOTICREFETBEITT. T—eRTLEEA

3MEERIF. TTVREYZ VI KMEOVICERL. BREzHHL. XY bT—J VI IR MRET LBWRETHIBELHD £75

B RRLBNEBR L —1ERIC & 2 E85EERRE (InsecureStorageSDCardActivity)

InsecureStorageSbCardActivity = (&, I—H—DREEHBERENELIA L —C ED—B T 71 ILICEZAH. TD T 71 )LZBARBIC world-readable 3 & U world-
writable IZERE L £,

AHEEFEICE D, Y —DFBEERNAB T /NA A VR =L ENIMDT TV T —> 3 VIS L TER T %, BESNZ 77 ML ESN=HILORT bILIE
ARAPKE L RICIREFE LAV EAEREN—A. BFORETRVWR ML —IURERF HEX ML -2 EICEXOFREHBEREZREL TV B 7o, AL LTEXRR
RS XTI ZBRL TV,

ReAiTRY S
RHEE A

RARE

C DActivityld | Environment.getExternalStorageDirectory() (C—BF7 71 JLZAER L. L\ T  setReadable(true) #HKTU  setwritable(true) ZEMEUHT L
Te TNAREDITRTDT7 TV =23V L THARDELUVEZIIAAT IV AEEFELTWET, £/, #6771 J)L/NXIE  system.out.println() %N
L CTlogcatiZim®R L TWE T,

fEs57%% a1 — K

InsecureStorageSDCardActivity.java (68~7617H)

File externalStorageDirectory = Environment.getExternalStorageDirectory();
Intrinsics.checkExpressionvValueIsNotNull(externalStorageDirectory,
"Environment.getExternalStorageDirectory()");
File userinfo = File.createTempFile("users", "tmp",
File(externalStorageDirectory.getAbsolutePath()));

System.out.println((Object) ("userinfo " + userinfo));
userinfo.setReadable( )5
userinfo.setWritable( VB

FileWriter fw = FileWriter(userinfo);
fw.write(data);

fw.close();

EREH

[StaticAnalysis] YV —ZX A— RIZ& D, Save R VDT LIS, SRTDT TV —>aoh 6HmAHBDalEELR 7 7 M IILHMER S . €OREBICI—F—%. NZXT—
Re RALRR Y THEEINIRETRINEND CE D SR INE L7 | READ_EXTERNAL_STORAGE ZfRIF S A H—RN—FTa 7SV Tr—>3vidk. 607740
ILEHZE L THAED Z EHDEIRET T, logcatADiFA (| system.out.println ) ICK DIEF/NZINES SICATRINZTH. 77 MLV AT LDOIEIIRBE RO
ED

WEESF1)A .  READ_EXTERNAL_STORAGE %fRIFT2EEH D7 U hlogeatzBERT 2D NP ML —SDIL— T LT MUERFIZELT users*.tmp 77 1)L
zRE L. EXOREHERzHmE L £,

FREESERL

RARE

CDT7 TV r—aviE  targetSdkversion=26  (Android8.0) ZWRELTHD. LA —BABR b L—CEELREISNE T, TDD
Environment.getExternalStorageDirectory() |(IHBEIN. JO—NILICBBAEERRZFIZR (B  /sdcard/ F7=ld /storage/emulated/0/ ) #RLFT,
DT4 LY MIIER SN 7 70 )LIE. B A Bsdeardfs/FUSE/T S 2L — b TNFAT32R DY FHAUNIXA—S w3 > Ew b ERBLAEWO.
READ_EXTERNAL_STORAGE % fRIFT ZMDA VX M—ILBA T TV r—> 3 Uh 6 RKEBRIC TV XABRETY, #REEICEL D,  android:debuggable="true" HIV
android:allowBackup="true" DEANIYZT T TEMELINTVWIZEHAERINELT. CHICED. SYEALXEUBRES LPadb/N\y I 7y THE%E
BLTHEMEYRIIMBALTVET,

fEss 4 a— K

WAV NAILENTF=Y —X ( base.apk/sources/owasp/sat/agoat/InsecureStorageSDCardActivity.java ) DIRFEICL D, BARLERIBEDOERARITESIEES
N, TEHBFEXT—2OEAILTHEIShE LT .
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T4 RVICEETRAFNBRIBROMBAILT (45~5117H)

StringBuilder sb = StringBuilder();
sb.append(" This data is stored in SdCard on ").append( Date().toString()).append(":\n");

sb.append(" Username - ").append(username.getText().toString()).append("\n");

sb.append(" Password -").append(password.getText().toString());
String data = sb.toString();

HBEIAFL—DAD7 71 ILER (68~70178)

File externalStorageDirectory = Environment.getExternalStorageDirectory();
Intrinsics.checkExpressionvValueIsNotNull(externalStorageDirectory,
"Environment.getExternalStorageDirectory()");
File userinfo = File.createTempFile("users", "tmp",
File(externalStorageDirectory.getAbsolutePath()));

logcatAD/NZBAR (71978)

System.out.println((Object) ("userinfo " + userinfo));

N—Zv>aVBUHL (72~73178)

userinfo.setReadable( )5

userinfo.setWritable( e

[StaticAnalysis] = setReadable(boolean) #H&T | setwritable(boolean) DIFUH LA, BE—35|8MDF —F—FRAF—/N—O—RTHBZ O HERINE LT API
26DL AL =AML —2TlE. TOXBISHENICERIKRTY, TIal— ST 7ML AT AIE chmod Ev b ZRBET. EEABISL—JDIL—
MCEB SN/ T 71 JLIGEEE L. READ_EXTERNAL_STORAGE #IFDIARTDT FUHSHRAID AIREL 221D T T,

B

[StaticAnalysis] Y= 7 T A B LUSDKAYTFHF A+ &

®  AndroidManifest.xml |& WRITE_EXTERNAL_STORAGE 35 Tf READ_EXTERNAL_STORAGE %ZEELTWET,

e  targetSdkversion="26" KT minsdkversion="18" |& base.apk/apktool.yml HSEHHINFE L7

e | android:debuggable="true" ¥ &}  android:allowBackup="true" DWANFEELET,

[Static Analysis] $BFIEE D&M

o 7= 3 > \yr—IRT | setReadable(false . | setwritable(false . chmod .  setExecutable . H&T  setPermissions ZXR& L7=7OY
TV b 2EORRIGOGEZRLE LI, N—ZvwPa> g, V=27 yv 7 i3I 70 L O N)ODBEICET 200 v oid. O— RR—=IXADETICHTF
ELFEEA.

[Static Analysis] AJJ4REED 4N

e username.getText().toString() $H& T password.getText().toString() (& nullF v, REFR. £V =21 —>3 >R LIC. BE data XF
FNEESNTULET,

[Static Analysis] FiBlaTgE A&

® | File.createTempFile("users", "tmp", ...) |FAEMIA ML —IDIL—BIC users*.tmp ZHEML £, BEMHD system.out.println  (Ck DX/ (1 :
userinfo /sdcard/users12345.tmp ) HlogcatiliER T 3728 77 ALY R T LDIBIFREL 72D £9, | READ_EXTERNAL_STORAGE % 1RIFT ZEEHS1hD
AVRM=ILEAT TS ERENIZERENRE L TEXORMEERFI ZMETE X7,

HEEE
BBSE 56 his

InsecureStoragesSbCardActivity.java 5. BARAIZL  setReadable(true) &K  setwritable(true) DFFUHLZEHIBRL TS TV,

BARE
BWEEOBVERMET — R ENBRA L —JICRELAVTLRET WV, 77T7IILOEEAALRET TVDTSAR—MERET LI FJICEEL. Android D77 #)L
FOERETILZFERLTIEEL

File internalDir = getFilesDir();
File userinfo = File.createTempFile("users", "tmp", internalDir);

FileWriter fw = FileWriter(userinfo);
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fw.write(data);

fw.close();

Fro. B /NADNRRT B System.out.println | DOTHAZHIBRL T I,

REE
LIVAALREBTI7AIEREA 22—t T L. ILWT 7LD /data/data/owasp.sat.agoat/files/ ECFICIERRCND CEHERERLE T,
2.7 71IILE—RHMEDOUDICH L THRAEZET7I/EIZHFAT L TVWAVWC CERRELEY ((1s -1 T rw------- CRREINBZ L)

3.Save RA V&R Y T LIBIC. logcat THER N ZADNE SN B A>T e 2R L F 7,

£J FLAG_SECURERREIC& D, HEEBA CRELEERF v /F v HFEEINS

owasp.sat.agoat D 25 IR TD TV T+ ET 1 ICFLAG_SECURE B RREINTE 5. PINDAACREBHRDOAS. OTP DERA L. MEBEEEDORAI)—>> 3y
FELUEEREDFIRAFTINTVED,

windowManager . LayoutParams.FLAG_SECURE D IARTD Activity 7 > R JICERESNTUVWAWES. adb LUV —RN—FToV—ILZAVWTHET—I70—0
EEF v 7F vy B LUOHERBENESRICEFI SN TOWET, CHIEPINGRGE. LT > vILAA. OTPER. REEEICEWTEMNICHERINE L. REEF:
FEREINL7OERIE. I—F—BEBRLICAIZV—22 3y b SEEBEILT UV YILPHEEN—I > EIREL. COBRINERZRZEAL TEDERRA —/N—
LAKE=ZERT BN HD £,
ARy EEE
RHEE 41

RARREE

owasp.sat.agoat D IANTD Activity I&. | WindowManager.lLayoutParams.FLAG SECURE R L TU+ Y RUZMEELLTWET, DT FJE. Y ATLDRAI ) —
>iaybd—FTa4UT1. adb « BLUY—RFN—FTs OEEZFE 7 TV T7T—> 3 VICKBIEEAV T VY DF v T F v ZBLET S 7% D Android DIZZER) 7 X B
ZXLTY,
Megsma—F

[FRE9f#M]  oncreate() AT getWindow().addFlags(WindowManager .LayoutParams.FLAG_SECURE) = 7zld getWindow().setFlags(...) ZMEUH T Activity I&7FEIE
LEEA. 25BDTARTD Activity ICH7c2E A /NA LS Nicsmalid & Javay —RICIE. | FLAG_SECURE ADBEBHAELO T,

grep -r "FLAG_SECURE" /workspace/decompiled_source/

grep -r "windowIsSecure" /workspace/decompiled_source/

ERA DR
IZal—42ETOEMNTIMILD. IRTORESEORVER CEFIROBEERF v 7F v BLURENTETH S Z EHERENELL:

adb shell screencap /sdcard/screen_pin_overlay.png

adb shell screenrecord /sdcard/record.mp4

dumpsys window DRITICED. WRT TV —>3>DT1 Y RIICWTND  FLAGSECURE 7 U DRETNTVAVLWI EH RSN E LT
SRERINEEMUCIIUA TS ENE T -
L /workspace/screen_pin_overlay.png
° /workspace/screen_hardcode_overlay.png
L /workspace/screen_clipboard_overlay.png
° /workspace/screen_overlay_test2.png
. /workspace/clickjacking_pin.mp4

° /workspace/final_attack_demo.mp4

CHIZED, BEODHZT SV —2 3 Y ERIBBESNITNAZD, I—HF—ICHI5NS B <BEEF v 7F v H5ERER. PING OTP. BLUILTy bA
—FESZEERETESZLSICRDET,

FREESERL

REEETT
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adbshellscreencaph'. PINGREES & UERBRANZETC IR TOHEEOSVEER TRIILELE

MREEEAT 2

adbshellscreenrecordh'. EFIBRICU 7ILZA LTH—N—L A HE=ZXxv TFv LELT

WREEETT 3

dumpsyswindow DBITICE D THRT TV DT 1 > RIICFLAG_SECURENRRESN TLWAVLWI RS NE L1
WREEEAT 4

A= avh

/workspace/screen_pin_overlay.png. /workspace/screen_hardcode_overlay.png. /workspace/screen_clipboard_overlay.png. /workspace/screen_overlay
P EFROBEI> TV EF Vv IFrvLELE

HREERHAT 5

RARE

owasp.sat.agoat D  AccessControlilViewActivity (. ¥Z=Z7 T X FESIC action.VIEW Y HRAXAXLRXF—L androgoat://vulnapp %ZHL | <intent-
filter> MEETBRICHHHNIDOST  android:exported="false" HEHBEINTWVNS7DH. BBEMICexported IR >TWET, IHIC. TDActivity DT> kUKRA
Y MIFEFEOS v IDEENTES T, 7TV —2 3 VIEEET S AccessControlIssuelActivity | TPINEREEZE 3% L TWLWE 9,

e85 31— K

/workspace/agoat_decode/AndroidManifest.xml DY =7 T XA RES :

android:label ring/activity" android:name="owasp.sat.agoat.AccessControlilViewActivity">

android:name="android.intent.action.VIEW"/>
android:name="android.intent.category.DEFAULT"/>
android:host="vulnapp" android:scheme="androgoat"/>

/workspace/agoat_analysis/sources/owasp_sat_agoat_AccessControllViewActivity.java &KLY B smali DERRVEEMTICE D, UTHHERINTUVWET

e | onCreate(Bundle) (FAVT Y VYE1—%FBEL. startService() ZMUHT onclickListener Z7 XY FLFT,

e onNewIntent(Intent) |[IF=N=F51 KThTLWEtHA.

® onResume() FF—=N—F1FINhTLEEA.

e | verifyIfPinset() . | isPinCorrect() .  verifyPINview() . F7zldshared-preferences|iC&k 2 PINIRIEAND BRBIZHD FH A

ER DL
FINA RICIFPINDRRESNTED (| pinset=true . MD5/\w afE 1234 )

nl version='1.0' encoding='utf-8' standalone=

name="pinSet" value="true" />
name="pin">81dc9bdb52d04dc20036dbd8313ed055</

ADB IC K BEEMAH. PINASIARLTHIILEL: :

adb shell am start -W -a android.intent.action.VIEW -d "androgoat://vulnapp" owasp.sat.agoat

Starting: Intent { act=android.intent.action. dat=androgoat:
Status: ok

Activity: owasp.sat.agoat/.AccessControllViewActivity
ThisTime: 481

TotalTime: 481

WaitTime: 542

Complete

dumpsys window (& D. TDActivity N7 +—HRREICHZ e ERINELR :
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mCurrentFocus=Window{10344ff u® owasp.sat.agoat/owasp.sat.agoat.AccessControllViewActivity}

mFocusedApp=AppWindowToken{b8bff17 token=Token{77c6796 ActivityRecord{30936b1l u® owasp.sat.agoat/.AccessControllViewActivity t195}}}

Logcat ICEZRENDGEHRNTZ>TVET ©

I ActivityManager: u@ {act=android.intent. . dat=androgoat://vulnapp flg=0x10008000 pkg=owasp.sat.agoat
cmp=owasp.sat.agoat/.AccessControliViewActivity} uid 2000
ActivityManager: Displayed owasp.sat.agoat/.AccessControlilViewActivity: +481ms

/workspace/deeplink_accesscontroll.png ICF ¥ FF v INicX T U—>> 3w MME PINFREER LICT+ —F U VoD S EHERE) S N Activity DR ERVEEILZ 12
HLTWVWETS,

HEEIE

BNBFDERFR
FLAG_SECURE %# FTRBHURAIDEVWTI T ET (PINFEE. VLT > vILASA. OTPER) ICERTS :

getwWindow().setFlags(
windowManager .LayoutParams.FLAG_SECURE,
windowManager .LayoutParams.FLAG_SECURE
)i

EARGIELE
INTOHBEE CERAT EIN-RT7ITAETA I R%FRL. V1 Y FUREZ—TLTS !

SecureActivity AppCompatActivity {
@Ooverride
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
getwindow().setFlags(
WindowManager .LayoutParams.FLAG_SECURE,
WindowManager .LayoutParams.FLAG_SECURE

IRTCOEZRT I T ETAICN LT, R—XY S5 X% | AndroidManifest.xml (CEERT D :

android:name=".AccessControlIssuelActivity"

android:theme="@style/SecureTheme" />

REE
LBERTITAETA%E T ATI 5TV RICKRRLIZIRREET  adb shell screencap /sdcard/test.png %2 R{T9 %, * ¥ TFvy SNEELE TS vIT7 I RENT
W3zl %,
2. adb shell screenrecord /sdcard/test.mp4 ZR{TL. RENROT I T+ ET1 DRBNFEDNSHEATNTVS Z 2R T %0
3. dumpsys window DHAOZEREERL. T > RUBMIC  FLAc SECURE  (0x00002000) MEFNTWVWS Z E ZIRIET %o

FREBNVITVTELIVOTNY I ISTICEBZT7TVr—oa > o RRYIRDE
i

T )r—>3>YZ7TANT  android:debuggable="true" &K | android:allowBackup="true" HEMICHK>THD. USBTNvI 7o/ AELZFO>AEEND
—H—H TTIVDTSAR=— b T—REZIRTHEY - HE - B LD, RITPOTOCRICTNYHETEYFLIED TEZRETT,

NSO manifest 7S IXEBRYT Y KRRy I XREEZEMLLE I,  android:allowBackup="true" I|& adb backup HKU | adb restore IZ&KBT—XLIED
BRI AZEFA L. android:debuggable="true" |dshell T—H'—N run-as BEEHTT7IUT—>a3>OUIDZERELIDWP TNy HE 7Ry F T3 %0
BEICLEFE T, MBENEAEDIZ LT, BT —RDOLESPETRXEYOREZ AL T3EHOBZBHERBNEL X,

ReAiTRYEHE

RHEIE 41
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RARE

TTIVr—23 Y= 2 AR android:debuggable="true" #H KT  android:allowBackup="true" HESTNTVET, CNE5DTFJICLD. USBF/N\vY
TOEREZFEDEEDI—H—IE  adb backup ENLTTTVDTZAR—FT—2%FIRTHEL/D. adb restore ZNLTHIABAHAT—REETLIZD.

run-as ZNLTT7 UV 7—23>0UIDELTAYY RZERTLIEDTEET, ChICE&D. SharedPreferences. SQlite 7 —RZRX—X, ZOMOY > KRy IR
T 7 A IADHRAE LOFARD « EFAAT I LI INET,

EREIETVX
[Static Analysis] = AndroidManifest.xml (CHEAD 7 ZI/HEENTVET :

android:debuggable="true"

android:allowBackup="true"

run-as ZfEAIEICT. WBERTTVDOY Y PRy I RICEHETAHTEETY !

adb shell run-as owasp.sat.agoat sh -c 'cat > /data/data/owasp.sat.agoat/shared_prefs/pinDetails.xml"'

adb backup ZEMATEIL T WBEIT VDT —22fzimtiL. 771N ed 75314 Y THIALKLLET WEABAT—A1TZE/ITTIET !

adb backup -f agoat.ab owasp.sat.agoat

adb restore agoat.ab

CNEDANT FILICED, O—NILT—2DRLES SURBEELITRICEREENE T,

BITETVR

BRARRERE

BEECIERARERZY 7z X M7 SJBRICEEE ST AL —VBOREMEFIHO RN HMBELFXT—2 X FTOFEFETIAL £ L7, BHBITICKD.
AndroidManifest.xml |(Z android:fullBackupContent HEELABWVWI EHRERINFEL e THE. T AL MDONY I 7y TEHEH
/data/data/owasp.sat.agoat/ T4 L7 FUEEEFRELTWVWRIEEZEHRLET, I5IC. TRTOBEET —2kxFHbOS v IHEESIE. HMAC, FiETI 4

ILEBEZEZRVWTWE ZEHHIBAL. 77U T —> 3 VIFERRICRHIABADT YRRy IR T 7 IV ERBRDSBICRITANTLEVET,

Heg57% 31— K

BRAEICE D, BEDT TV r—>a > AVR—2Y bHRMER LTS DOEGFHNARY Y RRy I ZAREZ—4y bhRESNE LK :

1. pinbetails.xml — ¥ JL k%L MD5PINfRTE AccessControlIssuelActivity.java:76-82

createPIN(String pinvalue) {
SharedPreferences sharedPreferences = getSharedPreferences("pinDetails", 0);

SharedPreferences.Editor editorl = sharedPreferences.edit();

editorl.putBoolean("pinSet", );

editorl.putString("pin", hashPIN(pinvalue));
editorl.commit();

hashPIN() XY w RlE MessageDigest.getInstance("Mp5") ZEALTHD (WN3ITEHEHY). BESMICERLIZVIL MR LAII I A EERLTVETD,

2. users.xml —EXILTFUI¥)LRTFE  InsecureStorageSharedPrefs.java:50-57

SharedPreferences sharedPreference = InsecureStorageSharedPrefs. .getSharedPreferences("users", 0);
SharedPreferences.Editor editor = sharedPreference.edit();

editor.putString("username", username2.getText().toString());

editor.putString("password", password2.getText().toString());

editor.commit();

3. acoat SQLite T—RAR—=ZX —FENXI LTI ¥ILUKRI M  InsecureStoragesqLiteActivity.java:47-52, 65-72

SQLiteDatabase openOrCreateDatabase = openOrCreateDatabase("aGoat", 0O, D

openOrCreateDatabase.execSQL("CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password
VARCHAR)") ;
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.append("INSERT INTO users (username, password) VALUES('");
.append(username2.getText().toString());

-append("*', '");

.append(password2.getText().toString());

-append("')");

users*.tmp — World-Readable &—Bf7 71 ILICE DI L T ¥ ILiIE®R InsecureStorageTempActivity.java:52-70

File userinfo = File.createTempFile('"users", "tmp", File(InsecureStorageTempActivity. .getApplicationInfo().dataDir));
userinfo.setReadable( )5

userinfo.setWritable( )5

FileWriter fw = FileWriter(userinfo);

fw.write("username is " + username2.getText().toString() + "\n");

fw.write("password is " + password2.getText().toString() + "\n");

score.xml —RELMDHIHDT —LIREE InsecureStorageSharedPrefsiActivity.java:91-95

SharedPreferences sharedPreference = getSharedPreferences("score", 0);
SharedPreferences.Editor editorl = sharedPreference.edit();
editorl.putInt("score", Score);

editorl.putInt("level", Level);

editorl.commit();

BERAIETVR
RETRYZT TR ISV %HRBL. V—RI—FZzBRLBRF I U ZBELE LI

BT =T7 T X MEESR :

android:allowBackup="true"

android:debuggable="true"

android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android:networkSecurityConfig="@xml/network_security config"
android:roundIcon="@mipmap/ic_launcher_round"
android:supportsRtl="true"

android:theme="@style/AppTheme">

android:fullBackupContent BMEIFFEE T, res/xml/ ICHTBERKIERRICEDONY I 7w THRAIL—ILIFREINEFEATL .

adbbackup/restore F T - Vi&5EHH :

adb backup -f agoat.ab owasp.sat.agoat

adb restore agoat.ab

BB DEN N L —XRICE D, | AccessControlIssuelActivity.java:72-88 HTE2MF T v U4 LIC  pinDetails.xml HE-O>TWVWB ZEHRERETNE LT

isPinCorrect() XY w RIEFI—H—ANDPINEREINIMDEAAIT T X B LF T, 5fadcca3b5aa765d61d8327deb882cf99  (password D MD5) %7EA
93 LT, password Z i L7-ERAEN AIBEICAD £95

run-asAMD « EFASHF =1 VIREEEH ©

adb shell run-as owasp.sat.agoat sh -c 'cat /data/data/owasp.sat.agoat/shared_prefs/users.xml'
adb shell run-as owasp.sat.agoat sh -c 'cat /data/data/owasp.sat.agoat/databases/aGoat'

RBET—FZEIANTEEETAAIV Y ROREASNELL:

adb shell "run-as owasp.sat.agoat sh -c 'echo \"<map><boolean name=\\\"pinSet\\\" value=\\\"true\\\"/><string
name=\\\"pin\\\">5f4dcc3b5aa765d61d8327deb882cf99</string></map>\" > /data/data/owasp.sat.agoat/shared_prefs/pinDetails.xml"'"

ILTYOR LI R MY ¢ BREETIIHEEFIETOPIN « Ny 2 aRT7HPMELEhE L :

attacker_pin — | 5f4dcc3b5aa765d61d8327deb882cfo9 (R : | pinDetails.xml )o
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HEEE

LSFaIn

AndroidManifest.xml 7‘5 | android:debuggable="true" Z%HIBRL. ' android:allowBackup="false" %*&XET 3 -

android:allowBackup="false"

android:debuggable= 1se"

BARNBIELE

1)1)—=ZEJLRIZ  debuggable="true" HEHFENBVWLSHET S, VI)—RNVTYETOWTNHD T ZITDEMIHR>TVWBRHEICKKTEL5. EILREDINtF
TY U EIEC/CDT — b eRET 2, A—HF—OFEEDLDICNY I T v THREBRIFEIE. IEROTIANYIT7 v TEFILORDDIZ, AndroidDEES{E/Ny &
T IRAAZAL (547> MllF—%ER L fcAutoBackup) ZR#E9 %,

REE
LYU—ZAPKZEIL R L. UTF2ETT3 !

aapt dump xmltree app-release.apk AndroidManifest.xml | grep -E 'debuggable|allowBackup'

WETNOBMDHEFELAWVC &, FIEEA LHARMIC false ICREINTVWD L ZHERT %,
2. adb backup -f test.ab owasp.sat.agoat #*R{TL. KRTINZEDT—HA THERIND 2RSS0
3. adb shell run-as owasp.sat.agoat ZE{TL. IYYRFHIEBZING L ZHRT 5.

FFrVr—23>yY—X0—FAIC/N—FKI—FEIN7-FREHEER

BEON—RI—RINE>—ILy b (A—HH NRT—R BLURAF—%2EL) A 7V r—>3 >0V —RO—RIZEEEHAENTH D, exported
BroadcastReceiverz /" L TRITRHICEHE L TULWE T,

N—RIO— R ENIEREEERIE. SBECRAICE VW THMEEZRIRE T3 TRTDIRTLDEF 2 ) 70 BB VWE T,  ShowdataReceiver ALY XR— kTN TLY
37D BEDHZH—RN—T14 7 7VIr—> 3 VIERTRICI—T—DRMER LICCN S OMEBRZ BRI LI A TEET, N5 DRIHERS NI Y
FREBTENAINTVWIEE. RET7IEANOERNARRZREL £,

RATRIEEHE

RHEE A

RARE

ShowDataReceiver.java # &'  HardCodeActivity.java IZId. BREEZ LTV vIILE LU —IL Yy b ERTI T IIIUXFINEENTED. CNSIFAPKICO
UINTILENTWETY,  ShowbataReceiver TV XR—FINTED. TNAREDFEEDT7 T r—> 3> ToastE#RRSE T CNSDEERITEICKRSE
3 ChAEET Y,

fEss 4 a— K

owasp/sat/agoat/ShowDataReceiver.java

"Username is CrazyUser, Password is CrazyPassword and Key is 123myKey456"

owasp/sat/agoat/HardCodeActivity. java

NEW2019

res/values/strings.xml

name="firebase_url">https://androgoat-42597.firebaseio.com</

B O
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APKDEERED Y NAILICK D, BINBERTZHEC T ICERSENERINELE

¥—=JLvhk & V=@

a—H%—% CrazyUser ShowDataReceiver.java

INZAT—R CrazyPassword ShowDataReceiver.java

*— 123myKey456 ShowDataReceiver.java

JO0E—>3>a—FK NEW2019 HardCodeActivity.java

Firebase URL https://androgoat-42597.firebaseio.com res/values/strings.xml

NS DOfEIE. APKDFERET (JADX/apktool) & > TARBICRITAIRET Y, Ffco TU XAKR— b I N/ showbataReceiver (¥ L T broadcastintent Z%§9 % C
LT ToastRICO LTI vILARTEIN, ENRELET,

TREE D FEEF

RARRE

APKIE, FXDI LTI v )L TZILEDEXNA FO—RICEFEI/NMILLTWETY, | showbataReceiver (&  AndroidManifest.xml RT
android:exported="true" YL TEEINTHDH. N—I v g BHIRWVEH. BLTNARICA VA M=ILENEROT T r—> 3 OHRETRER. RiE

TINTVWERWIYMURA Y PEROITWVWET,

ffEggz a— K

/workspace/my_source/sources/owasp/sat/agoat/ShowDataReceiver.java DFEIAV/NTILY —X

ShowDataReceiver BroadcastReceiver {

@override
onReceive(Context context, Intent intent) {
Intrinsics.checkParameterIsNotNull(context, "context");
Intrinsics.checkParameterIsNotNull(intent, "intent");
Toast.makeText(context, "Username is CrazyUser, Password is CrazyPassword and Key is 123myKey456", 1).show();

HardCodeActivity.java (E7AE—>a > A—REIVNACIVEA) T LTRML. O—AIILRLERICERLTWET ©

Ref.0ObjectRef promoCode = Ref.0ObjectRef();
promoCode.element = "NEW2019";

(promoCodeValue2.getText().toString().equals((String) promoCode.element)) {

LY—N—HDNIIZRR— b INRESNTOVARAVWILERINYN-ZTJIRANES ©

android:enabled="true" android:exported="true" android:name="owasp.sat.agoat.ShowDataReceiver"/>

ER DO

ADB %z 1t L T broadcastIntent ZiX{§9 % Z & T. BINARBRAIHERINELE ©

adb shell am broadcast -n owasp.sat.agoat/.ShowDataReceiver

Y—ILDOH

Broadcasting: Intent { flg=0x400000 cmp=owasp.sat.agoat/.ShowDataReceiver }

Broadcast completed: result=0

TO-FEryAMRFERBICEREINE L ( result=0 )o THICKD. A—H—BEPN-ZviarRlil. FROY—RFN—FT« 7TV r—arhoL7sry
vIILZREETE B Toast 2 RIREE B CUNAIRETH B C A& LT,

J—RR—2FEWRE LT ripgrep BRICED. ThH5DT—T Ly FHRESNIERICOAFEL. NYIIVFDOI Y IDBVWI CHHERINE LR ©
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o=ILyk BRHZ 71 Toast/Ul AN TOfER

CrazyUser ShowDataReceiver.java:17 7L

CrazyPassword ShowDataReceiver.java:17 ®L

123myKey456 ShowDataReceiver.java:17 AN

NEW2019 HardCodeActivity.java:49 L (A—AJL®D string.equals D&H)
androgoat-42597 res/values/strings.xml:130 HL (O—RFLETHEARAFNATLAW)

AN 7O=17 7V r—>3 > A= RTIRMEAINTULWELA (Firebase SDKD A V7 R— K E KT | R.string.firebase url ADBRIIHD FHA) M. /N—KO
— R &M 7=Firebase URL ' https://androgoat-42597.firebaseio.com |(XREBFEEDHTTP U I T X MWL T 200 0K HEUVRT
{"password":"androgoat", "user":"androgoat"} T&EL. HEZIY RKRAY MHREINATVWE I ERRELE LT

#AZER

BB S

¢ TRTDN—RIA—RINEILTFUIVILEBELICA—T—>a > LTIV, APKITIEDIATFNTWEH 5D ZEITNFREICHZ D LTRL>TLET
(A

o EHATIVIr—>a iEeIcRERIBEIE. exported X LTES I showbataReceiver ZHIBRF/oIFEMLL TSN,

BRI
o FNARTTARAT—2avaAVWTCRIIZTSRER) E— MERY —N—D5>—T L v hEZGEHMATH. RITHFIC AndroidKeystore/Tink 51 7S UH5EIE L
TLIEELY,

o NAT—R, APIF—, FBEEb—0U 0% T TV =23 OV —XOA—RPUY—=XIIBHIAATIAYNCILLABVWTL I,
WREE
LBIE#. APKZBTOV/NAILLTL 7SV,
2.V =AY —RNTEEHODFEXXFS] ( crazyUser . CrazyPassword . | 123myKey456 . NEW2019 ) ZHREL TLETL\,
3.JavaV —X. KotlinY —X. | strings.xml . assets/ . res/raw/ IC—EH—HHHBVWICZRERLTIEIL,

4. AndroidManifest.xml AT  showDataReceiver #H'exported TIFH<AR>TWR I EEZBRL TS,

T 3 . ~ > 3 "

£ EES{bDMEgstE: Messi/Ny > a7ILdU X A
75477 MMIBROESFHMESSM DM S /Ny Y 2B EERAL TVET,
Ny aB8iE. T—22ITYD-RLT-BER-ONY 2 2Bz AT 3EHMTY, GR QOORLEZANHDSEALNY Y aENEREINS L) OREREEEZR
FRETIMRZCEBMELTED. XvtE—IR T 71MIILOTEMRIE. 771U T =20, =Ly hPNRAT—ROBRREICFIATEEY,
—MEIZR /Ny > 2T IO X L
* mps :Message DigestAlgorithm (MD5)id. 1991 ICMDADHE & L TERETENF LTz 2005F3H. BLEMDSN\Y > a%HD20DEKB23 7 71 ILHRET

N, FOREICIFDURICERZHR TEZ 7LDV ILDERINE LT Ny a7 dUXLTIE 220BRZAINSEIL/N\Y> 2EHESNZ %

AEENICAIHREICT R A ROSNETH. MD5IFZ DEHEHBIICKVWTLET, 20084, Software Engineeringlnstitute|ldMD5% TBESZH9ICHRAE L
THEDh. SEBROGRISES AV CiEHRMITE LR,

e | sHA1 :Secure HashAlgorithm 1(SHADIENSAIC K o TERET SN E L7co MD5EER. SHATHEZIEKEICHEFZ T, 2005FICIFT TICRETHVLWERA T, 201
££|ZNational Institute of Standards and Technology (NIST)IC & > TIERICIE#R r S FE LTz

e sHA2 NSAARETLTc/N\w>aT7ILd) XLBETY, SHA-2IESHATL I3RS K ERZEEZIFE. aLREMNRBOSATULET,

* [ SHA-256 :SHA-27 7 XUD—DTY, HEHD256lE. HATNB/N\Y 2 2EORIH266EY FTHBZCEZRLTVET, SHA-256IF L2 L ERED T
ERIZETHD. FHROPTAEEMEIFERLFRTIEE (2°256) TT,

e | sHA3 :SHA3lZSecureHashAlgorithm” 7 X ) DBREFRETH D, 2015FICNISTICE > TRARBEETNE Lice RILEKRS ) —XD—D2TITH . REEEIESHAIR
SHA2OMDS B IBIE L IFAST K BR->TH D, BLREMNRHSNTVET,

® | Argon2 :2015fF?MPasswordHashing Competition BB L 7c 7L IV XL TT, MERDLZLBNAT— RNy a7V ILD—D LTRHLENTED.

InternetEngineering Task Force (IETF). Password Hashing Competition (PHC). The Open Worldwide Application Security Project(OWASP)% . < Dt F 2
VT4 BLUBSHBIEATNTVEY,

e Berypt 1999FICEZ LIBeryptid. TIL— 7+ —ZKEIIH L TRV Z I OEEN DBEGHATILIU XLTY, A—F—HHEIX M ZFHIETE S
H. N—=R Iz T7OEICEDE THAEAETY, Beryptid. OpenWeb Application Security Project(OWASP) & & T Payment Card Industry Data Security
Standard(PCIDSS) Z BT E < D F a U T REICHHEAINTLET,

* | HWAC :Hash-basedmessage authenticationcodeld/\v > a7ILIdU XLTIEHRL Ny aTILdU AL EWEREBAEDLE TER YT 2B RERMNT
Yo HMACORBEFEBE B2 /Ny a7l X LICKFT 27 FRERFIIMRHE LNy a7V ILEHICERINEI TR HD EH A
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MD5 H &Y SHA-1 IFRETIFHR < HMACYHALBETH > THHEAL TUIAD £ A.
ReAiTRYEHE
RHEIE 41

TV —2 3 IEMDE ZFERLTWET, MD2, MD4, HLUMD5 IFEEREICLDHSNTWVWE/N\Y > 2T, I—JILhL—X

at java.security.MessageDigest.getInstance

at owasp.sat.agoat.AccessControlIssuelActivity;.hashPIN

at owasp.sat.agoat.AccessControlIssuelActivity;.isPinCorrect

at owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1;.onClick
at android.view.View; .performClick

at android.view.View;.performClickInternal

at android.view.View; .-$$Nest$mperformClickInternal

at android.view.View$PerformClick; .run

at android.os.Handler;.handleCallback

at android.os.Handler;.dispatchMessageImpl

at android.os.Handler;.dispatchMessage

at android.os.Looper;.loopOnce

at android.os.Looper;.loop

at android.app.ActivityThread;.main

at java.lang.reflect.Method; .invoke

at com.android.internal.os.RuntimeInit$MethodAndArgsCaller;.run
at com.android.internal.os.ZygoteInit;.main

RHEE #2

DT FVr—2aviEMD5EFERAL TWEY, MD2, MD4, MD5IXEHRIEICL DZEMIELON/N\ Y 28T, I—-ILbL—X:

at java.security.MessageDigest.getInstance
at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN
at owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

at  java.security.MessageDigest.getInstance

Unable to extract source code.

at  owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public final String hashPIN(String p13)

{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinValue);
String v0_6 = java.security.MessageDigest.getInstance(MD5);
byte[] vi_1 = p13.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 1, (this as java.lang.String).getBytes(charset));
byte[] v3 = vO_6.digest(vli_1);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v3, MessageDigest.getInstanc..t(pinValue.toByteArray()));
return kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)

owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);
}

at  owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

public final boolean isPinCorrect(String p4)

{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinvalue);
return this.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals(this.hashPIN(p4));

RHEE#3

COT7 TV r—2avIEMDsEFERLTWVWEY, MD2. MD4., HKLUMD5IE. BERKEICL DESEMICHIEL//\Y>288Td, I—-ILbL—X:

at java.security.MessageDigest.getInstance
at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN
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at  java.security.MessageDigest.getInstance

Unable to extract source code.

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public final String hashPIN(String p13)

{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinvalue);
String vO_6 = java.security.MessageDigest.getInstance(MD5);
byte[] vi_1 = p13.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_ 1, (this as java.lang.String).getBytes(charset));
byte[] v3 = vO_6.digest(v1l_1);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v3, MessageDigest.getInstanc..t(pinvalue.toByteArray()));
return kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)

owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);
}

RHEE#4

COT7 IV r—2avigMDsEFBRAL TWET, MD2, MD4. HLUMDSIFERKEICLIDESNTWS /Ny 2% Td, J—)ILhL—X:

at java.security.MessageDigest.getInstance

at owasp. .agoat.AccessControlIssuelActivity.hashPIN

at owasp. .agoat.AccessControlIssuelActivity.isPinCorrect

at owasp. .agoat.AccessControlIssuelActivity$verifyPINView$1.onClick
at owasp. .agoat.AccessControlIssuelActivity.verifyPINView

at owasp. .agoat.AccessControlIssuelActivity$onCreate$l.onClick

at owasp. .agoat.AccessControlIssuelActivity.onCreate

at  java.security.MessageDigest.getInstance

Unable to extract source code.

at  owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public final String hashPIN(String p13)
{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinvalue);
String v0_6 = java.security.MessageDigest.getInstance(MD5);
byte[] vi_1 = p13.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 1, (this as java.lang.String).getBytes(charset));
byte[] v3 = vO_6.digest(vi_1);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v3, MessageDigest.getInstanc..t(pinValue.toByteArray()));
return kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)
owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);

}

at  owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

public final boolean isPinCorrect(String p4)
{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinvalue);
return this.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals(this.hashPIN(p4));

at  owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.onClick

public final void onClick(android.view.View p5)

{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findvViewById(2131165305));
android.widget.Toast v1_10 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
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if (!v1_10.isPinCorrect(v0_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));

}

return;

at owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView

public final void verifyPINView()
{
this.setContentView(2131296285);
((android.widget.Button) this.findViewById(2131165371)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1(this)));
return;

at  owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165335));
android.widget.Toast vl 9 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(ve_2, pinValue);
if (!'vi_9.createPIN(vO_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN not created), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN created. Please Login), 1)
this.this$0.verifyPINView();
}

return;

at owasp.sat.agoat.AccessControlIssuelActivity.onCreate

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$i(this)));
} else {
this.verifyPINView();

}

return;

BRLEIR#5

T7Vr—2 3 IEMDsZERA L TWET, MD2. MD4, MD5IFEZRKEICK DESHICESNz/\v > 2T,

d—J)LbL—X:

at java.security.MessageDigest.getInstance

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

at owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

at owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1l.onClick
at owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView

at owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick

at  java.security.MessageDigest.getInstance
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Unable to extract source code.

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public final String hashPIN(String p13)

{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinvalue);
String vO_6 = java.security.MessageDigest.getInstance(MD5);
byte[] vi_1 = pi3.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 1, (this as java.lang.String).getBytes(charset));
byte[] v3 = vO@_6.digest(vl_1);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v3, MessageDigest.getInstanc..t(pinvalue.toByteArray()));
return kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)

owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$Smd$1l.INSTANCE), 30, 0);
}

at  owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

public final boolean isPinCorrect(String p4)
{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinvalue);
return this.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals(this.hashPIN(p4));

at  owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.onClick

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165305));
android.widget.Toast v1_10 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(ve_2, pinvValue);
if (!v1_10.isPinCorrect(v0_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));

3

return;

at  owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView

public final void verifyPINView()
{
this.setContentView(2131296285);
((android.widget.Button) this.findViewById(2131165371)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l(this)));
return;

at  owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165335));
android.widget.Toast v1 9 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(ve_2, pinvValue);
if (!vl_9.createPIN(vO_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN not created), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN created. Please Login), 1).show();
this.this$0.verifyPINView();
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return;

RHBEIE#6

TIUr—2 3V IEMDE5EFER L TVWE T, MD2. MD4, MD5IEEZEHREICLDSNI/N\Y Y 2% T, I—ILbL—X:

at java.security.MessageDigest.getInstance

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

at owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

at owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1.onClick
at owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView

at  java.security.MessageDigest.getInstance

Unable to extract source code.

at  owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public final String hashPIN(String p13)

{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinvalue);
String v@_6 = java.security.MessageDigest.getInstance(MD5);
byte[] vi_1 = p13.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 1, (this as java.lang.String).getBytes(charset));
byte[] v3 = vO_6.digest(vi_1);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v3, MessageDigest.getInstanc..t(pinValue.toByteArray()));
return kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0,

owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);
}

((kotlin.jvm.functions.Functionl)

at  owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

public final boolean isPinCorrect(String p4)
{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinvalue);
return this.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals(this.hashPIN(p4));

at  owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.onClick

public final void onClick(android.view.View p5)
{

android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findviewById(2131165305));
android.widget.Toast v1_10 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
if (!vl_10.isPinCorrect(v0O_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();
} else {

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));

3

return;

at  owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView

public final void verifyPINView()
{
this.setContentView(2131296285);

((android.widget.Button) this.findViewById(2131165371)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1(this)));
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RLEEH7
TIVr—2 3 IEMD5s R L TULWE T, MD2. MD4. MD5 I3EEKBICKDBIE LIz/N\y > 2B TY, I—JILkL—X

at java.security.MessageDigest.getInstance

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

at owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

at owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1.onClick

at  java.security.MessageDigest.getInstance

V—RO—Rz@HmHTEFELATL

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

String hashPIN(String p13)

kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinvalue);
String v0_6 = java.security.MessageDigest.getInstance(MD5);
[] vi_1 = p13.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vi_ 1, ( as java.lang.String).getBytes(charset));
[] v3 = vO_6.digest(vi_1);
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v3, MessageDigest.getInstanc..t(pinValue.toByteArray()));
kotlin.collections.ArraysKt.joinToString$: (v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)
owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);

}

at owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

isPinCorrect(String p4)

kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinvValue);
.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals( .hashPIN(p4));

at  owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1l.onClick

onClick(android.view.View p5)

android.widget.EditText v0_2 = ((android.widget.EditText) . $0. findViewById(2131165305));
android.widget.Toast vi_10 = . $0;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(ve_2, pinValue);
(!'vl_10.isPinCorrect(vO_2.getText().toString())) {
android.widget.Toast.makeText( o $0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1)

{
android.widget.Toast.makeText ( o $0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();

$0.startActivity( android.content.Intent(((android.content.Context) 5 $0),
owasp.sat.agoat.AccessControllviewActivity));

}

HEEE

Wy 2aT VAV ZXLOERI RV 28RS 5. UTZERLTIZEL,
e MD5ELUSHA-TRRZEMMELS . BENMEELPTVH. FAZEITTIRIV. HMACZE®H. WAL ZBEMICHERAINETRHD £t A
o Ny afbPBRIRIEICIF. SHA-256 F7zIFSHA-3 ZHAL T TV BLREMZIRH L. ERTLELZITANSN TV SIZERETY,

o HET—2 (Pll. PHIARY) /Ny afbilid. Argon2 £7ziEBerypt ZRRET L T2 W TIL— F T —IKEICTMEENBH D, TF a2 ) T IZETHEIATW
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o Xwt—IFEHCHMAC ZEA T 3HBE1E. SHA-256 R SHA-3 R EDREH/N\Y > aTFII U ILLEAEDE. BELEF 2T ZHBRL TSI L,

2EEH

* DeprecatingMD5 and SHA-1signature hashesin(D)TLS 1.2

* Deprecation of SHA-T(NIST)

EHTTPUOI IR
CVSSv3:9.1
TV —=2arhEBEtINTUVAREVWFYyRILTT—RICTI7EALTHED, BEFOT—XDERE r T2 #BR>TVET,

EXOHTIPBELIE. ENAUTTVENY I IV RY—N—HTPOED ENZT—2NBESLTNh TOWAVWREZIELE T, CNICED. T—RIBBHICHAR
S5Nich. BEOHIHBEICEZSNIDTEZIVIRINHBDET, COLSBBESILOXMIE. ENALTFVICERBEF2 )T URIZDHS5LET, OJA
VESHERCEABR. ERBERECOMET — D EXOHTTPERZ N L TGXMETND L. BRCPHEEREZ 2T 2BBUENELCE T,

ENAUTTVICE T BEXDOHTIPBEICHS TR RVD—2F I—H—FT—4HDNGICEH I BN TY, XBEIREZEZ L CEERERZHEL. &
DIEL. THUIY CADORET VLR BEABROBRAICOBIFEZEAHD 9, &ics RBERIINSOMRBEEZBALTTZ 7OV TUYERIALLD.,
BEFYXIICEROHZI-FEEALLDIBVRIBHD &I,

T5IC. EXOHTTPBEIRI-—Y—DT AN —ZBLSTREDHD Ed, ENALUT TV THUTA I RRE—7 T4 VI LEODENTI—H—T—2 %I
£ -XKETZDDRLIHBD EFEA BSEODBUVRETIE. ChEoDT—4DEZFICRBICTI/ERTN, - —ORBEUEMELDONB T TR, TN
S—REICRETAHUEMLNHBD XY,

REFPBETONINZRELTOVAVWENIILT IV BDTELHEDY ZIHMITVET, HEEIIBOWI-Fixy hT—JZBRLD. thOFEZAL
O LTBEZERL. EHANYIIYRY—N—IIPTEZIENTEEFY, I—HF—RBRIODBVSEICT—FZHEEIXELTLEV. TNHEROHZEM
ICEREINB AN HD £,

DART

import 'dart:convert';
import 'package:flutter/material.dart';
import 'package:http/http.dart' as http;

void main() => runApp(LoginApp());

class LoginApp extends Statelesswidget {
@override
widget build(BuildContext context) {
return MaterialApp(
title: 'Login App',
home: LoginPage(),

class LoginPage extends Statefulwidget {
@override
_LoginPageState createState() => _LoginPageState();

}

class _LoginPageState extends State<LoginPage> {
final TextEditingController _usernameController = TextEditingController();

final TextEditingController _passwordController = TextEditingController();

String _loginStatus = '';

void _performLogin() async {
final String username = _usernameController.text.trim();
final String password = _passwordController.text.trim();

// Simulate an HTTP request for login.
final String apiUrl = 'http://example.com/login’;
final Map<String, dynamic> requestBody = {
'username': username
'password': password,

}i

final http.Response response = await http.post(
Uri.parse(apiurl),
headers: {'Content-Type': 'application/json'},
body: json.encode(requestBody),

)i

if (response.statusCode == 200) {
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// Successful login
setState(() {
_loginStatus = 'Login successful!';
1
else {
// Failed login
setState(() {
_loginStatus = 'Login failed. Please try again.';

1}

@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Login Page'),
)
body: Padding(
padding: const EdgeInsets.all(16.0),
child: Column(
mainAxisAlignment: MainAxisAlignment.center,
crossAxisAlignment: CrossAxisAlignment.stretch
children: [
TextFormField(
controller: _usernameController
decoration: InputDecoration(labelText: 'Username'),
)
TextFormField(
controller: _passwordController
obscureText: true
decoration: InputDecoration(labelText: 'Password'),
)
SizedBox(height: 20),
ElevatedButton(
onPressed: _performLogin
child: Text('Login'),
)
SizedBox(height: 10),
Text(_loginStatus, textAlign: TextAlign.center),

import UIKit

class LoginViewController: UIViewController {
@IBOutlet weak var usernameTextField: UITextField!
@IBOutlet weak var passwordTextField: UITextField!
@IBOutlet weak var loginStatusLabel: UILabel!

override func viewDidLoad() {
super .viewDidLoad()

@IBAction func loginButtonTapped(_ sender: UIButton) {
guard let username = usernameTextField.text?.trimmingCharacters(in: .whitespacesAndNewlines),
let password = passwordTextField.text?.trimmingCharacters(in: .whitespacesAndNewlines) else {
return

// Simulate an HTTP request for login.
let apiUrl = "http://example.com/login"
let requestBody: [String: Any] = [
"username": username,
"password": password

var request = URLRequest(url: URL(string: apiUrl)!)
request.httpMethod = "POST"
request.setValue("application/json", forHTTPHeaderField: "Content-Type")

do {
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request.httpBody = try JSONSerialization.data(withJSONObject: requestBody, options: [])
} catch {

print("Error creating JSON data: \(error)")

return

let task = URLSession.shared.dataTask(with: request) { data, response, error in
if let error = error {
print("Error: \(error)")
DispatchQueue.main.async {
self.loginStatusLabel.text = "Login failed. Please try again."

}

return

guard let data = data,
let httpResponse = response as? HTTPURLResponse
httpResponse.statusCode == 200 else {
DispatchQueue.main.async {
self.loginStatusLabel.text = "Login failed. Please try again."
}

return

DispatchQueue.main.async {
self.loginStatusLabel.text = "Login successful!"

task.resume()

import android.os.Bundle

import android.util.Log

import androidx.appcompat.app.AppCompatActivity

import kotlinx.android.synthetic.main.activity_ login.*
import org.json.JSONObject

import java.io.OutputStreamwriter

import java.net.HttpURLConnection

import java.net.URL

class LoginActivity : AppCompatActivity() {
override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity login)

loginButton.setOnClickListener {
val username = usernameEditText.text.trim().toString()
val password = passwordEditText.text.trim().toString()

// Simulate an HTTP request for login.
val apiUrl = "https://example.com/login"
val requestBody = JSONObject().apply {
put("username", username)
put("password", password)
}.toString()

Thread {
performLogin(apiUrl, requestBody)
}.start()

private fun performLogin(apiUrl: String, requestBody: String) {
try {
val url = URL(apiurl)
val connection = url.openConnection() as HttpURLConnection
connection.requestMethod = "POST"
connection.setRequestProperty("Content-Type", "application/json")
connection.doOutput = true

val outputStreamwWriter = OutputStreamWriter(connection.outputStream)
outputStreamWriter.write(requestBody)
outputStreamwriter.flush()
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val responseCode = connection.responseCode
if (responseCode == HttpURLConnection.HTTP_OK) {
runOnUiThread {
loginStatusLabel.text = "Login successful!"
}
} else {
runOnUiThread {

loginStatusLabel. text "Login failed. Please try again."

}
}
} catch (e: Exception) {
Log.e("LoginActivity", "Error: ${e.message}")
runOnUiThread {
loginStatusLabel.text = "Login failed. Please try again."

B ATEIEHE
BRHFEEM

BTN TUVWAVWEXDOHTTPURL :  http://demo.testfire.net/ JZIU IRk :

/ HTTP/1.1
Host: demo.testfire.net
Connection: Keep-Alive
Accept-Encoding: gzip
User-Agent: okhttp/3.8.0

LRARVZR .

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Set-Cookie: JSESSIONID=9BDCDE139DFF2F56BD4E46A2E78C713E; Path=/; HttpOnly
Content-Type: text/html;charset=IS0-8859-1

Transfer-Encoding: chunked
Date: Tue, 19 May 2026 16:52:06 GMT

HEEE
ENAIIWTTVICEITBEXHTPBED ) RV ZERT ZICI1E. REBBETONILERNI N TSI T4 ADBADFRARTY, ENAILTTUDRBRELF 21U T
2RI B DR EEZUTICRLE,

o HTTPSEESMLOBAN ENAIILT TV ENY I IV RH—N—BDITRTOREICHTIPS (HTTPSecure) ZEAT 3 C L3, RODEARNEMETT, HTTPSIFEE
BICT— 2zt L. BEEROWBECReMEZRRALET, FETI BN/ (CA) 15 SSL/TLSTEHEZEIS L. IRTOAPITY RRA Y M T—4REE
IXICHTTPS #i5e 2 38 L T< 2T LN,

o FERAEE YV HTIPSEFSOEF 2 T Z2®ILT 57, SAEE Y Z VI 2RELTIEE V. ThUE. T—N—DSSLIEAEE I3 Z DR ENTIL
TZUVRICN—RFRI—-FT23IzELET, ChIED TTVRERLAEY—N—CDHBEL. HEENMRBEDIEREZFEALLS L TIHHEREZHC
EHTEERY,

e HSTS (HTTP StrictTransport Security) OB HSTSAY A —%FRAL. I—H—H5R2>TURLIC Thttp://1 CAFILTIHBETH. 77U DWeb 7 Z 05 —h'E
ICHTTPS G A2 RT3 L SICIERLTLKIET WV, CHICED. BENBETVIL—RREEZHE. IRTOBEHINBSEINZ ZCEZRELET,

o BRHOTLSN—3>YOFR:ENAILNT TIUNRDBELREF 21U T BEECIESHET7IILIVILZFIATES LS. TLS (TransportLayerSecurity) 70 ~JJL
DERFN—T 3V EFERLTIREE L,

o FIREF IV I DOEE RMELIFHRYNDSSLABPZEZF T v IIBL5T7TUEREL. RESNITREOHZT—N—EDPOED ZEEL TIREL,

o BET—ROBESL TNTREREINDS. T —N-—AXEETNBIBET —2ZESLTLZETV. BOBESET7INIVILZFAEL. BSLF—%2%
LICEETBZILT, T—REmXDEF 2T ZET5ICRIETEET,

o INTDAPHIEITRRERT — XX 7 TUNMEA T B IANTOAPIZFHEL. EN5DT—FEEICH HTIPS HMEASTNTVB CE ZRREL TET L., Th
I3 ZIVICRE SN — RN—TA ®HAPIPH—EXDBEENE T,

DART
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import 'dart:convert';
import 'package:flutter/material.dart';
import 'package:http/http.dart' as http;

void main() => runApp(LoginApp());

class LoginApp extends StatelessWidget {
@override
widget build(BuildContext context) {
return MaterialApp(
title: 'Login App',

home: LoginPage(),

class LoginPage extends Statefulwidget {
@override
_LoginPageState createState() => _LoginPageState();

class _LoginPageState extends State<LoginPage> {
final TextEditingController _usernameController TextEditingController();
final TextEditingController _passwordController = TextEditingController();
String _loginStatus = '';

void _performLogin() async {
final String username = _usernameController.text.trim();
final String password = _passwordController.text.trim();

// OJA YBORLR HTTPS UJ IR bZoIal—hLEYT (REORLR APT TV RRA Y MIBSBITILEW),
final String apiUrl = 'https://www.example.com/login';
final Map<String, dynamic> requestBody = {

'username': username,

'password': password,

}

final http.Response response = await http.post(
Uri.parse(apiurl),
headers: {'Content-Type': 'application/json'},
body: json.encode(requestBody),

)i

if (response.statusCode == 200) {
// Successful login
setState(() {
_loginStatus = 'Login successful!';
1)
} else {
// Failed login
setState(() {
_loginStatus = 'Login failed. Please try again.';

@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Login Page'),
)
body: Padding(
padding: const EdgeInsets.all(16.0),
child: Column(
mainAxisAlignment: MainAxisAlignment.center,
crossAxisAlignment: CrossAxisAlignment.stretch
children: [
TextFormField(
controller: _usernameController
decoration: InputDecoration(labelText: 'Username'),
)
TextFormField(
controller: _passwordController
obscureText: true,
decoration: InputDecoration(labelText: 'Password'),
)
SizedBox(height: 20),
ElevatedButton(
onPressed: _performLogin,
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child: Text('Login'),
)
SizedBox(height: 10),
Text(_loginStatus, textAlign: TextAlign.center),

import UIKit

class LoginViewController: UIViewController {
@IBOutlet weak var usernameTextField: UITextField!
@IBOutlet weak var passwordTextField: UITextField!
@IBOutlet weak var loginStatusLabel: UILabel!

override func viewDidLoad() {
super .viewDidLoad()

@IBAction func loginButtonTapped(_ sender: UIButton) {
guard let username = usernameTextField.text?.trimmingCharacters(in: .whitespacesAndNewlines),
let password = passwordTextField.text?.trimmingCharacters(in: .whitespacesAndNewlines) else {
return

// OJA YEORELR HTTPS UIIXbE2Ial—hLET (REORLA API TV RRA Y MIEFBITILEEW),
let apiUrl = "https://www.example.com/login"
let requestBody: [String: Any] = [

"username": username,

"password": password

var request = URLRequest(url: URL(string: apiUrl)!)
request.httpMethod = "POST"
request.setValue("application/json", forHTTPHeaderField: "Content-Type")

do {

request.httpBody = try JSONSerialization.data(withJSONObject: requestBody, options:
} catch {

print("Error creating JSON data: \(error)")

return

let task = URLSession.shared.dataTask(with: request) { data, response, error in
if let error = error {
print("Error: \(error)")
DispatchQueue.main.async {
self.loginStatusLabel.text = "Login failed. Please try again."
}

return

guard let data = data,
let httpResponse = response as? HTTPURLResponse
httpResponse.statusCode == 200 else {
DispatchQueue.main.async {
self.loginStatusLabel.text = "Login failed. Please try again."
}

return

DispatchQueue.main.async {
self.loginStatusLabel.text = "Login successful!"

task.resume()

K KOTLIN
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import android.os.Bundle

import android.util.Log

import androidx.appcompat.app.AppCompatActivity
import kotlinx.android.synthetic.main.activity_login.*
import org.json.JSONObject

import java.io.OutputStreamwriter

import java.net.HttpURLConnection

import java.net.URL

class LoginActivity : AppCompatActivity() {
override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity login)

loginButton.setOnClickListener {
val username = usernameEditText.text.trim().toString()
val password = passwordEditText.text.trim().toString()

// OTA VADRER HTTPS VI IZX %> Ial—hLEY (RBEOREL%A API TV RERA Y MIBEHMITIREIW),
val apiUrl = "https://www.example.com/login"
val requestBody = JSONObject().apply {
put("username", username)
put("password", password)
}.toString()

Thread {
performLogin(apiUrl, requestBody)
}.start()

private fun performLogin(apiUrl: String, requestBody: String) {
try {
val url = URL(apiurl)
val connection = url.openConnection() as HttpURLConnection
connection.requestMethod = "POST"
connection.setRequestProperty("Content-Type", "application/json")
connection.doOutput = true

val outputStreamwWriter = OutputStreamWriter(connection.outputStream)
outputStreamWriter.write(requestBody)
outputStreamwriter.flush()

val responseCode = connection.responseCode
if (responseCode == HttpURLConnection.HTTP_OK) {
runOnUiThread {
loginStatusLabel.text = "Login successful!"
}
} else {
runOnUiThread {
loginStatusLabel.text = "Login failed. Please try again."

}
} catch (e: Exception) {
Log.e("LoginActivity", "Error: ${e.message}")
runOnUiThread {
loginStatusLabel.text = "Login failed. Please try again."

HIBR{T & « Ostorlab




CVSSKR U & — il

CVSSV3RI A — CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
BWEAY L B BEHEW | B O-nL0 || 2 WEE
REQEHS: 1)

WERIER: CfE(L) | W EH)

a—%—E@5: i None (N)

23— BEEHD (C)

R IO < B0 | = None(N)

Feit: ¢ &L | [ © Nonety

AT XNEH) || L4EQ

® Missing Encryption of Sensitive Data (CWE-311)

o TestingforWeak SSL/TLS Ciphers, Insufficient Transport Layer Protection

* Topl02013-Aé-Sensitive Data Exposure

¢ |nsufficientTransportLayer

e CleartextTransmission of Sensitive Information (CWE-319)

3 CERTIFICATE_EXPIRED

HRRYINDSSY/TLSEERRZIZ T S 05RO 5S4 7Y bHSEEINGED, £Fa U T ESP Y —EXHil. BENGEF 21U 7 5 (PEERELY) =18
TEY,

HABRYINOD SSL/TLSSEFRB IERFID T 0 H RIS 7Y b TEEESNE RO, FEFI—UARHL. EF¥21U 7o EENRTEN. T 5ICman-in-the-middle
(MitM) HEBLEOEMOBENLB X2 U T BBHICET5EThES,

SERRENEIRYINICR B & TIUHIE TERIETSAN— b TIEHD EEAL © BERZOEMHRAITINTVE T Vo BEREF 1V T ESZRRLE
Yo CNSDEERI ATV MY —N—BORELLBEZHEL. I—F—DERLESRXIOMEMICERLEEZE5X LT, e IV—RP ZOMOBHBIRIET
lF. CNUIZL DBEI—Y— 0. SHAVER. BLUERRBEZHBEXT,

HRYINGERZEOEF 2V T YRV, A—F—ADHEZBITLHD £, WEZIENGIEAEN VKRR ZERL TMMKEZRITL. EEEPORMEGT
—BEFERFIBHEATERY, Y—N—%ZRIAT 23BN LIREN L VISE, BSLBEREREZERV. T-20ER. WA FRIIBEDI XIICE5T
NEERFICBEDET,

e ZIE RN DEAEZH D> Web ¥+ M. I—H—T -2 OHEBEREREUZDIIPRIETE X EA. HBEIIERZXT—T 427 LT Web U1 b
L. O 4 VESEEBRPIAWVBRZER T 5 HREN DD, FETIEXPEHRFFMICOBAD XY,

HARRYIN DFERRE IS, PCIDSS. HIPAA, GDPRA L DEBDEF 1) T4 BEADFESHEERLEF T, CNoDREITIE. ML T -2 ZRETZDICHEHR
SSL/TLSEEREA RO 5NE T, REEIF. BHRTIL TR ISRZEAKRBICOBRHLZAEENHD FT.
R ATRIEEH
RHEE#]
demo.testfire.net CCERTIFICATE_EXPIRED W' f&H N Fx L7z

o REAR BWHRET6OHKH (33H0)

EMERYIND SSL/TLSSERREICHS U XIS T 37, HBIBIUTOFMHHBNEZELZNEI T,

o BEEEERY—IL I SSL/TLSHEFAZEDREZMERICER L. BHHRMEDVBRICT 73— b EXETZY—ILZ2BALE T, ChUCED. HRTNICR OO I HE
TBH—ERPiEC I EATEXS,

o FRAEHFIR  BEANOHRYINICHER. RRICIAEZEHN CET PR LRIFIREZRELE T ChICED. XU LZR/NRICHIZ. BENGEF2UT
VRO EHEET,

o TEHRESE : SSL/TLSEIRAZ D1 AV b U ZEHMICEE L. HRINOIAEZLRIFEL TEHRLE T, BICRHOA ARV M) Z#IFTZ T, £*Xal)
T4 EDRIFRNEZHET XY,

o HEEIREIOEY 3 =2 I SSUTLSIHAZEORITEEHZzEEML L. MENLBEMIMZHITTE XA TLEZEAL FY, Kubernetes d cert-manager 2D
—LIZ&D. COTOEREMRILTTET,
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https://cwe.mitre.org/data/definitions/311.html
https://www.owasp.org/index.php/Testing_for_Weak_SSL/TLS_Ciphers,_Insufficient_Transport_Layer_Protection_(OTG-CRYPST-001)
https://www.owasp.org/index.php/Top_10_2013-A6-Sensitive_Data_Exposure
https://www.veracode.com/security/insufficient-transport-layer-protection
https://cwe.mitre.org/data/definitions/319.html

Kubernetes IC& T3 HEBGIAZE 7 OES 3 =25 &

Kubernetes Tl cert-manager £/ L TSSL/TLSAERRENERZ BEETE X9, DV —Ilidlet'sEncrypt R DEREER (CA) CEH L. AFAZEOBEERITE
BHZITWET,

e cert-managerD-1f X b—JL :

kubectl apply -f https://github.com/cert-manager/cert-manager/releases/latest/download/cert-manager.yaml

LUFid cert-manager THEBZEO BB 7OEY 3 =0 %175 720D YAMLERERI T T,

apiVersion: cert-manager.io/v1l
kind: Certificate
metadata:
name: example-cert
namespace: default
spec:
secretName: example-cert-secret
issuerRef:
name: letsencrypt-prod
kind: ClusterIssuer
commonName: example.com
dnsNames:
- example.com
- www.example.com
duration: 90d
renewBefore: 30d

Certbot Z{EMA L /=847 :

Kubernetes Z L2 WRIETld. CertobotZH|H L TSSLAAZEORITLEH ZEIMLETT X7,

domain="example.com"

email="admin@example.com"

certbot certonly --standalone -d --agree-tos

CronJob % f&F L - BEhGEFAE =4 -
cronjob #FALTEHF /O REEHMELTETET,

0 0 * * * /usr/bin/certbot renew --quiet

C D cronjob I3BHFR OFHCRITEI N, BFAVELMAEZEE IS LT FINARLICHEMNRREZERL X

* NIST Guidelines for Key Management

e SSllabsBestPractices

BETHRVHTIP Ay 4 —5E
TIVT—=23>YDAYR—BEDNRRETHBD. BRETHLAYA—ENRESINTVET,
BETRVWAYH—RE:
e ContentSecurityPolicy: > 7YY DEBETEZY —AZEBETDI LT, JARYA ROV TFT14>4 (XSS) OURIEBERLET,
e Cookie: HttpOnly %> Secure R E DBMEEHRE L. cookie T—EZADRET I ELINSFRETEI LT, EFal)TrZ@ELLET,
¢ Cross-OriginResource Sharing: 2723 K XA VB TOUY —IBEFHEZHHE L. EBEHZ 77X EZHLELET,
e HTTPPublic KeyPinning SEDH 1 b TEMALFHEZIEET 5L T FEBERELI SFELE T,
* Redirection: V21 LU hHERETHD, FHETETBZHEDHICHEESNBLSICTEZIIET A—T2UVRAL T SESFEERLEL £,
e ReferrerPolicy: #f 1 FNEZBE TR RISEESNB VT 77— BROEZERL. TN —ZRILLES,
e Subresourcelntegrity: tH — R /X\—F 1 R XA VA BHmAAENT Y —IHHTA TN TVAWD. BES(L/N\Y > 1 %&RET 2 THRELET,
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https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final
https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices

¢ X-Content-Type-Options: 7 5 UH|CL B AV TUYRATOMMERZ—T 4 Y5 %FIEL. AV TUYERA TR—IADKE 2 7% ERLET,
¢ X-Frame-Options: XR—2 DT L —LAANDEDIAAZFHIHTZ LT ZVvIPvyF U IHEZHLELET,
e X-XSS-Protection: 7 5 UHIZHAAENTXSS T4 LR EBHEL. EESNOORY A F RO TT70 VO BEZTOvILET,
e Permissions-Policy: 7' 5 U THERAEEAEEEC API ZHIMIL. FETEF AV TYYOMEEFIRTZ LT, E¥al T 2#ELET,
¢ Clear-Site-Data: /7 FA TS UHICH LT, IBEShIcA ) I VICRESNIT—4 (cookie. O—HNILRA ML=, FrvPahy) OHREERTE F—
BRI SANS—LOBRIOEELERLET,
RATHIEEM
REEE M
demo.testfire.net TMISSING_SECURITY_HEADERS % & H
o RHARE : --
HEIREIR

BETHBUINAYR—REZMTcd. UTFZREFLTLRE L,
1.Content Security Policy (CSP):
ATV —ZAOFIREBAL. JORTA STV TT1 2T (XSS) WEPRIERY —XFAHRBICHS U IEERLET,

Content-Security-Policy: default-src 'self'; script-src 'self' https://cdnjs.cloudflare.com;

2.Cookie Security Headers:

Secure & & U HttpOnly 755 %R L. Cookie DBEIPHIAZHIEL T, I—H -ty a>otExa )T LET,

Set-Cookie: sessionid=abc123; Secure; HttpOnly;

3. Cross-Origin Resource Sharing (CORS):

CORSRYU S —%ZBYNMBRE L. BRBZAVIIUNEDIY -7V ERX%FIRITZET JOXYA MIIIZX T x—I ) (CSRF) ®IORFUIUICHITF
3T —REI) RV ZERLET,

Access-Control-Allow-0Origin: https://example.com

4. HTTP Public Key Pinning (HPKP):

HPKP ZFIF L TRBBERED Web T —/N\N—IC/N1 > B L. RIERIEAE%Z &AL 7= Man-in-the-Middle (MitM) BN SREL £75

Public-Key-Pins: pin-sha256="base64=="; max-age=5184000; includeSubDomains;

5.RedirectionHeaders:

BRRAFIHEREL TA—T VAL IS a OBt ERLEL. RE2RIVAANL IS 3V eBRTBIET. 74 v I REN S I —ZRELE T,

Location: https://example.com/secure-page

6.ReferrerPolicy:

BB T 75—RUS—%REL. Referernyd—ICBENZBEREEHWIZ T BET—FOBHI XV ZERLET,

Referrer-Policy: strict-origin-when-cross-origin

7.Subresource Integrity (SRI):

SRIZEELTRIUT IR RN — bR EDNE) Y —ROBEUZIREL. FEBHBP Y S5 Fr—VHEZHELFT,

——n

src="https://example.com/example.js" integrity="sha256-base64==" crossorigin="anonymous"></

8.X-Content-Type-Options:

‘nosniff 7 LY 74 TZBMELL. TI5IH—ICLBLRRYROMMER=Z—T 4 Y J%BLETZ T ATV EA TREAREICHES VXV Z28FBLEF T,
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X-Content-Type-Options: nosniff

9. X-Frame-Options:

X-Frame-Options ZFHEL TWeb A>T VDT L —LADEBDHAHEFIRL. Vv IPv v F IV IHEZBHMTILEHIZ. WebR—JDOEAMZHERLET,

X-Frame-Options: DENY

10.X-XSS-Protection:

XSSREXN=XL=BMELL. T —ICHL TRBENBRBREDH BRI ) T e BE(ERIBTOVITELIBR IS E T XSSHEEZERLET,

X-XSS-Protection: 1; mode=block

o OWASP HTTP Header Security.

e ContentSecurity Policy (MDN)
* X-Frame-Options (MDN)

T2 THRUVHTTIPA Y A —E&7E: HTTP Strict Transport Security (HSTS)
BETHRVWHTTPA W & —F&E: HTTP Strict Transport Security (HSTS).

HTTP Strict Transport Security (HSTS) &, Webt —N—HE#HT 21— —IT—I x> b (WebT S UHRY) I L. BEe% (HTTPS) EHOAHEFERAL TEE

TREEEETAWebtzFa )74 RS —DEHEATYT, H—/V—I&. TStrict-Transport-Security] EWSHTTPL ARV ZAY A =T 4 —=)LRZNL T 21—

—I—Y TV MIHSTSRY O—%ELET, HSTSARU D —(F, A—H—I—J Y bHY—N—IIREBRHFETDHATI AT ZEE%EIEELE T,

Web7 7V =23 d—H—I—I Y MIHSTSRU S —%ZR{TTH8. RT3 —I -2 MIUTOKSICEELF T -

e Web7 7V r—>a3 > aB8RIZELETHV (HTTP) Uy o%, BEINICREAR (HTTPS) U JICEHRL £9, (FIXIE. http://example.com/some/page/ I&
H—N—IC 7T+t XF BHIC https://example.com/some/page/ ICEBINET,)

o EHROEF AV TAHBERTIAVGS (f : H—N—0DTLSHBEENECELDHE). I—HF—I—-Jx Y MIIT—AXyE—J%FR R L. I—H—HWeb7 7
V=23 Il7O0ERT2cxEHFALEFE A

BRATHY
RIHEIE 1
demo.testfire.net THSTSHMREINFE L7,
° FRR : RIS
#REIE

VT —N—ZHREL. HTTPUI IR bZHTTPSICUA AL I b T2ESHEALTIEE,

Apache D& (F httpd.conf ZZE L TL 2TV, TOMDBEICDOVTIE. AMBREI S a Vv EBRLTIZTE W,

# load module
LoadModule headers_module modules/mod_headers.so

# redirect all HTTP to HTTPS (optional)
<VirtualHost *:80>

ServerAlias *

RewriteEngine On

RewriteRule A(.*)$ https://%{HTTP_HOST}$1 [redirect=301]
</VirtualHost>

# HTTPS-Host-Configuration
<VirtualHost *:443>
# Use HTTP Strict Transport Security to force client to use secure connections only

Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

# Further Configuration goes here

[...]
</VirtualHost>
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https://owasp.org/www-project-secure-headers/
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
http://example.com/some/page/
https://example.com/some/page/

SEER

e Strict-Transport-Security

B RREATLSEE X1 — DY R—~
547> i, BROBES LOssa %2 O0BEE5 X1 — OEAELEE Y R—FLTWVWET,

TransportLayerSecurity (TLS) (& 547> bHEFa7EREZERL. Y R—FII3BEXM—FO—EZRTRIDIENSHEDET,
BES XA — h&. FRE. BES1b. XytE—JFa—F (MAC). B&UHRBO7ILIN A LDEAEHETY, F7IILIVILEZONINLERISIT— 3 VFIC
HEDRENZIBVWET, FIZIE. BHAETILI)ILZFERTIL. FrRILEEOEF 1) T NRABAEONSAIEEENDBD £,

IV RKRAY A EEHIOBES 2551 #18 X 3055 X7 — b & Secure SocketsLayer/TransportLayer Security (SSL/TLS) 7Ok JJLD#EHFEDEZEHR—FL
TWBIEHHIBALF LT ZD7e®. CNESZEMRIB NSV IAR—MBEOEF a2 U T ELTREFIRITREDHD FHA. BRZEZARELAHRESL. BAT
STV IICHEEER D, ES LD IBEENBHD FT,

UTFOIRTOREICEWVWT, BSENRSEIRIESNTUVET,

o JEBEDSSLAORIIL (V2FFIFV3) DY R—k

° 128y FERBORRZIRM T ZBS XA — bDOFR—

o TISTORIILN—U 3 1IKFBLDEAEHLE TBEASTIRE(CHESSA cBc E— RZEIRMITIHEE XM — DY R—K

* CRIMEEE(CHE557%: TLS WD EMEDEF

e R4 ZBRBSULTRHEIBZESIA—rOYR—F

e Des ZHESULTRHEIBZESIA—FDOYR-—F

e M5 ZBRTIIIAVILELTRHEITZIESIA—FOTR—

BTy

BRIHEIE

cipherlist_OBSOLETED ' demo.testfire.net THRHINE LT
° FAR : BXOBES X1 — FHRHIhTVE T,

IR #2

cipherlist _OBSOLETED ' owasp.org TikHINE LT

° BRHATE  ELEThBESIA— bRESATUVET
HRER

HRINBZTLISHETIE. UTOHRESEZERL TEIL,

e [ TLsvi M EICHIBRL. TLsi.2 %ZEBEYTS

* sslvd MHEBGIHEIR. TOLINXT VT L—FREZRC/®. | TLS Fallback scsv  HEEDREZHR T S
e Anonymous Diffie-Hellman(  AbH )% 1L 3 3

o laNULL BLT enull BEBRA—rZEMELTS

e Export¥—xRHaX A — b EEMLT S

e Rca HR—MEHIRT S

° DES HR—bZEHIRYTS

e M5 HR—+EHIRTS

° sHAL &£D sHazs6 EBERTD

° AES256 & D AEs128 Z{BIET B. 256bithRISEF 2 T4 LOFRHMRENTH D 21 I VI HBIIN T 2BREEIMEND
¢ Client-Initiated Renegotiation = 3t 3%

o TLSEMZEMLT S

o BRN28bitZEBRBESDHEZEMICT S

e Perfect-ForwardSecrecy 7O/NT« Z#DBSX1—~ ( DHE . ECDHE ) DAHZBMICT S

e LogiamEADMERYL LT HREZLDDiffie-Hellmans IL—7 %R %

e HTTP StrictTransportSecurity Ny & —7 ¢ —)L RERET 3

e | 0SCP stapling %#R&ET3

BUFI&. Morzilla SSL Configuration Generator Z A L TEM L7z Nginx@IFDEF 2 7HRTLSERED T > FIL T,
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://mozilla.github.io/server-side-tls/ssl-config-generator/

<> NGINX

server {
listen 443 ssl;

ssl_certificate /path/to/signed_cert_plus_intermediates;
ssl_certificate_key /path/to/private_key;
ssl_session_timeout 1d;

ssl_session_cache shared:SSL:50m;

ssl_session_tickets H

ssl_dhparam /path/to/dhparam.pem;

ssl_protocols TLSv1l.1 TLSv1.2;

ssl_ciphers 'ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE -RSA-AES256 - GCM-SHA384 : ECDHE - ECDSA-AES256 - GCM-SHA384 : DHE -
RSA-AES128-GCM-SHA256 : DHE -DSS-AES128 - GCM- SHA256 : KEDH+AESGCM : ECDHE -RSA-AES128 - SHA256 : ECDHE - ECDSA-AES128 - SHA256 : ECDHE -RSA-AES128 - SHA : ECDHE - ECDSA -
AES128-SHA:ECDHE-RSA-AES256 -SHA384 : ECDHE -ECDSA-AES256 - SHA384 : ECDHE -RSA-AES256 - SHA : ECDHE - ECDSA-AES256 - SHA : DHE -RSA-AES128 - SHA256 : DHE -RSA-AES128 -
SHA: DHE -DSS-AES128-SHA256 : DHE - RSA-AES256 - SHA256 : DHE - DSS-AES256 - SHA : DHE -RSA-AES256-SHA: aNULL: 'eNULL: 'EXPORT: !DES: !RC4: | 3DES: !MD5: !PSK' ;

ssl_prefer_server_ciphers ]

add_header Strict-Transport-Security max-age=15768000;

ssl_stapling ;
ssl_stapling_verify 5

ssl_trusted_certificate /path/to/root_CA _cert_plus_intermediates;

resolver <IP DNS resolver>;

* MorzillaSecure TLS/SSL Configuration

* TransportlayerProtection CheatSheet(OWASP)

® SSL/TLS DeploymentBest Practices(SSLabs)

TLS_FALLBACK_SCSV IExtit:
H—/N—IXTLS_FALLBACK_SCSVZHR— L LTH ST, 7OFINATVTL—RKEICN L THEF T,

C OiEgeMEIE. —/N—h'  TLS_FALLBACK_scsv  (Signaling Cipher Suite Value) ZHAR— kL TWARWI & ZRLTWEY, JHIESSL/TLSERICHIFTZ 7O T
AoV L— RHBER S OISR SN IcEEATY,

TLS_FALLBACK_SCSV (FXTFOEMANSEBDHD TEETT,

LOZAT7Y bOEEERBICED TR IO INMN=2a VT +—INY I T BRI, EOEZ Y —N—ITBRTE S,
2H—N—DBEDHZKXT>JL—FERTZEFL THLILETE S,
3.SSL/TLSERICE T2 RALANILDEF 2 ) 71 ZHIF T 2DICRILD.
TLS_FALLBACK_SCsV  A'HR— F TN TVRWEE. H—N—BUTOBRICETS5TNhE T,
L7O0FJNAI YT L —FHE  REENGCZEMOEVNTO R INUN-2 3 Y OFERZREITE %,
2.FfEE MitM) IE I 55270 T YT L—RTBI LT REENBEZESSLUVES LY T4 3,
3. 87O IV OB OMESEMOER - 4 U0 L—RAEEINT S & HVWSSL/TLSN—2 3 VICEET BRI OMSEEN BRSNS asEML B 5.
WEFUF:
WBENI ATV Y —N—HOPWBANY RO 402 E R LET, REEIEGREZRELTRESE. 770/ 7Y MILDEBEVWIORNIIN=-Y 3 > TOBEHET

ZRLET, TLS FALLBACK SCSV AR WEE. H—N—lEZDH TV JL—REZIFANTLEVL. VIO RINAN=I 3 VICEFEETZHRIBEICE > THEEN S S
INBEEEENHD £,
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https://wiki.mozilla.org/Security/Server_Side_TLS
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.ssllabs.com/projects/best-practices/

TLS_FALLBACK SCSV DT R—bABWVWI LiF. SSU/TLSEFa T DRI N TS T4 ATER L. EEEF 2V T 1ZESLUBRINOIY TS50 7Y RUHE
5 X 30N HD £7,
ARy EEE
RHEIE 41
demo.testfire.net T fallback_SCSV Zi&H
o PEREER . RxTG
HIEEIE
TLS_FALLBACK_SCSV (Signaling Cipher Suite Value) H"7R— b ETNTVWRWES. 40V JL—REHEDOUXINELZ ML HD £, COURIEZERTS
TeHDXITIIUTDEH D TY,
F RN

LSSL/TLSN=S3>D 7 =Ny V8L - H—N\—%HULSSL/TLSN—=I 3 oAD T +—ILNy IHTHONBWESICREL 9. CNICKD. HEEHLESR
ZHEEEA 70O DILICEBINICA DI L—RIZ e ZMTET,

2.BRINTLSN=2 3 VDR - V31T hELUY—N—AATHEIZR/NTLSN—=U3 > (B 1 TLS1.2) Z2RE L. BFEHEN—2a A ADR TV T L — REHLE
LET,

SEHNAEFAVTARAF Y I A VTSRS VFvEERNICZF v L. TLSHREDHFEZFE L THLL 7,
ATLSROASI—2aYDRENZ—VER 7O INOBHA T VI L — REGEASZEHNZRET DO DOEREFZERL F7,
REH
1. Nginxs& &
NginxTSSL/TLSN—=2a > D7 #—ILNy 7= E b L. BITLSN—2 3 > %8419 3121
server {

listen 443 ssl;
ssl_protocols TLSv1.2 TLSv1.3;

ssl_prefer_server_ciphers ;

ssl_ciphers 'ECDHE-ECDSA-AES256-GCM-SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE - ECDSA-CHACHA20-POLY1305 : ECDHE -RSA-CHACHA20-POLY1305 : ECDHE -
ECDSA-AES128-GCM-SHA256 : ECDHE -RSA-AES128-GCM-SHA256 "' ;

2. Apachef&E

Apache THRKDEREBZICIE. UTOXREEZFEBALET :

<VirtualHost *:443>

SSLEngine

SSLProtocol - +TLSv1.2 +TLSv1.3

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305 : ECDHE - RSA-CHACHA20-POLY1305 : ECDHE -
ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-SHA256

SSLHonorCipherOrder

</VirtualHost>

3. 7 A MHOpenSSLOY > K

OpenSSLZFRA L TH—/N—DTLSEREZT X LT3 :

openssl s_client -connect example.com:443 -tlsi 2

COIAYY TSI 28RO 2T LE . HPILIEA. T—N—DEFOTLSN-Ca v efBI3L5ELLRETNTVB L ZRLET,

Ao I L—RFRITOER
o fail2banDfEH
failzban ZFALTOJZERL. BENAL I VI L—RETERETE XY

1. /etc/fail2ban/filter.d/tls-downgrade.conf ICHRZ LTI ZEERLET :

[Definition]
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failregex = SSL routir _GET_CLIENT_HELLO:unsupported protocol.*client=<HOST>

2. /etc/failzban/jail.local |CjailziBIIL £ -

[tls-downgrade]

enabled =

filter = tls-downgrade

logpath = /var/log/nginx/error.log
maxretry = 3

bantime = 3600

3.fail2banzBiECE L X7 :

sudo systemctl restart fail2ban

COREICED. HR—FETNTULWAWL (BZ5<HW) SSUTLSN—2a v FERALERZEDIRLAITIZIP7 RLIMER SN T,

CNESDOMEEEMT S LT TLS_FALLBACK_SCSVA W R— TN TVHRWEETH, TLSH T VI L — RHEBOU XV Z KIBICEFETE £,

e NISTGuidelinesforTLS Implementations

e RFC7507-TLSFallback Signaling Cipher Suite Value (SCSV)for Preventing Protocol Downgrade Attacks
¢ OWASPTLS CheatSheet

ED SSL/TLSIFFRZ DS #E L UEL7ILOY X LOMESHE
SSL/TLSEERREZ ISR EL 7L X LOEADHEE TH D, BSLBEGEOZEMZIERL. MEZE0EECZOMOEBESREZHRT 2EENHD £7,
ESFRICHIEABECPEL I U A LEFEBLISSL/TLSEERZ . EAREFa )T VRIEZDHEE L. PXATLEBSHEICY L THIFRIREICLE D,
BESRELVEBLT7ILIVILDMHEHEICETR2ERRI

1. ffE55 7R R 51

* RSAE :2048Ew FRIBDORSABEIIMEIFE RATNE T, REDHEREIIRE2048E y b2 FEAL. RINGEF 21U T ICIF3072EY MUALZFERITBZET
ED

° DSA# : RSAL[FIFRIC. 2048E w hRBDODSARIFMEIFE RAaTh. EAEZEITEIRNEITT,
o StEEENOMLE I FERAOELICHVN. BUVBRIEKEICHL TEIEIRBICBE>TVLED,
o RRIEE S OERBFESLVIAVTSA TV REHRTIE. SS/ILSEIRZEOR/NERDEHBMITSNTVET,

2. 557 EBR T IV XL

e RIETNLTIIIAUX L MDEB L USHAIRBESEMICIREL TV B L RABATh, ERINRETRHD A

o HEWE : RFHFLT7ILIVILIBEERBICHLTHRBTHD. RBEHNELLRBELRLERZFHOBEIREZERTET ZAEED DD Y,
o ERRE I ZORFBESLVIAV TSI TV RERTIE, BHBLELT7ILIVILOEAAELESNTUVET,

s BAEM ! —HMOIRTLTREAERMEDOLDICKRSZZTIIVILZEALTVWBIEENHD EIH. COETIFRUERINEEA,

RFTORE : 1024y FORSARZHEAL TVS. $3WIISHAITERSNISGEAEZHDWebY 1 M3 BABHED YV —RZ2HORBEDIZN & 4 3 AR
N ET, RBREREZLICBEZES LD, RSHEAEZMFERLDO LT PEERBEZARICL. BEOEFaU T 2REIBZ LA TETEY, 207D,
BEBEE TN XA LEERY ZERFEAOQENZ, SSL/TLSEF a2 U T ZHIFT B7cDICRARTY,

AT RS
RHEE A

WEAK_SIGNATURE_ALGORITHMS ' ' demo. testfire.net THHETINF LT

° BRIAE (TLS121CHWTHFERERTILI) XL (RSA+SHAD ARHEThE L7,
HRER

FLF—IC K BHEFEADRE -
1L+ 9LRR=ERATS :

°© RSABLUDSATId. HETH2048E Y FOERZEAT 3.
o REBNAEFa U7+ Z2RRY 35HAIE. 30728y MULOEAZRTY 3.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf
https://tools.ietf.org/html/rfc7507
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html

2. ¥EMeh#RESS (ECC) DiRst :
o ECCIFRBRVWVRTHZFDELFaUT1Z2RBAL. BUWNTA—IVIEZHIET 3,
o BUWEFa T ERBRTBH. P-256%P-384 ¥ L\ g EEAT 3,

IBOEHO—FT—>a >
o EHAMICRZO—T—>3 >93RIV —Z2HEL. HICBRZ®RILT ZBIIERMT 5,
4. BIfFRIAE OEE ¢
o SSL/TLSEEFAEZZEHHICEEL. HVF—ZFEALTVWE3DDEREL TELEZ 3.
5 R¥DBER (CA) DR :
o MERBEHZHEBL. ERORINTZ T T 1 RITHEHLL 7= CAZEIRT 2,
6. BELBERFEDOEA :
o BEMICIIESNICREVEBERSFZERT 3,
o BOEMBLIVREFEICIE. N—RITT7EFaUTFrEVa—)L (HSM) OERAERETT 3,
BEHER

* NISTRecommendation forKey Management

* Baseline RequirementsforTLS Server Certificates

e SSllLabsBestPractices

ENAIL2RY T —UEGOER
PV = A VBENA NGy T~ BEOERERAIL TLE T,
S U0— kYR — Vv —lf. ERMEFSNEHTIPAS Y O— KEMET 35 X7 AF—EXTT, 7TUT—S 3Vl EACILRY FT—IBROHOEAER
HINRETIEBD F LA
BRI
R 1
EAANFY FT— S BEOHPFASNTVETS

BED[AE/ OV 7R—F% > |  owasp.sat.agoat.DownloadInvoiceService$downloadFile$l (  owasp.sat.agoat.DownloadInvoiceService TH&H) M STaint%xBEFL £

L7 const 1 #H5sink android.app.DownloadManager$Request android.app.DownloadManager$Request.setAllowedNetworkTypes(int) FTo TaintbL —X:

android.app.DownloadManager$Request.setAllowedNetworkTypes()

owasp.sat.agoat.DownloadInvoiceService$downloadFile$l.invoke()
android.app.DownloadManager$Request.setNotificationVvisibility()
owasp.sat.agoat.DownloadInvoiceService$downloadFile$l.invoke()

XY w R | owasp.sat.agoat.DownloadInvoiceService$downloadFile$1.invoke()

invoke(org.jetbrains.anko.AnkoAsyncContext p10)

kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p1@, $receiver);

android.net.Uri vl = android.net.Uri.parse(https:

kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl, Uri.parse(urll));

android.app.DownloadManager$Request v2_2 = android.app.DownloadManager$Request(vl);

String v3 = vl.getlLastPathSegment();

kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v3, url.lastPathSegment);
V5 = 0;

v2_2.setAllowedNetworkTypes(3);

v2_2.setTitle(((CharSequence) v3));

v2_2.setDescription(((CharSequence) The File is downloading...));

v2_2.allowScanningByMediaScanner();
v2_2.setNotificationvisibility(1);
v2_2.setDestinationInExternalPublicDir(android.os.Environment.DIRECTORY_DOWNLOADS, String.valueOf(System.currentTimeMillis()));
kotlin.TypeCastException v6_8 = o $0.getSystemService(download);
(v6_8 == ) {
kotlin.TypeCastException( cannot be cast to non- type android.app.DownloadManager);
{

((android.app.DownloadManager) v6_8).enqueue(v2_2);

i
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https://csrc.nist.gov/pubs/sp/800/57/pt1/r5/final
https://cabforum.org/working-groups/server/baseline-requirements/documents/
https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices

XYw R owasp.sat.agoat.DownloadInvoiceService$downloadFile$l.invoke()

invoke(org.jetbrains.anko.AnkoAsyncContext p10)

kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p10, $receiver);
android.net.Uri vl = android.net.Uri.parse(https:
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl, Uri.parse(urll));
android.app.DownloadManager$Request v2_2 = android.app.DownloadManager$Request(vl);
String v3 = vl.getlLastPathSegment();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v3, url.lastPathSegment);

V5 = 0;
v2_2.setAllowedNetworkTypes(3);
v2_2.setTitle(((CharSequence) v3));
v2_2.setDescription(((CharSequence) The File is downloading...));
v2_2.allowScanningByMediaScanner();
v2_2.setNotificationvisibility(1)
v2_2.setDestinationInExternalPublicDir (android.os.Environment.DIRECTORY_DOWNLOADS, String.valueOf(System.currentTimeMillis()));
kotlin.TypeCastException v6_8 = : $0.getSystemService(download);

(v6_8 == ) {

kotlin.TypeCastException( cannot be cast to non- type android.app.DownloadManager);
{
((android.app.DownloadManager) v6_8).enqueue(v2_2);

i

HEEE

TV r—oavid, - -HBWI-R KFENALRY bT—IDQVWTIhDZEATESLIICTINETY, —MRNGERRE LT, WI-FIERROARBRET —2%
RS9 2HENBHD £,

XML > xooa>y

XML >z avid. EETEAVI—HF—ANIXMLT —RIHHAAFNIFIOBUNCRE L /213 Z 1 ASNABWVWBRICRET MMM TT, HEBIER
DHZXMLOAVTUVEFEIATZIETIORBEEBATE. FETIVER. T—2RIA. FEV—ERIEETREE5| SR TAIEENDHD £,

XMLA 2oz 3 vid. A—YANEXMIERET 7 LR X M) —LAICERDATHISEICKREES LSUT 24 AL TVWARWI EH S E L B/5ETY. CORE:
LICED, HBEEIBEOHZMLOAY TV EZIALTTZ IV =23 #RBATZ CEDARICAD &9, XMUBEZRIELIED. BEOHBZ IV T+ 7+ &M
LIeDd328T WBERT IV r—>3> o0y IehELED. T—2Z2HIA LD, BEBREHE LD ITBREELHD £,

DART

import 'dart:convert';
import 'dart:io';

import 'package:flutter/material.dart';
import 'package:path_provider/path_provider.dart';

void main() {
runApp(MyApp()) ;

class MyApp extends StatelessWidget {
@override
Widget build(BuildContext context) {
return MaterialApp(
title: 'XMLA PV a>TE',
theme: ThemeData(
primarySwatch: Colors.blue,
)
home: MyHomePage(),

class MyHomePage extends Statefulwidget {
@override
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_MyHomePageState createState() => _MyHomePageState();

class _MyHomePageState extends State<MyHomePage> {
final TextEditingController _usernameController = TextEditingController();
final TextEditingController _passwordController = TextEditingController();

@override

void dispose() {
_usernameController.dispose();
_passwordController.dispose();

super .dispose();

Future<void> saveConfigFile() async {
final directory = await getApplicationDocumentsDirectory();
final configFile = File('${directory.path}/config.xml");

/7 XMLT — R = AERK

final xmlData = '''

<root>
<username>${_usernameController.text}</username>
<password>${_passwordController.text}</password>

</root>

T,

/7 XMLZRRE T 71 ILICRTEF
await configFile.writeAsString(xmlData);

void login() {
final username = _usernameController.text;
final password = _passwordController.text;

// BT A VB %ERST
print('1—%—% : $username. /XXT— R : $password TOY 1 VALBHERIT');

@override
widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('XMLA>PTo>a>TFE'),
)
body: Padding(
padding: EdgeInsets.all(16.0),
child: Column(
crossAxisAlignment: CrossAxisAlignment.start
children: [
Text('A—H¥—%%EASN "),
TextField(
controller: _usernameController
)
SizedBox(height: 16.0),
Text('/NAT—REAF "),
TextField(
controller: _passwordController
obscureText: true
)
SizedBox(height: 16.0),
ElevatedButton(
onPressed: () async {
await saveConfigFile();
login();
}
child: Text('AZ1>"'),

N SWIFT

import Swiftul
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struct ContentView: View {
@State private var username =
@State private var password =

var body: some View {
VStack {
Text("1—H—%ZAL ")
TextField("Z—#—4%", text: $username)
.textFieldStyle(RoundedBorderTextFieldStyle())

Text("/NAT—R%ZAFH ")
SecureField("/NA7T—R", text: $password)
.textFieldStyle(RoundedBorderTextFieldStyle())

Button(action: {
saveConfigFile()
login()

H{
Text("@AJ A >")

}
.padding()

func saveConfigFile() {
// XMLT — 2R %Z{ERk
let xmlData = '''
<root>
<username>\(username)</username>
<password>\(password)</password>
</root>

KR

// XMLZERRTE 7 7 1 LICIRTF
let configFilePath = "config.xml"
do {
try xmlData.write(toFile: configFilePath, atomically: true, encoding: .utf8)
} catch {
print("XMLT 7 1 ILOEBEZTAHICKBLELT D \(error)")

func login() {
// BT A VB EERT
print("Z—%—% : \(username). /SXT—R :\(password) THZ 1 VilE%RET")

@main
struct XMLInjectionApp: App {
var body: some Scene {
windowGroup {
ContentView()

K KOTLIN

import android.os.Bundle

import android.widget.Button

import android.widget.EditText

import android.widget.Toast

import androidx.appcompat.app.AppCompatActivity
import java.io.File

import javax.xml.parsers.DocumentBuilderFactory
import javax.xml.transform.TransformerFactory
import javax.xml.transform.dom.DOMSource

import javax.xml.transform.stream.StreamResult

class MainActivity : AppCompatActivity() {
private lateinit var usernameEditText: EditText
private lateinit var passwordEditText: EditText

private lateinit var loginButton: Button

override fun onCreate(savedInstanceState: Bundle?) {
super .onCreate(savedInstanceState)
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setContentView(R.layout.activity_main)

usernameEditText = findViewById(R.id.usernameEditText)
passwordeditText = findViewById(R.id.passwordEditText)
loginButton = findViewById(R.id.loginButton)

loginButton.setOnClickListener {
val username = usernameEditText.text.toString()
val password = passwordEditText.text.toString()

saveConfigFile(username, password)

login(username, password)

private fun saveConfigFile(username: String, password: String) {
val configFilePath = "config.xml"

try {
val configFile = File(configFilePath)
val xmlData = configFile.readText()

val docBuilder = DocumentBuilderFactory.newInstance().newDocumentBuilder ()
val doc = docBuilder.parse(xmlData.byteInputStream())
doc.documentElement.normalize()

val root = doc.documentElement

root.getElementsByTagName("username").item(0Q).textContent = username
root.getElementsByTagName("password").item(0Q).textContent = password

val transformer = TransformerFactory.newInstance().newTransformer()
val result = StreamResult(configFile)
val source = DOMSource(doc)
transformer.transform(source, result)
} catch (e: Exception) {
Toast.makeText(this, "ERET 7 1 ILDRFEICKBL FL7", Toast.LENGTH_SHORT).show()

private fun login(username: String, password: String) {
// QYA VB % R
Toast.makeText(this, "I—%—% : $username. /N2 7 —R : $password TOY 1 VAIEHERFT", Toast.LENGTH_SHORT).show()

1iTa9E
BRHFE#

U352 webview DXV R loaddata DAIE 0 D/NTX—RHXMLinjection |IZHESFTH D AIEEMH B D £, FERAEAIVR—R> b+
owasp.sat.agoat.XSSActivity M5 TaintA L —XINTWVWET, TaintElement D 27 A | XSSActivity . XY w R | onCreate . {UE
¥  (Landroid/os/Bundle;)V o d—JLhL—X:

at android.webkit.wWebView.loadData
at owasp.sat.agoat.XSSActivity.onCreate
at owasp.sat.agoat.XSSActivity.onCreate

d.webkit.webView.loadData

Unable to extract source code.

at owasp.sat.agoat.XSSActivity.onCreate

protected void onCreate(android.os.Bundle p6)

{
super.onCreate(p6);
this.setContentView(2131296308);
android.webkit.webView v0_3 = ((android.webkit.webView) this.findViewById(2131165373));
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_3, webviewl);
vO_3.setWebChromeClient (new android.webkit.wWebChromeClient());
android.webkit.webSettings vl 1 = v0_3.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 1, webSettings1);
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vl_1.setJavaScriptEnabled(1)
vO_3.loadData(<html>

<body>

<script>

function displayContent()

{

var a=document.getElementById("name");

document.write(a.value);

}

</script>

Name: <input type="text" id="name"/>

</br></br><input type="button" value="Display" onclick="displayContent()" style="background-color:black;color: white;
border: 2px solid #000000"/>

</body>

</html>, text/html, UTF-8);

return;
owasp.sat.agoat.XSSActivity.onCreate

protected void onCreate(android.os.Bundle p6)
{
super.onCreate(p6);
this.setContentView(2131296308);
android.webkit.webView v0_3 = ((android.webkit.wWebView) this.findViewById(2131165373));
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(ve_3, webviewl)
vO_3.setWebChromeClient (new android.webkit.wWebChromeClient());
android.webkit.webSettings vl 1 = v@_3.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 1, webSettings1);
vl_1.setJavaScriptEnabled(1)
vO_3.loadData(<html>
<body>
<script>
function displayContent()
{
var a=document.getElementById("name");
document.write(a.value);

}

</script>

Name: <input type="text" id="name"/>

</br></br><input type="button" value="Display" onclick="displayContent()" style="background-color:black;color
border: 2px solid #000000"/>

</body>

</html>, text/html, UTF-8);

return;

HRER

XMLA oo 3 VIREMEBERY 31013, UTFEREFL T REL !

o BYIBANRES S UY=L -2 aVFiEeRET B,

e A—H—-ANEZRESNBHRICKHLTRIEL. XMLETXP TV T4 T L LTRRENZAREDOHBIXFEREXIZIRT—TLTH =41 XT3,
o TANAUTA VT EREINETZEFaT7HBXMIN—I 51T 5 £IIZAPIOERZIZT Y .

DART

import 'dart:convert';
import 'dart:io';

import 'package:flutter/material.dart’;
import 'package:path_provider/path_provider.dart';
import 'package:xml/xml.dart';

void main() {

runApp(MyApp()) ;

class MyApp extends StatelessWidget {
@override

HIBR{T & « Ostorlab




Widget build(BuildContext context) {
return MaterialApp(
title: 'XML Injection Demo',
theme: ThemeData(
primarySwatch: Colors.blue,
)
home: MyHomePage(),

class MyHomePage extends StatefulwWidget {
@override
_MyHomePageState createState() => _MyHomePageState();

class _MyHomePageState extends State<MyHomePage> {
final TextEditingController _usernameController = TextEditingController();
final TextEditingController _passwordController TextEditingController();

@override

void dispose() {
_usernameController.dispose();
_passwordController.dispose();
super .dispose();

Future<void> saveConfigFile() async {
final directory = await getApplicationDocumentsDirectory();
final configFile = File('${directory.path}/config.xml");

// XMLT — R %= {ERL
final builder = XmlBuilder();
builder.processing('xml', 'version="1.0"');
builder.element('root', nest: () {
builder.element('username', nest: _usernameController.text);
builder.element('password', nest: _passwordController.text);
Hi
final xmlData = builder.build().toXmlString(pretty: true);

// XMLZRRE 7 7 1 ILICRE
await configFile.writeAsString(xmlData);

void login() {
final username = _usernameController.text;
final password = _passwordController.text;

// BT A VIR %ERT
print('Performing login with username: $username and password: $password');

@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('XML Injection Demo'),
)
body: Padding(
padding: EdgeInsets.all(16.0),
child: Column(
crossAxisAlignment: CrossAxisAlignment.start
children: [
Text('Enter username:'),
TextField(
controller: _usernameController
)
SizedBox(height: 16.0),
Text('Enter password:'),
TextField(
controller: _passwordController
obscureText: true
)
SizedBox(height: 16.0),
ElevatedButton(
onPressed: () async {
await saveConfigFile();
login();
}
child: Text('Login'),
)
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3 SWIFT
import Foundation
func main() {
let configFilePath = "config.xml"

!/ R’ET T

IV EHHAT

guard let configFileURL = Bundle.main.url(forResource:
print("Failed to load configuration file")
return

"config", withExtension:

"xml") else {

guard let xmlData = try? Data(contentsOf: configFileURL) else {
print("Failed to read configuration file")
return

// XMLZ/N—ZTF B
let xmlDoc: XMLDocument
do {

xmlDoc = try XMLDocument(data: xmlData, options
} catch {

.documentTidyXML)
print("Failed to parse XML: \(error)")
return

guard let root = xmlDoc.rootElement() else {
print("Invalid XML structure")
return

// A== AND SREMETHAL
guard let username

getUserInput(prompt:
print("Invalid input")
return

// XMLADREEZ EH TS

"Enter username:"), let password = getUserInput(prompt: "Enter password:") else {

if let usernameElement = root.elements(forName:
usernameElement.stringvalue

"username").first {
= username

if let passwordElement

= root.elements(forName: "password").first {
passwordElement.stringvalue = password
// BBELIXMLZRET7 71 ILICRTFS B

guard let modifiedXmlData

= xmlDoc.xmlData(options: .nodePrettyPrint) else {
print("Failed to generate modified XML")
return

do {

try modifiedXmlData.write(to: configFileURL)
} catch {

print("Failed to write modified XML to file: \(error)")
return

// RE@ZFERTS

login(username: username, password: password)

func getUserInput(prompt: String) -> String? {
print(prompt, terminator:

nomy
return readLine()

func login(username: String,

password: String) {
// QT4 IB%ERTT S
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print("Performing login with username: \(username) and password: \(password)")

// 70T L%=RET 3
main()

K KOTLIN

import android.os.Bundle

import android.widget.Button

import android.widget.EditText

import android.widget.Toast

import androidx.appcompat.app.AppCompatActivity
import org.w3c.dom.Document

import java.io.File

import javax.xml.parsers.DocumentBuilderFactory
import javax.xml.transform.TransformerFactory
import javax.xml.transform.dom.DOMSource

import javax.xml.transform.stream.StreamResult

class MainActivity : AppCompatActivity() {

private lateinit var usernameEditText: EditText
private lateinit var passwordEditText: EditText
private lateinit var loginButton: Button

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity main)

usernameEditText = findViewById(R.id.usernameEditText)
passwordEditText = findViewById(R.id.passwordEditText)
loginButton = findViewById(R.id.loginButton)

loginButton.setOnClickListener {
val username = usernameEditText.text.toString()

val password = passwordEditText.text.toString()

saveConfigFile(username, password)
login(username, password)

private fun saveConfigFile(username: String, password: String) {
val configFilePath = "config.xml"

try {
val configFile = File(configFilePath)
val xmlDoc = DocumentBuilderFactory.newInstance().newDocumentBuilder ().newDocument ()

val rootElement = xmlDoc.createElement("root")
xmlDoc.appendChild(rootElement)

val usernameElement = xmlDoc.createElement("username"
usernameElement.appendChild(xmlDoc.createTextNode(username))
rootElement.appendChild(usernameElement)

val passwordElement = xmlDoc.createElement("password")
passwordElement.appendChild(xmlDoc.createTextNode(password))
rootElement.appendChild(passwordElement)

val transformer = TransformerFactory.newInstance().newTransformer()
val result = StreamResult(configFile)
val source = DOMSource(xmlDoc)
transformer.transform(source, result)
} catch (e: Exception) {
Toast.makeText(this, "Failed to save configuration file", Toast.LENGTH_SHORT).show()

private fun login(username: String, password: String) {
// BT A VB ETT B
Toast.makeText(this, "Performing login with username: $username and password: $password", Toast.LENGTH_SHORT).show()

2EER
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® TestingforXMLInjection (OWASP)

3 usesCleartextTraffic BEDSRESNTULET

CVSSv3:5.4
77— 3 >htusesCleartextTrafic BMZREL TV E T,
android:usesCleartextTraffic EMld. 7TUHNEXDF Y T —V&E (EFXHTTPAY) ZFEAT3MES5HERLET,
APILARIV2ZIUTH =y heT2T7FTUDT T 4)L MEIE "true” TYo APILARIL28U EHRZ =4y b T2T7 FUTIE. 77 4L MED "false” & D £T,
Es -0
BHEE#

This app targets APllevel 27 orless and no explicit value was setto the ' usesCleartextTraffic attribute, onthese APIsthe ' usesCleartextTraffic attribute

defaultvalue is true. This exposesyour users sensitive information and open up the application toinjection attacks.

android:usesCleartextTraffic EBMDEZBARIIC false ICERE L. Android Network Security Configz €& L T 7Z2& LY,

targetAPI LRI 27 UTDOT7 7 Tlde T7 4L MEIE  true T, targetAPILARID 28 EDT T U TIE. T74ILMT false EHDET,

<> XML

android:icon="@drawable/icon" android:usesCleartextTraffic="false">

CVSSR Y & —5¥i

CVSSV3RI A — CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
WERT R LBEN | QO-ALL | 2 EE
REOEMS: 1)

BETIER: 1 None(N) ¥ B M)

21—t -5 i None (N)

23— CEEELWU)

BEm: @‘H ® None(N)

et L -1G)) @ None(N)

® Storage updatesinAndroid1l

3 IEHEE@TLS/SSLFO R ILN— 3 > OfER
TIVr—=2g30h BHOtEFa) T4 LV TSNS —LOBEXRZ ZIFHEREOSSYTLS 7O I EZERELTLWET,
SSTLS 773X U—iCidé62>n7OrJILPHD F9 : SSLv2. SSLv3. TLSVI.O. TLSVI1. TLSV1.2. KU TLSVI.3 :

o SSLV2FZ2TlEARL FALTIWIEFEA. COZ7AORIILN—23 > TlE. DROWNKEIZKDE—RDY A F P RSABADKENAETT,

e SSLv3id. SSLV3POODLEKED 7= HTTP TER T 3IHRICKETIEHD FEA, tMOTOMILTHERTZHEDMBLRAINET, 07O IJLIFIEH
B/THOH, FALTIWITFEE A

* TLSVI.OBLUTLSVITIZBEASTHREDZEZ2RIT25 LAY —7OMINTY, RFORFETIE—EHOEMENERESNATVETA. Co7ONTILICIBEALLT
BEHIDFERNT%>THED. PCIDSSH LUV T ZTHICED 2020 F 1AL DIFHER L T TULETD,

° TLSVI2BLUVIIICBIRIDEF a2 T BEIRSH D FH A

BRI
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https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/07-Input_Validation_Testing/07-Testing_for_XML_Injection
https://developer.android.com/preview/privacy/storage

RHEE#1

TLS_1_O_DEPRECATED detectedon demo.testfire.net
¢ Finding: TLS1.0 offered: offered(deprecated)
HIREE

TLSVI2 723 TLSVI3 Z X EAHR— bRRTO M JLEIRETY, CNE5DON—T 3 VIERFORIISBSZIRMHT 50T,

e TLSvl.0andTLSvl.l1deprecation

* SSLandTLS deploymentbestpractices

3 Google Calendar - 235

WRIIBHIAFNT-Google Calendarh R IN TV SRETRE TN, RFEOFHM. BMER. IRV MFE. #HAERT — 20 OMRBERI\RRT 8L H

D&EI,

HRICEDAFNT=REREDGCGoogle CalendarMMEE I NE LTzo RFBOFHM. BMER. ARV MFE. HRIEBT — 24 L OREBHRIRRT BAIREELH D &
Jo

b5 20

RHFE#

Google Calendar - Exposure:

® https://calendar.google.com/calendar/embed?src=hlé6cjgséeplh7oniqggueu2bhbo%40group.calendar.google.com&amp:ctz=America%2FChicago

Reproduction ' curl | command:

curl -X 'GET' -d '' -H 'Accept: */*' -H 'Accept-Language: en' -H 'User-Agent: Mozilla/5.0 (Macintosh, Intel Mac 0S X 10_15_7)

ApplewebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15' 'https://owasp.org/'

Request:

/ HTTP/1.1
Host: owasp.org
User-Agent: Mozilla/5.0 (Macintosh, Intel Mac 0S X 10_15_7) ApplewWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15
Connection: close
Accept: */*
Accept-Language: en
Accept-Encoding: gzip

Response:

HTTP/1.1 200 OK

Connection: close

Transfer-Encoding: chunked

Access-Control-Allow-Origin: *

Age: 30

Cache-Control: max-age=600

Cf-Cache-Status: DYNAMIC

Cf-Ray: 9fe4a5745d87348f-FRA

Content-Security-Policy: default-src 'self' https://*.fontawesome.com https://api.github.com https://*.githubusercontent.com https://*.google-
analytics.com https://owaspadmin.azurewebsites.net https://*.twimg.com https://platform.twitter.com https://www.youtube.com
https://*.doubleclick.net; frame-ancestors 'self'; frame-src https://*.vuejs.org https://*.stripe.com https://*.wufoo.com https://*.sched.com
https://*.google.com https://*.twitter.com https://www.youtube.com https://w.soundcloud.com https://buttons.github.io; script-src 'self'
'unsafe-inline' 'unsafe-eval' https://viewer.diagrams.net https://fonts.googleapis.com https://*.fontawesome.com https://app.diagrams.net
https://cdnjs.cloudflare.com https://cse.google.com https://*.vuejs.org https://*.stripe.com https://*.wufoo.com https://*.youtube.com
https://*.meetup.com https://*.sched.com https://*.google-analytics.com https://unpkg.com https://buttons.github.io https://www.google.com
https://*.gstatic.com https://*.twitter.com https://*.twimg.com https://www.googletagmanager.com; style-src 'self' 'unsafe-inline'
https://*.gstatic.com https://cdnjs.cloudflare.com https://www.google.com https://fonts.googleapis.com https://platform.twitter.com

https://*.twimg.com data:; font-src 'self' https://*.fontawesome.com fonts.gstatic.com; manifest-src 'self' https://pay.google.com; img-src

'self' https://*.globalappsec.org https://render.com https://*.render.com https://okteto.com https://*.okteto.com data: www.w3.org
https://*.bestpractices.dev https://licensebuttons.net https://img.shields.io https://*.twitter.com https://github.githubassets.com
https://*.twimg.com https://platform.twitter.com https://*.githubusercontent.com https://*.vercel.app https://*.cloudfront.net
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https://blog.qualys.com/ssllabs/2018/11/19/grade-change-for-tls-1-0-and-tls-1-1-protocols
https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices
https://calendar.google.com/calendar/embed?src=hl6cjgs6ep1h7oniqgueu2bhbo%40group.calendar.google.com&amp;ctz=America%2FChicago

https://*.coreinfrastructure.org https://*.securityknowledgeframework.org https://badges.gitter.im https://travis-ci.org https://api.travis-
ci.org https://s3.amazonaws.com https://snyk.io https://coveralls.io https://requires.io https://github.com https://*.googleapis.com
https://*.google.com https://*.gstatic.com https://static.scarf.sh
Content-Type: text/html; charset=utf-8

Date: Tue, 19 May 2026 16:58:25 GMT

Expires: Tue, 19 May 2026 16:46:31 GMT

Last-Modified: Tue, 19 May 2026 04:17:12 GMT

Permissions-Policy: geolocation=(self)

Referrer-Policy: same-origin

Server: cloudflare

Strict-Transport-Security: max-age=31536000; includeSubDomains
Vary: Accept-Encoding

Via: 1.1 varnish

X-Cache: HIT

X-Cache-Hits: 6

X-Content-Type-Options: nosniff

X-Fastly-Request-Id: ff12ffodf798e23fa9ad592703da226b7880b992
X-Frame-Options: SAMEORIGIN

X-Github-Request-Id: 9836:1C1778:132EC88:1373AB1:6A0C918F
X-0rigin-Cache: HIT

X-Proxy-Cache: MISS

X-Served-By: cache-fra-eddf8230050-FRA

X-Timer: S1779209905.345342,VS0, VE8

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1">

<meta name="description" content="OWASP Foundation, the Open Source Foundation for Application Security on the main website for The OWASP
Foundation. OWASP is a nonprofit foundation that works to improve the security of software.'">

<meta property="og:description" content="OWASP Foundation, the Open Source Foundation for Application Security on the main website for The
OWASP Foundation. OWASP is a nonprofit foundation that works to improve the security of software.">

<meta property="og:title" content="OWASP Foundation, the Open Source Foundation for Application Security | OWASP Foundation">

<meta property="og:url" content="https://owasp.org/">

<meta property="og:locale" content="en_us">

<meta property="og:type" content="website" />
<meta property="og:image" content="https://owasp.org/www--site-theme/favicon.ico" />

<meta http-equiv="X-Content-Type-Options"...

"extracted-results": [
"https://calendar.google.com/calendar/embed?src=hl6cjgs6eplh7oniqgueu2bhbo%40group.calendar.google.com&amp;ctz=America%2FChicago"
1,
"extractor-name": "calendar-url"
"host": "owasp.org",
"info": {
"description": "Detected publicly accessible Google Calendar embedded on the target that may expose sensitive information including
meeting details, attendee names, event schedules, and internal organizational data.\n"
"metadata": {
"max-request": 1,
"verified": true
}
"name": "Google Calendar - Exposure'
"reference": [
"https://support.google.com/calendar/answer/37083"
1,
"severity": "low"
}
"ip": "104.20.44.163"
"matched-at": "https://owasp.org/",
"matcher-status": true
"path": "/",
"port": "443",
"scheme": "https",
"template-path": "/root/nuclei-templates/http/misconfiguration/google-calendar-exposure
"timestamp": "2026-05-19T16:58:26.442001465Z"
"type": "http",
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"url": "https://owasp.org/"

TRILEIR #2

Google Calendar - Exposure:

* https://calendar.google.com/calendar/embed?src=hlécjgséeplh7oniggueu?2bhbo%40group.calendar.google.com&amp;ctz=zAmerica%2FChicago

Reproduction ' curl | command:

curl -X 'GET' -d '' -H 'Accept: */*' -H 'Accept-Language: en' -H 'User-Agent: Mozilla/5.0 (X11; Linux 1686; en-US) Gecko/20010604
Firefox/109.0' 'https://owasp.org'

Request:

GET / HTTP/1.1

Host: owasp.org

User-Agent: Mozilla/5.0 (X11; Linux i686; en-US) Gecko/20010604 Firefox/109.0
Connection: close

Accept: */*

Accept-Language: en

Accept-Encoding: gzip

Response

HTTP/1.1 200 OK
Connection: close
Transfer-Encoding: chunked
Access-Control-Allow-Origin: *

Age: 304

Cache-Control: max-age=600

Cf-Cache-Status: DYNAMIC

Cf-Ray: 9fe4b701ead707ca-FRA

Content-Security-Policy: default-src 'self' https://*.fontawesome.com https://api.github.com https://*.githubusercontent.com https://*.google-
analytics.com https://owaspadmin.azurewebsites.net https://*.twimg.com https://platform.twitter.com https://www.youtube.com
https://*.doubleclick.net; frame-ancestors 'self'; frame-src https://*.vuejs.org https://*.stripe.com https://*.wufoo.com https://*.sched.com
https://*.google.com https://*.twitter.com https://www.youtube.com https://w.soundcloud.com https://buttons.github.io; script-src 'self'
'unsafe-inline' 'unsafe-eval' https://viewer.diagrams.net https://fonts.googleapis.com https://*.fontawesome.com https://app.diagrams.net
https://cdnjs.cloudflare.com https://cse.google.com https://*.vuejs.org https://*.stripe.com https://*.wufoo.com https://*.youtube.com
https://*.meetup.com https://*.sched.com https://*.google-analytics.com https://unpkg.com https://buttons.github.io https://www.google.com
https://*.gstatic.com https://*.twitter.com https://*.twimg.com https://www.googletagmanager.com; style-src 'self' 'unsafe-inline'
https://*.gstatic.com https://cdnjs.cloudflare.com https://www.google.com https://fonts.googleapis.com https://platform.twitter.com
https://*.twimg.com data:; font-src 'self' https://*.fontawesome.com fonts.gstatic.com; manifest-src 'self' https://pay.google.com; img-src
'self' https://*.globalappsec.org https://render.com https://*.render.com https://okteto.com https://*.okteto.com data: www.w3.org
https://*.bestpractices.dev https://licensebuttons.net https://img.shields.io https://*.twitter.com https://github.githubassets.com
https://*.twimg.com https://platform.twitter.com https://*.githubusercontent.com https://*.vercel.app https://*.cloudfront.net
https://*.coreinfrastructure.org https://*.securityknowledgeframework.org https://badges.gitter.im https://travis-ci.org https://api.travis-
ci.org https://s3.amazonaws.com https://snyk.io https://coveralls.io https://requires.io https://github.com https://*.googleapis.com
https://*.google.com https://*.gstatic.com https://static.scarf.sh

Content-Type: text/html; charset=utf-8

Date: Tue, 19 May 2026 17:10:24 GMT

Expires: Tue, 19 May 2026 17:14:46 GMT

Last-Modified: Tue, 19 May 2026 04:17:12 GMT

Permissions-Policy: geolocation=(self)

Referrer-Policy: same-origin

Server: cloudflare

Strict-Transport-Security: max-age=31536000; includeSubDomains

Vary: Accept-Encoding

Via: 1.1 varnish

X-Cache: HIT

X-Cache-Hits: 19

X-Content-Type-Options: nosniff

X-Fastly-Request-Id: f55ff6bb1b86cac680d97cc35423ae585bf51065

X-Frame-Options: SAMEORIGIN

X-Github-Request-Id: 5674:3260CA:1321CD9:1368014:6A0C982E

X-Proxy-Cache: MISS

X-Served-By: cache-fra-eddf8230100-FRA

X-Timer: S1779210624.321059, VS0, VE1

<IDOCTYPE html>
<html lang="en">
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https://calendar.google.com/calendar/embed?src=hl6cjgs6ep1h7oniqgueu2bhbo%40group.calendar.google.com&amp;ctz=America%2FChicago

<head>
<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-scale=1">

<meta name="description" content="OWASP Foundation, the Open Source Foundation for Application Security on the main website for The OWASP
Foundation. OWASP is a nonprofit foundation that works to improve the security of software.">

<meta property="og:description" content="OWASP Foundation, the Open Source Foundation for Application Security on the main website for The
OWASP Foundation. OWASP is a nonprofit foundation that works to improve the security of software.">

<meta property="og:title" content="OWASP Foundation, the Open Source Foundation for Application Security | OWASP Foundation">

<meta property="og:url" content="https://owasp.org/">

<meta property="og:locale" content="en_us">

<meta property="og:type" content="website" />
<meta property="og:image" content="https://owasp.org/www--site-theme/favicon.ico" />
<meta http-equiv="X-Content-Type-Options" content="nosniff">...

"extracted-results": [
"https://calendar.google.com/calendar/embed?src=hl6cjgs6eplh7oniqgueu2bhbo%40group.calendar.google.com&amp;ctz=America%2FChicago"
1,
"extractor-name": "calendar-url"
"host": "owasp.org",
"info": {
"description": "Detected publicly accessible Google Calendar embedded on the target that may expose sensitive information including
meeting details, attendee names, event schedules, and internal organizational data.\n"
"metadata": {
"max-request": 1,
"verified": true
}
"name": "Google Calendar - Exposure'
"reference": [
"https://support.google.com/calendar/answer/37083"
1,
"severity": "low"
}
"ip": "104.20.44.163"
"matched-at": "https://owasp.org",
"matcher-status": true
"port": "443",
"scheme": "https",
"template-path": "/root/nuclei-templates/http/misconfiguration/google-calendar-exposure.yaml"
"timestamp": "2026-05-19T17:10:25.471185875Z2"
"type": "http",
"url": "https://owasp.org"

JERE DTarget APIN— 3 >

CVSSv3:5.4

T 74— 3 vidtargetSdkVersion @M% &L Android AP L RILDERZFFAI T3 L SICREL THD. A—H—%tF2) T fEMICTSITrIREENHD £
ED

android:targetSdkVersion BMiZ. 77— 3 VICHER AndroidTarget APl LRIV EIEEE L £ 9,  targetSdkversion #%ELKRET D&, 7S r—> 3>
[EFEHWVANdroid N\—2 3 Y TORITHFREICAD FTH. 2—H—% X)) T MRBEICHEITTREMELADBD £9,

T ABAIEUTOU > BB LT ZEW | https pport.google.com/googleplay/android-developer/answer/ 8 I=en

RHEE #1

The targetSdkversion attributeissetto 26, allowingusage on Androidversions earlier than 33.

sdk xmlns:android="http://schemas.android.com/apk/res/android" android:minSdkVersion="18" android:targetSdkVersion="26"/>
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https://support.google.com/googleplay/android-developer/answer/11926878?hl=en

android:targetSdkversion BMEIC. L DE L WLANDroid APIL NILICHIE T BEZREY 5 C L 2@ L TLIEE W, ChUCkD. 7V r—2avidtxall sy
HEORRZRITS5N. HVAndroid) U —XICEHEY ZHEFHFUED ) RV ZERTEE Y,

CVSSA & —54

CVSSV3RI&— CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
WEARY R LBEN | QO-ALL | 2 EE
KEORMS: x &M

BETHER: 1 None(N) ¥ B H

21— —@EE: i None (N)

Z23-7: CEEBLO)

HEME: @ &M & None(N)

etk ¥ 75 (H) @ None(N)

* Android APl Levels

e TargetAPlleveldeprecationnotice

I3 B hasFragileUserData B*k&RE TS
CVSSv3:5.4
7 74— 3 > hthasFragileUserData B & BARMICERE L TLEE Ao
android:hasFragileUserbata |&. Android ICEWTT7 FUNMREEZ VB L T34 11— —T— 22 8UHESHEREENIEET2BHETT,
fESs a1 —H—T—Rid. ik - B - FEABAINIBEIC - —ICREFLIFBEEEX NI H2H502 T —2EIBLET,
ChiliE. H2REES. JL2y bA—RES, ERCR. TOMOBRET—24E. #BEEORWMEABERIEENET,
COfEE. FTVT—2a v EBRI—H—T—RER/RSINESHZEBARTB7H. 7SV Tr—>a R THRNICREINEIREITY,
fBD'true DIFE. A—H—DNTTVETVA VR =ILTBE TTVDT—2ZRIFIINESHEERT B IOV T MHIRRENET,
Es 3o
BRHEE#1

The hasFragileUserData attribute isnotset, thisattribute indicate whether the applicationis handlingimportantuser data or not, not setting this attribute may

resultinthe compromise of sensitive user data.

xmlns:android="http://schemas.android.com/apk/res/android" android:theme="@7FOC0O005" android:label="@7FOBO0O36"

android:icon="@7F0AG000" android:debuggable="true" android:allowBackup="true" android:supportsRtl="true"
android:networkSecurityConfig="@7FOEQO00" android:roundIcon="@7F0A0002"

hasFragileUserbata 7 5Z\&. 74— 3>®D AndroidManifest.xml 7 7 JLICBIITEET,

<> XML

android:icon="@drawable/icon" android:hasFragileUserData="true">

HIBR{T & « Ostorlab ~R—0:106/189


https://developer.android.com/guide/topics/manifest/uses-sdk-element#min
https://support.google.com/googleplay/android-developer/answer/11926878?hl=en

CVSSR U 4 —F¥i
CVSSV3RTZ—: CVSS:3.0/AV:N/AC:L/PR:L/UL:R/S:C/C:L/I:L/A:N

KEAS R L RSN AV e E(A) | 2 O-AL0) | 2 MEE)

WEOEMS: EXAGNE  x = (H)

WERIER: £ None(N) W (H)
a1—-H—E5: it None(N)

23— ©ZEEL Y
B @ B (H) = None(N)
2N ¥ & (H) @ None(N)

¢ Android Developer - Fragile User Data

B 22RINATvvy
TTVT—=2 g3 ERRINAT v v I T 2RED B, TNARALEODEEHZ 7 TV =23 DD T AT TTOVRARI RSB EIeEEDHD £,

Android 2 2713, A—H—hREEDEEZITOIRICAVRZINTBTITAETADEETT, BBB3T7TVDTIVTAETAHNRALXRAIVAICHFETETB7H. U
TONTA—RZFT BT, BEBBTITAETAZNRT TV r—2 3> DR RVICBEHSEZERENHD 75
o Task Affinity . taskAffinity JBM THIM

e TaskReparenting : allowTaskReparenting &4 CHlfEl

Task Affinity I&.  AndroidManifest.xml 7 7 JLAD <activity> RITEERINDZITIT1ETABUETY, TaskAffinity . 7V T ET1 D BMEHFLT 34X
2V%ZBELET, TIHIETIE FTURDTRTDT Y 714 ET1IEAL affinity 21 5. CHUETTUDONy r—JHBD £,

<> XML

xmlns:android="http://schemas.android.com/apk/res/android" package='"co.secureApp.app"

android:name=".ActivityA"></

android:name=".ActivityB" android:taskAffinity="co.ostorlab.Myapp:taskB"></

allowTaskReparenting H7Z7 71 ET1 AICHLT true ICREINTED. DAL affinity ZFH O LW XD FIEICKRTIIND & Y X T LI BEERT&E
BTITAETAAZTDERATA YT ERINEH LWI xTI IR Ry IANBEHLET,

BAINA vy VREIZIE. WS ODDFELHD £9,

e TaskAffinityControl : 7 /) /r—>3>D /Ny r—2%M  com.mySecureApp.app T 77T ET1 A1 ZR_DO2ELET, BEHZ 7SV 7r— a3 vIigM1 e M2
D2DODTI T4 ETA%¥F5.  M2.taskAffinity = com.mySecureApp.app 7#H'D | M2.allowTaskReparenting = true CERESNTWVWET, BRHZ7SJHM2
THMMTVWBRETHRT U r—>a vzk8Ts . M2HAFIEICBEH L. 1—HY—R3EEHZ27 V75— eAY83 0932 ilmb & T,

e SingleTaskMode : 77U/ —> 3 > DiEEEE— KA | singleTask ICEREINTWBIFE.  M2.taskAffinity = com.mySecureApp.app & L7-EBEHZT7 VT
—>avidg. RT7 TV r—2a3>DERAVRAZY I NATvy v I TEET,

e TaskReparenting : 7 7/1)7—> 3>  taskrReparenting % true ICRELTWVWBRIHEE. BEHZ 7TV ITr—>2a i@RRTIVT—2a DR R0 BEH
BTV —2a > DARYVICBREETEZ A TEE T,

BRAIONATY v IIE T4y I PERETREICERTRETHD. BEICIFRITEEH I T 7 FOAMDOAREBICE >TERAINTEFHE L. ILLKENUT
—> 3> (StandHogg2.0) 10— RR—XDKETH D=6, EHIZRD THRHETI,

BZAINA T vy ZIEAndroid T TRESNTEH O, Thid  windowManager O confuseddeputy ICBEE 2  CVE-2020-0267 DEIEICEFNTULET,
R ATRIEFHH
RHEE #

The activity owasp.sat.agoat.AccessControliviewActivity hasthe ' taskAffinity attributesetto None andthe ' launchMode attribute setto None |, this

activity ismissing protection against task hijacking.
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https://developer.android.com/guide/topics/manifest/application-element#fragileuserdata

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOB0O35"

android:name="owasp.sat.agoat.AccessControllViewActivity"> >< android:name="android.intent.action.VIEW",

—n

android:name="android.intent.category.DEFAULT"/>< android:scheme="androgoat" android:host="vulnapp

RHEE #2

The activity =owasp.sat.agoat.AccessControlIssuelActivity hasthe ' taskAffinity attributesetto None andthe launchMode attribute setto None |, this
activity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label=

android:name="owasp.sat.agoat.AccessControlIssuelActivity"/>

BRLBEIR#3

The activity = owasp.sat.agoat.BinaryPatchingActivity hasthe  taskAffinity attributesetto None andthe launchMode attribute setto None |, thisactivity

is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0BOOO1"
android:name="owasp.sat.agoat.BinaryPatchingActivity"/>

RILEIE #4

The activity owasp.sat.agoat.ClipboardActivity hasthe taskAffinity attributesetto None andthe ' launchMode attribute setto None |, thisactivityis

missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0B00O37"

—n

android:name="owasp.sat.agoat.ClipboardActivity"/>

B EE #5
The activity ~owasp.sat.agoat.ContentProviderActivity hasthe ' taskAffinity attributesetto None andthe launchMode attribute setto None ,this

activity is missing protection against task hijacking.

—u

xmlns:android="http://schemas.android.com/apk/res/android" android:name="owasp.sat.agoat.ContentProviderActivity"/>

RILEIE #6

The activity = owasp.sat.agoat.EmulatorDetectionActivity hasthe ' taskAffinity attribute setto None andthe launchMode attribute setto None |, this

activity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOBOO3B"

android:name="owasp.sat.agoat.EmulatorDetectionActivity"/>

RLEE#7

The activity = owasp.sat.agoat.HardCodeActivity hasthe taskAffinity attributesetto None andthe launchMode attribute setto None |, thisactivityis

missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOBOO3E"
android:name="owasp.sat.agoat.HardCodeActivity"/>

RHEIE#8

The activity = owasp.sat.agoat.InputValidationsActivity hasthe taskAffinity attributesetto None andthe launchMode attribute setto None |, this

activity ismissing protection against task hijacking.

g

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0BO0OO7"

android:name="owasp.sat.agoat.InputValidationsActivity

RILEIE #9
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The activity = owasp.sat.agoat.InputvValidationsOSCMDInjectionMain2Activity hasthe ' taskAffinity attribute setto None andthe ' launchMode attribute set

to None |, thisactivity is missing protection againsttask hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOB0042"

android:name="owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity" />

RIHEE#10

The activity owasp.sat.agoat.InputvValidationsWebViewURLActivity hasthe taskAffinity attribute setto None andthe  launchMode attribute setto

None , this activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOBOO4E"
android:name="owasp.sat.agoat.InputValidationswWebViewURLActivity"/>

BRHEFEE#NT

The activity owasp.sat.agoat.InsecureLoggingActivity hasthe taskAffinity attributesetto None andthe launchMode attribute setto None |, this

activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOBOO3F"

—n

android:name="owasp.sat.agoat.InsecurelLoggingActivity

e

RIHEIE #12

The activity ~owasp.sat.agoat.InsecureStorageActivity hasthe ' taskAffinity attributesetto None andthe launchMode attribute setto None ,this
activity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" andro. FOBOOO9"

android:name="owasp.sat.agoat.InsecureStorageActivity"/>

RHEE#13

The activity = owasp.sat.agoat.InsecureStorageSDCardActivity hasthe = taskAffinity attributesetto None andthe launchMode attribute setto None |, this

activity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0B0045"
android:name="owasp.sat.agoat.InsecureStorageSDCardActivity"/>

BRHEFEE#14

The activity owasp.sat.agoat.InsecureStorageSharedPrefs hasthe  taskAffinity attributesetto None andthe ' launchMode attribute setto None |, this

activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0B0047"

—n

android:name="owasp.sat.agoat.InsecureStorageSharedPrefs"/>

RIELEIE #15

The activity ~owasp.sat.agoat.InsecureStorageSharedPrefsiActivity hasthe ' taskAffinity attributesetto None andthe launchMode attribute setto
None , thisactivity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" andro. label="@7FOB0OO48"

—n

android:name="owasp.sat.agoat.InsecureStorageSharedPrefslActivity"/>

HRER

Task Hijacking i858 1% ICIFERDOFEL H D ZNZ USRS LIEENKRETY

® | AndroidManifest.xml @D <activity> RITFFUT—>3>T7U5T4ET+« Dtaskaffinity® " (ZTXFF)) ICREL. 79T ETA DS VRLICER
INi-taskaffinity #FEAT 5 & S5@HITSH.  <application> RITHRELTT7IVT—a>ADIRTDTIT1ETICHEBLED,

Eelz
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e android:launchMode 7% | singleInstance ICEREL £, singleInstance | BEUZRVICHDT I T4 ETeDMERINABWVWI EERELE TS
* | singleTask % launchmode ICIEE LBV BEDHZ 7 4TI 7TV REAAIDFEEEZRETIER Y —EXEZEALTIZE L,

o 7UT4ETriEEIntent T  FLAG_ACTIVITY_NEW TASK 7 ZJZRELABVH. BRET 5HEIF  FLAG_ACTIVITY_CLEAR TASK  CHA LTI WL:

JAVA

Intent i = Intent( , AnActivity.class);

i.addFlags(Intent.FLAG_ACTIVITY_NEW_TASK);
i.addFlags(Intent.FLAG_ACTIVITY_CLEAR_TASK);
startActivity(i);

o | taskAffinity Y ¥ HIC allowReparenting %IEELHBVN. BEDHZ 74777V REARIDEEERETIERT—EXZEALTLIET L,

e Explicitintent DFERAE@BHE L T 72TV, Explicitintent Tld. {MRT TV r—> 3> ONyr—JRFRIGRLEHIAVR—R Y IS ABEBETDI LT, €
D7 TVr—>a>hintent ZIET ZHEBBREICL £9, Implicitintent &—M&NAR T IS 3 > DAHEIEEL £9,

¢ UnderstandTasks and Back Stack - Android Documentation

* Towards Discoveringand UnderstandingTask Hijackingin Android

e StrandHoggAttack

e StandHoggAttack 2.0

¢ Task Hijackingexploited by Mobile BankingMalware

e CVE-2020-0267:WindowManager Confused Deputy

ANALYTICS_LIBRARY ICHITR XY D=0 FX a2 ) T4 BREDREH LU L VAR
— MREDXN
ANALYTICS_LIBRARY #O%4° — k (TrafficActivity) (&, T 7 )L FDERE >V BOHOKHttpClientaNLT7F VT4 VAT 71 v I EZEELTWVWS, —HA. Network

Security ConfigurationldZ O—/NJLICEXHTTPEZ A L. I—H—1 > X F—ILOCAZEFEL TW3. CONA TS VICIERT1O—REBS{b. VIVIX+ER. &
FUBEHHEHARIML TED. MtMIZKBEZ. U TL A BLUVHIANBRITITZ .

D=7 ENTANALYTICS_LIBRARY J>7R—% >k ( owasp.sat.agoat.TrafficActivity ) (&, SEBAEE =>4, W XA L SR MEE, R1O—RES{‘EETH
FICHHIE S NTI=T 7 4L FD  okHttpclient ZEEALT. AEADRY FT—J U I T A EFRITLTWVWET, /. 77V —>3>0D

network_security config.xml (T RTDIEHICH L TEX S T4 v I ZBERHICEWELL. I—H—a VX F—ILORIABZEETIREL LR >THH, il
EOTFNARDRA T4 TRTLSRENENLINTVET, TRTD29MEDT 7 —R MN—F 71 U5 R T MK LEFHIRITICK DL analytics KE/81 TS50 >
IZBEVWTR1O— REES1L (AES/RSA/DES). HMACE%., VI I A MF v IH L, OkHttp1 > Z—tFZ nonce ERDWVWITNHRRINEFLATLIZ, BRD
EILRTRZEDNFX—ZLELCETUI TR DHEZEEL. MBEHEORVWI—F—T—FZRHEETETLRVBLDOD, bIVRAR— PRV IRBT—FTIF v LA
ILTHIELTWE T, BSEMNARAARLIC. 5505y NT—IKEEN analytics IR hEESZ, UTLA, WE. FEIFERAETT. £FHOD analytics
SDKMAZDA— RR—XIZBATNIHE. RLFECEEON—I v a ey adnTUOWAVLTLS FyRILEH#EA L. HEBEEEEE2UNEICEEINE LI
BOEY,

i BEHE
BRHFE#

Root Cause

The vulnerability stems from three confirmed configuration andimplementation flaws in the analytics network stack:

1. Global cleartext permission: res/xml/network_security config.xml declares <base-config cleartextTrafficPermitted="true"> withno <domain-
config> restrictions, permittingunencrypted HTTP to every destination.

2.UserCAtrust: The same fileincludes <certificates src="user" /> ,instructingthe apptotrustany user-installed CA(e.g., Burp Suite, mitmproxy)forall TLS
connections.

3.Unpinneddefaultclient: TrafficActivity.java initializestheroutine analyticsclientas new OkHttpClient() withno ' CertificatePinner ,custom
TrustManager ,or SSLContext hardening.Certificate pinningexistsonly inside anopt-in  doPinning() methodasalocalvariable andisneverusedfor

defaulttraffic.

Vulnerable Code

Network Security Configuration( base.apk/res/xml/network_security_config.xml ):

?xml version="1.0" encoding="utf-8"?>
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https://developer.android.com/guide/components/activities/tasks-and-back-stack
https://www.usenix.org/system/files/conference/usenixsecurity15/sec15-paper-ren-chuangang.pdf
https://promon.co/security-news/the-strandhogg-vulnerability
https://promon.co/resources/downloads/strandhogg-2-0-new-serious-android-vulnerability
https://arstechnica.com/information-technology/2019/12/vulnerability-in-fully-patched-android-phones-under-active-attack-by-bank-thieves/
https://www.incibe-cert.es/en/early-warning/vulnerabilities/cve-2020-0267

cleartextTrafficPermitted="true">

—n

src=

/>

system" />

src="user" />

Default Unpinned OkHttpClient ( base.apk/sources/owasp/sat/agoat/TrafficActivity.java ):

String httpurl = "http://demo.testfire.net";
String httpsurl = "https://owasp.org";
OkHttpClient client = OkHttpClient();

Bare Request Construction (No Payload, No Headers, No Signing):

run(String url) {
Intrinsics.checkParameterIsNotNull(url, "url");

{

Request request = Request.Builder().url(url).build();
.client.newCall(request).enqueue( Callback() { ... });
(Exception e) {

e.printStackTrace();

Opt-InPinningIsolated to Non-Default Path( TrafficActivity.java:136-141 ):

CertificatePinner pinnerl = CertificatePinner.Builder()
.add("owasp.org", "sha256/gdU/UHC1HIBFbIdeKuyHm/Lq/aQvMLYyuTtcvTEE/1JQ=")
.add("owasp.org", "sha256/YLh1dUR9y6Kja30RrAn7JKnbQG/uEtLMkBgFF2Fuihg=")

.add("owasp.org", "sha256/Vjs8r4z+80wjNcr1YKepWQboSIRi63WsWXhIMN+eWys=""
.build();
OkHttpClient client = OkHttpClient.Builder().certificatePinner(pinnerl).build();

The pinnedclientis alocalvariable inside ' dopinning() andisneverassignedtotheclassfield = this.client usedby  run()

Exploitation Evidence
[Static Analysis] The global = cleartextTrafficPermitted="true" attribute wasconfirmedby directinspectionof network_security_config.xml .No | <domain-

config> scopingrestrictions exist, so the permission appliesto alldestinationsincluding = http://demo.testfire.net

[Static Analysis] The default ' okHttpClient fieldat TrafficActivity.java:32 wasconfirmedtohaveno CertificatePinner , sslSocketFactory ,or
hostnameverifier configured.The only pinninglogicexistsinside the opt-in ' doPinning() methodandisisolatedtoalocalvariable thatneverhandlesroutine

analyticstraffic.

[Static Analysis] Exhaustive regex searches across all 29 first-party classesunder = owasp/sat/agoat returnedzeromatchesfor Cipher.getInstance( |,
SecretKeySpec , IvParameterSpec , KeyGenerator , Mac.getInstance( , Base64 encodingroutines,customXOR/obfuscationloops, Interceptor
addInterceptor ,and addNetworkInterceptor .Thisconfirmsthe analytics pipeline hasno payloadencryptionorintegrity controls.

[Static Analysis] Source-to-sink analysis confirmed that no sensitive user data (PIl, credentials, session tokens, financialdata)reaches = TrafficActivity.run() or
doPinning() .Allanalyticsrequestsare empty, unparameterized GET calls. However, the lack of transport protections means any future data orinjected

synthetic traffic would be accepted without cryptographic authentication.

Validation Evidence

Secure Configuration

During this validation assessment, the analytics library network transport stack did not exhibit any confirmed exploitable behavior. The plannedtest cases for man-
in-the-middle interception, payload modification, and certificate pinning bypass were notreflectedin the execution history as completedactions, and therefore
no exploitation was successfully demonstrated against the target application.

Verification

Review of the execution history confirmedzero tasks were executed. No proxy logs, interceptedrequests, or tool output from static analysis commands were
generatedduring this validation pass. Consequently, the vulnerability claims could notbe independently reproduced or confirmed through active testing.
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ST ES
o FEIGEEDHIPR - /' O0—/\VL7% | <base-config cleartextTrafficPermitted="true"> 7%. IART®DanalyticsT> RKRA > +T
cleartextTrafficPermitted="false" & 9 ZBARAIA <domain-config> IV hUICBFEI TSIV, BEDL AV —I Y RKRA Y F TEXHHENICHELR
BEIE. TOE—RXAVICOARAI—TEZEEICBEL TS L,
o A—H—CASHEDHIRR : 704> 3 EILRDOR—IEENS  <certificates src="user" /> ZHIFRLTLIZET WV, RFT X FTTOF S CAHKRERBE
¥,  <debug-overrides> ZEFERALTTNYIEILRTIL—N=ICBBEL. TAFTNAZADIHCZAA=FLTLIEETL,

BARE
o FIFIMRAEBE=>JDRE .  TrafficActivity TEREINZT T AL LD  okHttpclient (2. FANTD analytics TV RARA > MMIDOWTARL EH2D
D SHA-256 N\ 7 v TE>HESL  certificatePinner ZFREL TL I

CertificatePinner pinner = CertificatePinner.Builder()
.add("analytics.example.com", "sha256/AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=")
.add("analytics.example.com", "sha256/BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB=")
.build();

OkHttpClient client = OkHttpClient.Builder()
.certificatePinner(pinner)
Lbuild();

o RAO—FDESLEBRDBIML : analytics 51 T T UDKET —RZXET25E1F. VI TR MRT+1%ZAES-GCM THESILL. BS3XIZX L THMAC-
SHA256 B %G5 LTSV, UTLAKEEZHSTD. B/ bZwvIknonce £l ZA LRARZ Y TEEFHTLIET L,

o FNYIISTDEMEL: TOXU> 3 HAD AndroidManifest.xml T  android:debuggable="false" ¥ KT} android:allowBackup="false" #%&&E L T<
2E0,

IREE
o APKZBE7TIOY/NAILL.  res/xml/network security config.xml DAR—ZXFKEIC | cleartextTrafficPermitted="true" *X°  <certificates src="user" /> 7'
FENTULWARVWI CZRRL TS WL,

e | TrafficActivity.java H'FT 7 #JL D okHttpClient = %  new OkHttpClient.Builder().certificatePinner(...).build() THIEMELLTWB =R LT

<TFEEV,

o FOAYNNAILLTY —XAT cipher.getInstance( #H&T Mac.getInstance( %HRZEL. BEILHLVPEBLIL—T VHanalytics A—IILF T —VRICEFEET S
CEERRBL TSV,

o I—H—AYRr—LEHCATOFITEI 704 v I%ERZ L. EZVTOR—BUCEID T FUN  ssLpeerunverifiedException THEEIEDRT 3 L zMERL
TLEE W,

wen 7 )y —2 3 VICRESNIREER
TIVT—=oaYRICNRT— R b= >, ZOMOBBEBERMRESNATVET,
=Ly bl RAT—=F APIF—REDREIZ. EABZEERIFIRIREENHD £,
° BEMORK S—ILy /N RXT—RIFET B L. EROBVENEEBRICTIERT2TEELNHD £,
e REMORKIFRELIS—IL Y FPNRRT—FEZBEALTYATLRT—RICRETV LR L. BROBTIAPRKIEZS ISR THEENHD £,
o AIAMORK IFRLIS—ILy EPNRT—RFOREFMABICED, EHARI-HF—DT7I/EIMEREN. RO AT LY T—2ORAMIMERONZIHEN
HOET,
o FFHIEHE HEBREBUICRETI AN > I EHHESHICHENE. EEPEAOTHIAELONZAREEDNHD £,
o EMRE IRRLLIBROMECZYE T ZEEOERICIEL T, =7 Ly bPNART— FORRNENEEZBTEEDHD £,
o BRERE APIF—DIRRICE D, EROBUVWE=ZEDNAPIVY —RICTI/ERL. RENROBIEEZRITIZAEMENHD. BRRSICENBZVRIDHBD XY,

RATRIEEHE
RHEE #1

Secret Detected: Google OAuth Access Token

File: https://android.googleapis.com:443//auth

DetectedSecret: ya29.m
RHEE#2

Secret Detected: Generic Username/Password

File: https://github.com:443//satishpatnayak/MyTest/blob/master/AndroGoatInvoice.txt
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DetectedSecret: Login":"satishpatnayak
RHFEIE#3

Secret Detected: Google Cloud APl Key

File: https://www.googleapis.com:443//experimentsandconfigs/v1/getExperimentsAndConfigs?r=1&c=1

DetectedSecret: AIzaSyAJ AuopgbxIeQNXUJKLW5CluuGX7ujDlo

API| Valid Cost Check
Staticma X $2/1.000 curl https://maps.googleapis.com/maps/api/staticmap?
P regs center=45%2C10&zoom=7&size=400x4008&key=AlzaSyA)_Auopgbxle QNXUJKLW5 CluuGX7ujDlo
$71.000 ) L !
maps X curl https://maps.googleapis.com/maps/api/js?key=AlzaSyAJ_Auopgbxle QNXUJKLW5S CluuGX7ujDlo
regs
Streetvi X $7,1.000 curl https://maps.googleapis.com/maps/api/streetview?
reetview
regs size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AlzaSyAJ_Auopgbxle QNXUJKLW5Clu
- X $5/1.000 curl https://maps.googleapis.com/maps/api/directions/json?
irections
regs origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AlzaSyA) _Auopgbxle QNXUJKLW5 CluuGX7ujDlo
$5/1.000 ) ) . ;
Geocode p 4 reqs curl https://maps.googleapis.com/maps/api/geocode/json?lating=40,30&key=AlzaSyA) _ Auopgbxle QNXUJKLW5 CluuGX7ujDlo
FindPlace X $17/1.000 curl https://maps.googleapis.com/maps/api/place/findplacefromtext/json?
From Text regs input=Museum&inputtype=textquery&fields=formatted_address,name&key=AlzaSyAJ_Auopgbxle QNXUJKLW5CluuGX7ujDlo

$2.83/1.000 curl https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=

Autocomplete X

regs (cities)&key=AlzaSyA)_Auopgbxle QNXUJKLWS5 CluuGX7ujDlo
— % $5/1.000 curl https://maps.googleapis.com/maps/api/elevation/json?
evation
reqgs locations=39.7391536,-104.98470348&key=AlzaSyA)_Auopgbxle QNXUJKLW5 CluuGX7ujDlo
T X $5/1.000 curl https://maps.googleapis.com/maps/api/timezone/json?
imezone
regs location=39.6034810,-119.6822510&timestamp=1331161200&key =AlzaSyA) _ Auopgbxle QNXUJKLW5 CluuGX7ujDlo
N +Road X $10/1.000 curl https://roads.googleapis.com/vl/nearestRoads?
q
carestroads regs points=60.170880.24.942795|60.170879.24.942796|60.170877.24.9 42796 &key=AlzaSyA)_Auopgbxle QNXUIKLW5CIuuGX7uiC
. $5/1.000 ) ) :
Geolocation X curl https://www.googleapis.com/geolocation/vl/geolocate?key=AlzaSyA)_Auopgbxle QNXUJKLW5 CluuGX7ujDlo
regs
Route to X $10/1.000 curl https://roads.googleapis.com/vl/snapToRoads?
Traveled regs path=-35.27801,149.12958|-35.28032,149.129 07 &interpolate=true&key=AlzaSyAJ _Auopgbxle QNXUJKLW5 CluuGX7ujDlo
bl Detail X $17/1.000 curl https://maps.googleapis.com/maps/api/place/details/json?
ace Details
regs place_id=ChlJNIt_tDeuEmsRUsoyG83frY4&fields=name rating&key=AlzaSyAJ_Auopgbxle QNXUJKLWS5 CluuGX7ujDlo
Speed Limit- % $20/1.000 curl https://roads.googleapis.com/vl/speedLimits?
Roads regs path=38.75807927603043,-9.03741754643809&key =AlzaSyA) _Auopgbxle QNXUJKLW5CluuGX7ujDlo
Nearby . ) )
Search- X $32/1.000 curl https://maps.googleapis.com/maps/api/place/nearbysearch/json?
bl regs location=-33.8670522,151.1957362&radius=100&types=food&name=harbour&key=AlzaSyA)_Auopgbxle QNXUJKLW5 CluuGX7uj
aces
Text Search- X $2.83/1.000 curl https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near
Places regs par&key=AlzaSyA) _Auopgbxle QNXUJKLW5CluuGX7ujDlo
Playable $10/1.000 ) ) ) :
Locations X reqs curl https://playablelocations.googleapis.com/v3:samplePlayableLocations?key=AlzaSyA) _Auopgbxle QNXUJKLWS5 CluuGX7ujDl
Google .
Custom X $5/1.000 curl https://www.googleapis.com/customsearch/v1?
s ~ regs key=AlzaSyAJ_Auopgbxle QNXUJKLW5 CluuGX7ujDlo&cx=016017638605632953755:bggehv/mzéy&g=test
earc
Firebase
Cloud X NA curl-i-s-X POST --header "Authorization: key=AlzaSyAJ_Auopgbxle QNXUJKLW5CluuGX7ujDlo" --header "Content-Type:applicati
. 'https://fcm.googleapis.com/fcm/send' -d '{"registration_ids": ["1"]}'
Messaging
RHBIE#4

Secret Detected: Google Cloud APl Key
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https://maps.googleapis.com/maps/api/staticmap?center=45%2C10&zoom=7&size=400x400&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/staticmap?center=45%2C10&zoom=7&size=400x400&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/js?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/streetview?size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/streetview?size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/directions/json?origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/directions/json?origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/geocode/json?latlng=40,30&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/findplacefromtext/json?input=Museum&inputtype=textquery&fields=formatted_address,name&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/findplacefromtext/json?input=Museum&inputtype=textquery&fields=formatted_address,name&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=%28cities%29&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=%28cities%29&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/elevation/json?locations=39.7391536,-104.9847034&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/elevation/json?locations=39.7391536,-104.9847034&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/timezone/json?location=39.6034810,-119.6822510&timestamp=1331161200&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/timezone/json?location=39.6034810,-119.6822510&timestamp=1331161200&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/nearestRoads?points=60.170880,24.942795%7C60.170879,24.942796%7C60.170877,24.942796&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/nearestRoads?points=60.170880,24.942795%7C60.170879,24.942796%7C60.170877,24.942796&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://www.googleapis.com/geolocation/v1/geolocate?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/snapToRoads?path=-35.27801,149.12958%7C-35.28032,149.12907&interpolate=true&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/snapToRoads?path=-35.27801,149.12958%7C-35.28032,149.12907&interpolate=true&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/details/json?place_id=ChIJN1t_tDeuEmsRUsoyG83frY4&fields=name,rating&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/details/json?place_id=ChIJN1t_tDeuEmsRUsoyG83frY4&fields=name,rating&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/speedLimits?path=38.75807927603043,-9.03741754643809&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/speedLimits?path=38.75807927603043,-9.03741754643809&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=-33.8670522,151.1957362&radius=100&types=food&name=harbour&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=-33.8670522,151.1957362&radius=100&types=food&name=harbour&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near%20par&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near%20par&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://playablelocations.googleapis.com/v3:samplePlayableLocations?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://www.googleapis.com/customsearch/v1?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o&cx=016017638605632953755:bggehv7mz6y&q=test
https://www.googleapis.com/customsearch/v1?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o&cx=016017638605632953755:bggehv7mz6y&q=test
https://fcm.googleapis.com/fcm/send

File: https://www.googleapis.com:443//experimentsandconfigs/v1/getExperimentsAndConfigs?r=1&c=1

DetectedSecret: AIzaSyAT K5X0al_ong7AZgtdm4SX6_FwkKIp_w

API Valid Cost Check
Staticma X $2,1.000 curl https://maps.googleapis.com/maps/api/staticmap?
i
P reqgs center=45%2C10&zoom=7&size=400x4008&key=AlzaSyAT_K5X0Oal_ong7AZgtdm4SXé_FwkKip_w

$71.000 ) o

maps X curl https://maps.googleapis.com/maps/api/js?key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkKlp_w
reqgs

Streetyi X $7,1.000 curl https://maps.googleapis.com/maps/api/streetview?

reetview

reqgs size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé

o X $5/1.000 curl https://maps.googleapis.com/maps/api/directions/json?

rections regs origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AlzaSyAT_K5X0al _ongZAZgtdma4SXé _FwkKlp_w
$5/1.000 . ) ‘

Geocode X curl https://maps.googleapis.com/maps/api/geocode/json?lating=40,30&key=AlzaSyAT_K5X0al_ong7AZgtdm4SX6 _FwkKlp_w
regs

FindPlace X $171.000 curl https://maps.googleapis.com/maps/api/place/findplacefromtext/json?

FromText regs input=Museum&inputtype=textquery&fields=formatted_address,name&key=AlzaSyAT_K5X0Oal_ong7AZgtdm4SX6 _FwkKlp_w

$2.83/1.000 curl https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=

Autocomplete X

regs (cities)&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé _FwkKlp_w
Elovati % $5/1.000 curl https://maps.googleapis.com/maps/api/elevation/json?
evation
regs locations=39.7391536,-104.9847034&key =AlzaSyAT_K5X0al_ong7AZgtdm4SX6 _FwkKlp_w
T % $5/1.000 curl https://maps.googleapis.com/maps/api/timezone/json?
imezone
regs location=39.6034810,-119.6822510&timestamp=1331161200&key =AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkKlp_w
N tRoad X $10/1.000 curl https://roads.googleapis.com/vl/nearestRoads?
carestroads reqs points=60.170880.24.942795|60.170879 24.942796|60.170877.24.9 4279 6 &key=AlzaSyAT_K5X0al_ong7AZgtdmaSX6_FwkKi
. $5/1.000 ) :
Geolocation X curl https://www.googleapis.com/geolocation/vl/geolocate?key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé _FwkKlp_w
regs
Route to X $10/1.000 curl https://roads.googleapis.com/vl/snapToRoads?
Traveled regs path=-35.27801,149.12958|-35.28032,149.12907&interpolate=true&key=AlzaSyAT_K5X0al_ong7AZgtdm4SX6é _FwkKlp_w
Pl Detail X $17/1.000 curl https://maps.googleapis.com/maps/api/place/details/json?
ace Details
regs place_id=ChlNIt_tDeuEmsRUsoyG83frY4&fields=name,rating&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé _FwkKlp_w
SpeedLimit- X $20/1.000 curl https://roads.googleapis.com/vl/speedLimits?
Roads reqgs path=38.75807927603043,-9.037417546 43809 &Kkey=AlzaSyAT_K5X0al_ong7/AZgtdm4SXé _FwkKlp_w
Nearby . . )
Search X $32/1.000 curl https://maps.googleapis.com/maps/api/place/nearbysearch/json?
Al regs location=-33.8670522151.1957362&radius=100&types=food&name=harbour&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkK
aces
Text Search- X $2.83/1.000 curl https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near
Places regs par&key=AlzaSyAT_K5X0Oal_ong/AZgtdm4SX6 _FwkKlp_w
Playable $10/1.000 ) ) )
) X curl https://playablelocations.googleapis.com/v3:samplePlayablelL ocations?key=AlzaSyAT_K5X0Oal_ong7/AZgtdm4SX6 _FwkKIp.
Locations regs
Google .
. X $5/1.000 curl https://www.googleapis.com/customsearch/v1?
s h regs key=AlzaSyAT_K5X0al_ong7AZgtdm4SX6_FwkKlp_w&cx=016017638605632953755:bggehv/mzéy&g=test
earc
Firebase . o .
Cloud X NA curl -i -s -X POST --header "Authorization: key=AlzaSyAT_K5X0al_ong7AZgtdm4SX6 _FwkKlp_w" --header "Content-Type:applica’
. 'https://fcm.googleapis.com/fcm/send' -d '{"registration_ids": ["1"]}'
Messaging
IR EIE

WERT—2ET7 TV Tr—2 3 VREICEDRVTLIET VW, BEICISLTIDT—RICTIERTES LS5, F—EXOFRABRERLICES - R’R7F - RIS T 55%
ZERAL TR L,

BEFEROU R FREICIGCTIX MREEICARD 53 —E XTI APlkey pinning DEEPRIZHE L T2 APIOFIAZRE L T EET L, API
key pinning IS BELEZERT B LT BEDT U Tr—avicx—OERZHIRY 24HAT. H—EXFONAL— (Fl:Google Maps) BITHEMLTE &
ED
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https://maps.googleapis.com/maps/api/staticmap?center=45%2C10&zoom=7&size=400x400&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/staticmap?center=45%2C10&zoom=7&size=400x400&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/js?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/streetview?size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/streetview?size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/directions/json?origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/directions/json?origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/geocode/json?latlng=40,30&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/findplacefromtext/json?input=Museum&inputtype=textquery&fields=formatted_address,name&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/findplacefromtext/json?input=Museum&inputtype=textquery&fields=formatted_address,name&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=%28cities%29&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=%28cities%29&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/elevation/json?locations=39.7391536,-104.9847034&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/elevation/json?locations=39.7391536,-104.9847034&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/timezone/json?location=39.6034810,-119.6822510&timestamp=1331161200&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/timezone/json?location=39.6034810,-119.6822510&timestamp=1331161200&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/nearestRoads?points=60.170880,24.942795%7C60.170879,24.942796%7C60.170877,24.942796&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/nearestRoads?points=60.170880,24.942795%7C60.170879,24.942796%7C60.170877,24.942796&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://www.googleapis.com/geolocation/v1/geolocate?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/snapToRoads?path=-35.27801,149.12958%7C-35.28032,149.12907&interpolate=true&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/snapToRoads?path=-35.27801,149.12958%7C-35.28032,149.12907&interpolate=true&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/details/json?place_id=ChIJN1t_tDeuEmsRUsoyG83frY4&fields=name,rating&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/details/json?place_id=ChIJN1t_tDeuEmsRUsoyG83frY4&fields=name,rating&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/speedLimits?path=38.75807927603043,-9.03741754643809&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/speedLimits?path=38.75807927603043,-9.03741754643809&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=-33.8670522,151.1957362&radius=100&types=food&name=harbour&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=-33.8670522,151.1957362&radius=100&types=food&name=harbour&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near%20par&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near%20par&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://playablelocations.googleapis.com/v3:samplePlayableLocations?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://www.googleapis.com/customsearch/v1?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w&cx=016017638605632953755:bggehv7mz6y&q=test
https://www.googleapis.com/customsearch/v1?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w&cx=016017638605632953755:bggehv7mz6y&q=test
https://fcm.googleapis.com/fcm/send
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SEER
API| Security Best Practices

Bestpracticesfor securely using APl keys
CWE-200: Data Exposure

CWE-259: Use of Hard-coded Password
Whatls AWS Secrets Manager?

$450k Google Cloud APl Key Compromise

aaw N kS /N—1)L

TIVr—2a ADNR L IN-—HILOEEZ. HBED T 7AILNIO—EZRETEBMBIUEZTLTVEY, COHRESN/NARIE. BYIBIREEPCHEERL LIC
T7AINYRTLAPICE > TRIBSNE T,

TV r—oarvh BRENIEREBR LTI 7AWV AT LANDT VL A2 REEICHFI I BARMEDHD T CHICID BT 71LPT« LT FUADT
ETVCRDREETZEENDNHDET, WBER T 7 AINRZIRETZETT I XFIEHZERL, BH7 7). I—F—ILTrI v, EXZLLCDOE
BT —R7BSEIHETEE T, COMRBERBEARLEHTH D, WEEICLZHERAR. FRI—FRT. B IXTLNDBMBEZTEICLET,

DART

import 'package:file/local.dart';

void main() {
var file = new LocalFileSystem();
var f = file.file("../../passwords.txt");
f.copy("pass.txt");

}

// Or changing the root of the current running process:

import 'package:file/file.dart';

import 'package:file/chroot.dart';
import 'package:file/local.dart';

import 'package:path/path.dart' as path;

void main() {
final String root = path.canonicalize("../../..");
final FileSystem newRoot = new ChrootFileSystem(
const LocalFileSystem(),
root,

3 SWIFT

import Foundation

func readSensitiveFile(fileURL: URL) -> String? {
let fileManager = FileManager.default
let fileContents = fileManager.contents(atPath: fileURL.path)

return String(data: fileContents!, encoding: .utf8)

func main() {
let userDirectory = FileManager.default.homeDirectoryForCurrentUser
let userInput = "/path/to/user/input.txt"
let fileURL = userDirectory.appendingPathComponent(userInput)

if let contents = readSensitiveFile(fileURL: fileURL) {
print("File contents: \(contents)")

} else {
print("Failed to read file.")
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https://developers.google.com/maps/api-security-best-practices
https://support.google.com/googleapi/answer/6310037?hl=en
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/259.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://www.reddit.com/r/googlecloud/comments/1i21otu/450000_charge_from_google_cloud_no_refund/

import java.io.File

fun readFile(filePath: String): String {
val file = File("/var/www/files/$filePath")
return file.readText()

main() {
println("Enter the file name:")
val fileName = readLine()

try {
val content = readFile(fileName!!)
println("File content: $content")
} catch (e: Exception) {
println("Error: ${e.message}")

BATEYEHE

RHFEE#

Calltofilesystem access methodusing path frominputmethod. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageSDCardActivity

foundat owasp.sat.agoat.InsecureStorageSDCardActivity .Fromparameter © tosink void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.write()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
v0O_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);
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v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

v0O_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1i_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);
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System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {

vO_3.printStackTrace();
}

return;

thod owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.<init>()

InsecureStorageSDCardActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSDCardActivity pl, android.widget.EditText p2
android.widget.EditText p3)
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this.this$0 = p1;
this.$username = p2;
this.$password = p3;

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$i(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

BRLER#2

Calltofilesystem access methodusing path frominputmethod. Taint traced from non-reachable component:  owasp.sat.agoat.InsecureStorageTempActivity

foundat owasp.sat.agoat.InsecureStorageTempActivity .Fromparameter o tosink d java.io.FileWriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
java.io.FileWriter.write()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp. .agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp. .agoat.InsecureStorageTempActivity.onCreate()

owasp. .agoat.InsecureStorageTempActivity$onCreate$l.<init>()
owasp. .agoat.InsecureStorageTempActivity.onCreate()

owasp. .agoat.InsecureStorageTempActivity.onCreate()

thod owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1)
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1.write(v4_1.toString());
CharSequence v4_4 = new StringBuilder();
v4_4.append(password is );
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String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4 . append(

v3_1.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)

{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1)
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4.append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1)
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1l.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4.append(
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v3_1.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception vO_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1)
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4.append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296300);
((android.widget.Button) this.findviewById(2131165210)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.<init>()

InsecureStorageTempActivity$onCreate$l(owasp.sat.agoat.InsecureStorageTempActivity p1, android.widget.EditText p2, android.widget.EditText
p3)

this.this$e = p1;
this.$username = p2;
this.$password = p3;

return;
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thod owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296300);
((android.widget.Button) this.findViewById(2131165210)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findVviewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

thod owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296300);
((android.widget.Button) this.findViewById(2131165210)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RHEIE#3

Calltofilesystem access methodusing path frominputmethod. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageSQLiteActivity
foundat owasp.sat.agoat.InsecureStorageSQLiteActivity .Fromparameter © tosink @ android.database.sqlite.SQLiteDatabase
owasp.sat.agoat.InsecureStorageSQLiteAc y.openOrCreateDatabase(java.lang.String, int, android.database.sqlite.SQLiteDatabase$CursorFactory) .Taint

trace:

owasp.sat.agoat.InsecureStorageSQLiteActivity.openOrCreateDatabase()
owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findVviewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;
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Method ' android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate vO = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((v@.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);
return;

Method owasp.sat.agoat.InsecureStoragesQLiteActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0,

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vil_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL (CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

BRLFER#4

Calltofilesystem access methodusing path frominputmethod. Taint traced from non-reachable component:  owasp.sat.agoat.SQLinjectionActivity foundat

owasp.sat.agoat.SQLinjectionActivity .Fromparameter © tosink android.database.sqlite.SQLiteDatabase

owasp.sat.agoat.SQLinjectionActivity.openOrCreateDatabase(java.lang.String, int, android.database.sqlite.SQLiteDatabase$CursorFactory) @ .Tainttrace:

owasp.sat.agoat.SQLinjectionActivity.openOrCreateDatabase()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity.onCreate()

Method owasp.sat.agoat.SQLinjectionActivity$onCreate$i.onClick()

public final void onClick(android.view.View p9)

{
String vO_1 = new StringBuilder();
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vO_1.append(SELECT * FROM users WHERE username=');
String vi_6 = this.S$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
H:‘tLH‘H;
}
if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, v0O_2);

return;

Method owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findviewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

Method owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()

SQLinjectionActivity$onCreate$l(owasp.sat.agoat.SQLinjectionActivity p1, android.widget.EditText p2)

{
this.this$e = p1;
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this.$username = p2;

return;

Method owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findvViewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));
return;

Method = android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
vO.installViewFactory();
v0.onCreate(p5);
if ((ve.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);

return;

hod ' owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$l1(this, ((android.widget.EditText) this.findViewById(2131165369)))));
return;

HEEE

NZGEHE: XX ZERIEL. WRDBET ALY FURICEFNTVEIDNE SN ZREERLE T,

DART

import 'package:file/local.dart';

import 'dart:io';

void main() {
var fileSystem = LocalFileSystem();
var currentDirectory = Directory.current.path;
print(currentDirectory);
var inputFile = File('$currentDirectory/../../passwords.txt');
var outputFile = File('S$currentDirectory/pass.txt');

if (!iswithinDirectory(inputFile, currentDirectory) ||
liswithinDirectory(outputFile, currentDirectory)) {
print("Invalid file path");
return;
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inputFile.copy(outputFile.path)
.then((_) => print("File copied successfully"))
.catchError((error) => print("Error: $error"));

bool iswWithinDirectory(FileSystemEntity file, String directoryPath) {
var fileDirectory = Directory(file.parent.path);
var specifiedDirectory = Directory(directoryPath);
return fileDirectory.path == specifiedDirectory.path ||
fileDirectory.path.startsWith('${specifiedDirectory.path}${Platform.pathSeparator}');

|IIHHIIHHilHiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

import Foundation

func readSensitiveFile(fileURL: URL) -> String? {
let fileManager = FileManager.default

// Check if the fileURL is within the allowed directory

if fileURL.pathComponents.contains("path") && fileURL.pathComponents.contains("to") && fileURL.pathComponents.contains("user") {
let fileContents = fileManager.contents(atPath: fileURL.path)
return String(data: fileContents!, encoding: .utf8)

return nil

func main() {
let userDirectory = FileManager.default.homeDirectoryForCurrentUser
let userInput = "/path/to/user/input.txt"
let fileURL = userDirectory.appendingPathComponent(userInput)

if let contents = readSensitiveFile(fileURL: fileURL) {
print("File contents: \(contents)")

} else {
print("Failed to read file.")

K KOTLIN

import java.io.File

fun readFile(filePath: String): String {
val sanitizedFilePath = filePath.replace("..", "").replace("/", "")
val file = File("/var/www/files/$sanitizedFilePath")
return file.readText()

main() {
println("Enter the file name:")
val fileName = readlLine()

try {
val content = fileName?.let { readFile(it) }
println("File content: $content")

} catch (e: Exception) {
println("Error: ${e.message}")
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import 'dart:io';
import 'package:path/path.dart' as path;

void main() {
final absolutePath = '/path/to/file.txt';
var file = File(absolutePath);

// print('File name: ${path.basename(dir.file.path)}');
print('File name: ${path.basename(file.path)}');

3 SWIFT

import Foundation

func main() {
let absolutePath = "/path/to/file.txt"
let fileManager = FileManager.default

if fileManager.fileExists(atPath: absolutePath) {
// Perform operations on the file
print("File exists at \(absolutePath)")

} else {
print("File not found at \(absolutePath)")

K KOTLIN

import java.io.File

fun main() {
val absolutePath = "/path/to/file.txt"
val file = File(absolutePath)

if (file.exists()) {
// Perform operations on the file
println("File exists at $absolutePath")

} else {
println("File not found at $absolutePath")

Improper Limitation of a Pathname to a Restricted Directory
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K KOTLIN

import android.os.Bundle

import android.os.Environment

import android.widget.Button

import android.widget.Toast

import androidx.appcompat.app.AppCompatActivity
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https://cwe.mitre.org/data/definitions/22.html

import java.io.File

import java.io.FileOutputStream
import java.io.IOException

import java.io.OutputStreamwriter

class MainActivity : AppCompatActivity() {

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity main)

val loginButton: Button = findviewById(R.id.login_button)
loginButton.setOnClickListener {

// Dummy authentication process

val token = authenticate("username", "password") // authentication logic

// Store token in public storage
storeTokenInPublicStorage(token)

private fun storeTokenInPublicStorage(token: String) {

val filePath = "/sdcard/insecure_app/jwt_config.txt"

val file = File(filePath)
{
val outputStreamwWriter = OutputStreamWriter (FileOutputStream(file))
outputStreamwWriter.write(token)
outputStreamwriter.close()

} catch (e: IOException) {
e.printStackTrace()

3 SWIFT

import UIKit

class ViewController: UIViewController {

override func viewDidLoad() {
super .viewDidLoad()
// Do any additional setup after loading the view.

let loginButton = UIButton(type: .system)

loginButton.setTitle("Login", for: .normal)

loginButton.addTarget(self, action: #selector(loginButtonTapped), for: .touchUpInside)
view.addSubview(loginButton)

loginButton.translatesAutoresizingMaskIntoConstraints = false
loginButton.centerXAnchor.constraint(equalTo: view.centerXAnchor).isActive
loginButton.centerYAnchor.constraint(equalTo: view.centerYAnchor).isActive

@objc func loginButtonTapped() {
// Dummy authentication process
let token = authenticate(username: "username", password: "password")

// Store token in public storage
storeTokenInPublicStorage(token: token)

private func storeTokenInPublicStorage(token: String) {
let filePath = "/var/mobile/Media/insecure_app/jwt_config.txt"
let fileURL = URL(fileURLWithPath: filePath)

do {
try token.write(to: fileURL, atomically: true, encoding: .utf8)
print("Token stored successfully.")

} catch {
print("Failed to write token: \(error)")

<> FLUTTER
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import 'dart:io';
import 'package:flutter/material.dart';

void main() {
runApp (MyApp());

class MyApp extends StatelesswWidget {
@override
widget build(BuildContext context) {
return MaterialApp(
home: MyHomePage(),

class MyHomePage extends StatelessWidget {
@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Flutter Insecure Storage'),
)
body: Center (
child: ElevatedButton(
onPressed: () {
// Dummy authentication process
String token = authenticate("username", "password");

// Store token in public storage
storeTokenInPublicStorage(token);
+
child: Text('Login'),

void storeTokenInPublicStorage(String token) {
final directory = Directory('/sdcard/insecure_app/"');
directory.createSync(recursive: true);
final file = File('${directory.path}/jwt_config.txt');
try {
file.writeAsStringSync(token);
print('Token stored successfully.');
} catch (e) {
print('Failed to write token: $e');

RATRIEEHE
RHEE #

Calltofilesystem access methodusing pathfrom externalstorage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:

owasp.sat.agoat.InsecureStorageSbCardActivity$onCreate$l foundat owasp.sat.agoat.InsecureStorageSbCardActivity .Fromsource | java.io.File

android.os.Environment.getExternalStorageDirectory() tosink ' void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

at java.io.FileWriter.<init>()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method = owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {

java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:

Username - );

java.io.File v1_0 = this.S$username;
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kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File vl _4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

RILEIA #2

Calltofilesystem access methodusing pathfrom externalstorage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:

owasp.sat.agoat.InsecureStorageSDCardActivity foundat owasp.sat.agoat.InsecureStoragesDCardActivity .Fromsource java.io.File

android.os.Environment.getExternalStorageDirectory() tosink void java.io.File.<init>(java.lang.String) .Tainttrace:
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java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

thod owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);
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System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {

vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RHEIE #3

Calltofilesystem access methodusing pathfrom externalstorage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:

owasp.sat.agoat . InsecureStorageSbCardActivity$onCreate$l foundat owasp.sat.agoat.InsecureStorageSbDCardActivity .Fromsource | java.io.File

android.os.Environment.getExternalStorageDirectory() tosink ' void java.io.File.<init>(java.lang.String) .Tainttrace:
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java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

thod owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v1l_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

thod owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File vl1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());
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v1l_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

RLEE#4

Calltofilesystem access methodusing path from externalstorage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:

owasp.sat.agoat.InsecureStoragesSbCardActivity foundat ' owasp.sat.agoat.InsecureStorageSDCardActivity .Fromsource @ java.io.File

android.os.Environment.getExternalStorageDirectory() tosink void java.io.File.<init>(java.lang.String) .Tainttrace:

at java.io.File.<init>()

at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

hod owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
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vO_1.append(:

Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
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super.onCreate(p5);

this.setContentView(2131296296);

((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RHBIE#5

Calltofilesystem access methodusing path from externalstorage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:

owasp.sat.agoat . InsecureStorageSDCardActivity$onCreate$l foundat owasp.sat.agoat.InsecureStorageSDCardActivity .Fromsource java.io.File

android.os.Environment.getExternalStorageDirectory() tosink void java.io.File.<init>(java.lang.String) .Tainttrace:

at java.io.File.<init>()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

hod ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1i_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);

HIBR{T & « Ostorlab




vO_1.append(vl_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

RHEIE#6

Calltofilesystemaccess methodusing pathfrom externalstorage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:

owasp.sat.agoat.InsecureStorageSbCardActivity foundat owasp.sat.agoat.InsecureStorageSbDCardActivity .Fromsource | java.io.File

android.os.Environment.getExternalStorageDirectory() tosink ' void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();

kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());

java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
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vO_3.printStackTrace();
}

return;

thod owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_©, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File vl _4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl _10.setWritable(1);
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java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RLEE#7

Calltofilesystem access methodusing path from externalstorage (e.i ' getexternalstorage() )Tainttracedfromnon-reachable component:

owasp.sat.agoat . InsecureStorageSDCardActivity$onCreate$l foundat owasp.sat.agoat.InsecureStorageSDCardActivity .Fromsource

android.os.Environment.getExternalStorageDirectory() tosink ' void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();

kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());

java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
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return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v@_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1 10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method = owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);
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v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

v0O_3.printStackTrace();
}

return;

RLEIE#8

Calltofilesystem access methodusing path from external storage (e.i ' getexternalstorage() )Tainttracedfromnon-reachable component:
owasp.sat.agoat.InsecureStorageSDCardAct ty foundat owasp.sat.agoat.InsecureStorageSbCardActivity .Fromsource @ java.io.File

android.os.Environment.getExternalStorageDirectory() tosink ' void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

at java.io.FileWriter.<init>()

at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1i_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method = owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
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vO_1.append(vl_0.getText().toString());

vO_1.append( Password -);

java.io.File vi_4 = .$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();

kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());

java.io.File v1_10 = java.io.File.createTempFile(users, tmp, java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3.5 = java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText( o $0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
(java.io.IOException v0_3) {

vO_3.printStackTrace();

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

onCreate(android.os.Bundle p5)

.onCreate(p5);
.setContentView(2131296296);
((android.widget.Button) .findviewById(2131165201)).setOnClickListener(((android.view.View$OnClickListener)
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l( , ((android.widget.EditText) .findviewById(2131165369)),
((android.widget.EditText) .findviewById(2131165303)))));

’

}
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K KOTLIN

import android.content.Context

import android.os.Bundle

import android.widget.Button

import android.widget.Toast

import androidx.appcompat.app.AppCompatActivity

import androidx.security.crypto.EncryptedSharedPreferences
import androidx.security.crypto.MasterKeys

import java.io.IOException

class MainActivity : AppCompatActivity() {
private lateinit var encryptedSharedPreferences: SharedPreferences

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
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setContentView(R.layout.activity_main)

// Initialize encrypted shared preferences
initializeEncryptedSharedPreferences()

val loginButton: Button = findViewById(R.id.login_button)
loginButton.setOnClickListener {

// Dummy authentication process

val token = authenticate("username", "password") // authentication logic

// Store token securely in encrypted shared preferences
storeTokenInSharedPreferences(token)

private fun initializeEncryptedSharedPreferences() {
try {
val masterKeyAlias = MasterKeys.getOrCreate(MasterKeys.AES256_GCM_SPEC)
encryptedSharedPreferences = EncryptedSharedPreferences.create(
"secure_preferences",
masterKeyAlias,
applicationContext,
EncryptedSharedPreferences.PrefKeyEncryptionScheme.AES256_SIV,
EncryptedSharedPreferences.PrefValueEncryptionScheme.AES256_GCM
)
} catch (e: IOException) {
e.printStackTrace()

private fun storeTokenInSharedPreferences(token: String) {
encryptedSharedPreferences.edit().putString("jwt_token", token).apply()
Toast.makeText(this, "Token stored securely.", Toast.LENGTH_SHORT).show()

3 SWIFT

import UIKit
import Security

class ViewController: UIViewController {

override func viewDidLoad() {
super.viewDidLoad ()
// Do any additional setup after loading the view.

let loginButton = UIButton(type: .system)

loginButton.setTitle("Login", for: .normal)

loginButton.addTarget(self, action: #selector(loginButtonTapped), for: .touchUpInside)
view.addSubview(loginButton)

loginButton.translatesAutoresizingMaskIntoConstraints = false
loginButton.centerXAnchor.constraint(equalTo: view.centerXAnchor).isActive
loginButton.centerYAnchor.constraint(equalTo: view.centerYAnchor).isActive

@objc func loginButtonTapped() {
// Dummy authentication process
let token = authenticate(username: "username", password: "password")

// Store token securely in Keychain
storeTokenInKeychain(token: token)

private func storeTokenInKeychain(token: String) {
let keychainQuery: [String: Any] = [
kSecClass as String: kSecClassGenericPassword,
kSecAttrAccount as String: "jwtToken",
kSecvalueData as String: token.data(using: .utf8)!,
kSecAttrAccessible as String: kSecAttrAccessibleWhenUnlockedThisDeviceOnly

let status = SecItemAdd(keychainQuery as CFDictionary, nil)
if status == errSecSuccess {

print("Token stored securely in Keychain.")
} else {

print("Failed to store token in Keychain: \(status)")
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}
}
<> FLUTTER

import 'package:flutter/material.dart';
import 'package:flutter_secure_storage/flutter_secure_storage.dart';

void main() {
runApp(MyApp()) ;

class MyApp extends StatelessWidget {
@override
Widget build(BuildContext context) {
return MaterialApp(
home: MyHomePage(),

class MyHomePage extends StatelessWidget {
final storage = FlutterSecureStorage();

@override
widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Flutter Secure Storage Example'),
)
body: Center(
child: ElevatedButton(
onPressed: () async {
// Dummy authentication process
String token = await authenticate('"username", "password");

// Store token securely
await storeTokenInSecureStorage(token);

i
child: Text('Login'),

Future<void> storeTokenInSecureStorage(String token) async {
await storage.write(key: 'jwtToken', value: token);
print('Token stored securely.');
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CWE-359: Exposure of Private Information ("Privacy Violation"
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CWE-200: Information Exposure
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The ' allowBackup attributeissetto true

xmlns:android="http://schemas.android.com/apk/res/android" android:theme="@7FOC0O005" android:label="@7FOBO0O36"

android:icon="@7FOAGO00" androi ebuggable="true" android:allowBackup="true" android:supportsRtl="true"
android:networkSecurityConfig="@7FOEQOOO" android:roundIcon="@7F0AG002">

HEEE

TTUDIZTTARTZ7AILT android:allowBackup BMZHREL. NvIT7 v TOBR/ENETIDEZET, T 74/ MEIZtrue TIH. EREBREICT S
B, UTFICRTESICT IV Tr—23>DI=ZT T AMIBETRHICKRET D H#HRELE T,
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CVSSR U 4 — i

CVSSV3RI A — CVSS:3.0/AV:P/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N
WEARY ML ExvbT—oN) | R BER | 2O-ALQ0
WEOEHS: x &)

BEBHER: 1 None(N) || ¢ fE()  [ECR=AC)

a1—-4—@E5:

Z2a-7:

R @ {E(L) || = None(N)
LM vEH |2 ED
AT MEH | 4EQ

* Random Musings onthe M Developer Preview: the Ugly (Part Two)

e DRD22.Donotcache sensitive information
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User controlled parameterisusedcalla sink method. Taint traced from non-reachable component:  owasp.sat.agoat.AccessControlIssuelActivity foundat

owasp.sat.agoat.AccessControlIssuelAct ty .Fromparameter o tosink android.content.SharedPreferences

owasp.sat.agoat.AccessControlIssuelActivity.getSharedPreferences(java.lang.String, int)  .Tainttrace:

owasp. .agoat.AccessControlIssuelActivity.getSharedPreferences()
owasp. .agoat.AccessControlIssuelActivity.createPIN()

owasp. .agoat.AccessControlIssuelActivity$onCreate$l.onClick()
owasp. .agoat.AccessControlIssuelActivity.onCreate()

owasp. .agoat.AccessControlIssuelActivity$onCreate$l.<init>()
owasp. .agoat.AccessControlIssuelActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

Method owasp.sat.agoat.AccessControlIssuelActivity.createPIN()

public final boolean createPIN(String p5)

{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p5, pinvalue);
android.content.SharedPreferences$Editor vi_1 = this.getSharedPreferences(pinDetails, 0).edit();
vl_1.putBoolean(pinSet, 1);
vl_1.putString(pin, this.hashPIN(p5));
return vi_1.commit();

Method ' owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick()

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165335));
android.widget.Toast vi1_9 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
if (!'vl_9.createPIN(vO_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN not created), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN created. Please Login), 1).show();
this.this$0.verifyPINView();
}

return;

Method owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$1(this)));
} else {
this.verifyPINView();
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return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.<init>()

AccessControlIssuelActivity$onCreate$l(owasp.sat.agoat.AccessControlIssuelActivity pl)
{
this.this$e = p1;

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!'this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$1(this)));
} else {
this.verifyPINView();
}

return;

Method = android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((v0.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);
return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l(this)));
} else {
this.verifyPINView();
}

return;

TRILEIR #2
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User controlled parameterisusedcalla sink method. Taint traced from non-reachable component: = owasp.sat.agoat.AccessControlIssuelActivity foundat
owasp.sat.agoat .AccessControlIssuelActivity .Fromparameter © tosink | void

owasp.sat.agoat.AccessControlIssuelAct ty.startActivity(android.content.Intent) .Tainttrace:

owasp.sat.agoat.AccessControlIssuelActivity.startActivity()
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.onClick()
owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView()
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.<init>()
owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView()
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick()
owasp.sat.agoat.AccessControlIssuelActivity.onCreate()
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.<init>()
owasp.sat.agoat.AccessControlIssuelActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

Method ' owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1.onClick()

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165305));
android.widget.Toast v1_10 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(ve_2, pinvValue);
if (!v1_10.isPinCorrect(v0_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));

3

return;

Method owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView()

public final void verifyPINView()
{
this.setContentView(2131296285);
((android.widget.Button) this.findViewById(2131165371)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1(this)));

return;

thod ' owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.<init>()

AccessControlIssuelActivity$verifyPINView$l(owasp.sat.agoat.AccessControlIssuelActivity p1)
{
this.this$0 = p1;

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView()

public final void verifyPINView()
{
this.setContentView(2131296285);
((android.widget.Button) this.findViewById(2131165371)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1(this)));

return;
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Method ' owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick()

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165335));
android.widget.Toast v1_ 9 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(ve_2, pinValue);
if (!'vl_9.createPIN(vO_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN not created), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN created. Please Login), 1).show();
this.this$0.verifyPINView();
}

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l(this)));
} else {
this.verifyPINView();
}

return;

Method owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.<init>()

AccessControlIssuelActivity$onCreate$l(owasp.sat.agoat.AccessControlIssuelActivity pi)
{
this.this$e = p1;

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l(this)));
} else {
this.verifyPINView();
}

return;

Method ' android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((ve.applyDayNight()) && (this.mThemeId != 0)) {
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if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeld);

} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findviewById(2131165334)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$1(this)));
} else {
this.verifyPINView();
}

return;

RHEIE#3

User controlled parameteris used calla sink method. Taint traced from non-reachable component:  owasp.sat.agoat.AccessControlIssuelActivity foundat
owasp.sat.agoat .AccessControlIssuelActivity .Fromparameter © tosink | void

owasp.sat.agoat .AccessControlIssuelActivity.startActivity(android.content.Intent) .Tainttrace:

owasp.sat.agoat.AccessControlIssuelActivity.startActivity()
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.onClick()
android.content.Intent.<init>()
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1l.onClick()
owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView()
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.<init>()
owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView()
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick()
owasp.sat.agoat.AccessControlIssuelActivity.onCreate()
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.<init>()
owasp.sat.agoat.AccessControlIssuelActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

thod owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.onClick()

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findviewById(2131165305));
android.widget.Toast v1_10 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
if (!v1_10.isPinCorrect(v0_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));

}

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity$verifyPINViews$l.onClick()

public final void onClick(android.view.View p5)
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android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findviewById(2131165305));
android.widget.Toast v1_10 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
if (!v1_10.isPinCorrect(v0_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));
}

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView()

public final void verifyPINView()
{
this.setContentView(2131296285);
((android.widget.Button) this.findViewById(2131165371)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1(this)));
return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.<init>()

AccessControlIssuelActivity$verifyPINView$l(owasp.sat.agoat.AccessControlIssuelActivity p1)
{
this.this$e = p1;

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView()

public final void verifyPINView()
{
this.setContentView(2131296285);
((android.widget.Button) this.findviewById(2131165371)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1(this)));
return;

Method owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick()

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165335));
android.widget.Toast v1_ 9 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
if (!'vl_9.createPIN(vO_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN not created), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN created. Please Login), 1)
this.this$0.verifyPINView();
}

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()
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protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findviewById(2131165334)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l(this)));
} else {
this.verifyPINView();
}

return;

Method owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.<init>()

AccessControlIssuelActivity$onCreate$l(owasp.sat.agoat.AccessControlIssuelActivity pi)
{
this.this$e = p1;

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findviewById(2131165334)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$i(this)));
} else {
this.verifyPINView();
}

return;

Method ' android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
vO.installVviewFactory();
vO.onCreate(p5);
if ((ve.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeld,

}
super.onCreate(p5);

return;

Method owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener(((android.view.View$0OnClickListener) new
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owasp.sat.agoat.AccessControlIssuelActivity$onCreate$i(this)));
} else {
this.verifyPINView();
}

return;

RHEE#4

Inputsourceisusedto call sink method Taint traced from non-reachable component:  owasp.sat.agoat.InsecureStorageSDCardActivity foundat
owasp.sat.agoat.InsecureStoragesbDCardActivity .Fromsource java.io.File android.os.Environment.getExternalStorageDirectory() tosink | void

java.io.File.<init>(java.lang.String) | .Tainttrace:

java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
io.IOException vO_1 = new StringBuilder();
append( This data is stored in SdCard on );
append(new java.util.Date());
append( :
Username -

io.File v1_0 = this.$username;
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kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File vl _4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

thod owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
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((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

BRLBEIR#5

Input source isusedto call sink method Taint traced from non-reachable component: ' owasp.sat.agoat . InsecureStorageSDCardActivity$onCreate$l foundat
owasp.sat.agoat.InsecureStorageSbCardActivity .Fromsource java.io.File android.os.Environment.getExternalStorageDirectory() tosink | void

java.io.File.<init>(java.lang.String) | .Tainttrace:

java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
v0O_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
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vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

BRLEIE#6

Input source isusedto call sink method Taint traced from non-reachable component: ' owasp.sat.agoat.InsecureStoragesbDCardActivity foundat

owasp.sat.agoat.InsecureStorageSbCardActivity .Fromsource ' java.io.File android.os.Environment.getExternalStorageDirectory() tosink

java.io.File.<init>(java.lang.String) .Tainttrace:

at java.io.File.<init>()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
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at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)

{

try {

Username -

java.io.IOException vO_1 = new StringBuilder();

vO_1.append( This data is stored in SdCard on );

vO_1.append(new java.util.Date());

vO_1.append(:

)i

java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();

} catch (java.io.IOException vO_3) {

}

vO_3.printStackTrace();

return;

thod owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)

{

try {

Username -
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java.io.IOException v0_1 = new StringBuilder();

vO_1.append( This data is stored in SdCard on );

vO_1.append(new java.util.Date());

vO_1.append(:

)i

java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vi_0, username);
vO_1.append(v1i_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();
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android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$i(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RLEIE#7

Input source isusedto call sink method Tainttraced from non-reachable component: ' owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$1 foundat

owasp.sat.agoat.InsecureStorageSbCardActivity .Fromsource = java.io.File android.os.Environment.getExternalStorageDirectory() tosink | void

java.io.File.<init>(java.lang.String) .Tainttrace:

at java.io.File.<init>()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

HIBR{T & « Ostorlab




thod owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

BRLER#8

Input source isusedto call sink method Tainttraced from non-reachable component: ' owasp.sat.agoat . InsecureStoragesDCardActivity foundat
owasp.sat.agoat.InsecureStoragesbDCardActivity .Fromsource java.io.File android.os.Environment.getExternalStorageDirectory() tosink | void

java.io.Filewriter.<init>(java.io.File) .Tainttrac

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

thod owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
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android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();

} catch (java.io.IOException vO_3) {

}

vO_3.printStackTrace();

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)

{

try {

Username -

java.io.IOException vO_1 = new StringBuilder();

vO_1.append( This data is stored in SdCard on );

vO_1.append(new java.util.Date());

vO_1.append(:

)i

java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vi_4.getText().toString());

vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();

} catch (java.io.IOException vO_3) {

}

vO_3.printStackTrace();

return;

thod owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)

{

try {

Username -
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java.io.IOException vO_1 = new StringBuilder();

vO_1.append( This data is stored in SdCard on );

vO_1.append(new java.util.Date());

vO_1.append(:

)i

java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1i_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
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kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$i(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RILBEIE#9

Input source isusedto call sink method Tainttraced from non-reachable component: ' owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$1 foundat
owasp.sat.agoat.InsecureStorageSbCardActivity .Fromsource java.io.File android.os.Environment.getExternalStorageDirectory() tosink | void

java.io.FileWriter.<init>(java.io.File)  .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
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java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File vl1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
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vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

RILEIE #10

User controlled parameterisusedcalla sink method. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageSbCardActivity foundat

owasp.sat.agoat.InsecureStorageSbCardActivity .Fromparameter o tosink void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.write()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();

kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());

java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();

HIBR{T & « Ostorlab ~R—0:163/189




return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v@_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1 10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);
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v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

v0O_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1i_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findvViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

thod owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.<init>()

InsecureStorageSDCardActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSDCardActivity p1, android.widget.EditText p2
android.widget.EditText p3)
{
this.this$0 = p1;
this.$username = p2;
this.$password = p3;

return;
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Method owasp.sat.agoat.InsecureStoragesDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RHEEH#N

Input source isusedto call sink method Tainttraced from non-reachable component: ' owasp.sat.agoat.InsecureStoragesSDCardActivity foundat

owasp.sat.agoat.InsecureStoragesSbCardActivity .Fromsource java.io.File android.os.Environment.getExternalStorageDirectory() tosink | void

java.io.FileWriter.<init>(java.io.File) .Tainttra

at java.io.FileWriter.<init>()

at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

hod owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File vl _4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);
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vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {

vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File vl _4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RHEE #12

Input source isusedto call sink method Taint traced from non-reachable component: ' owasp.sat.agoat . InsecureStorageSDCardActivity$onCreate$1 foundat
owasp.sat.agoat.InsecureStorageSbDCardActivity .Fromsource java.io.File android.os.Environment.getExternalStorageDirectory() tosink | void

java.io.FileWriter.<init>(java.io.File) .Tainttrace:
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at java.io.FileWriter.<init>()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl _10.setWritable(1);
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java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

RHFIE 413

rcontrolled parameteris used calla sink method. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageTempActivity foundat

owasp.sat.agoat.InsecureStorageTempActivity .Fromparameter @ tosink ' void java.io.Filewriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
java.io.FileWriter.write()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp. .agoat.InsecureStorageTempActivity.onCreate()

owasp. .agoat.InsecureStorageTempActivity$onCreate$l.<init>()
owasp. .agoat.InsecureStorageTempActivity.onCreate()

owasp. .agoat.InsecureStorageTempActivity.onCreate()

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$i.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1)
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1l.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4 . append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1)
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
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v4_1.append(username is );

String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());

v4_1.append(

v3_1l.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4.append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception vO_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity$onCreate$i.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1l.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4 . append(

v3_1.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {
android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(
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v3_1.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4.append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception vO_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296300);
((android.widget.Button) this.findViewById(2131165210)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findviewById(2131165303)))));

return;

hod | owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.<init>()

InsecureStorageTempActivity$onCreate$l(owasp.sat.agoat.InsecureStorageTempActivity p1, android.widget.EditText p2, android.widget.EditText
p3)

this.this$0 = p1;
this.$username = p2;
this.$password = p3;

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296300);
((android.widget.Button) this.findViewById(2131165210)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296300);

((android.widget.Button) this.findViewById(2131165210)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;
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BRHEE#14

User controlled parameteris used call a sink method. Taint traced from non-reachable component:
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity foundat owasp.sat.agoat.InputvalidationsOSCMDInjectionMain2Activity .From parameter

0 tosink void java.io.InputStreamReader.<init>(java.io.InputStream) .Tainttrace:

java.io.InputStreamReader.<init>()
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()
java.io.InputStreamReader.<init>()
owasp.sat.agoat.InputvValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()
owasp.sat.agoat.InputvValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.<init>()
owasp. .agoat.InputvValidationsOSCMDInjectionMain2Activity.onCreate()
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

Method owasp.sat.agoat.InputvalidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi1_4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 4, ip);
vO_1.append(vl_4.getText().toString());
String v0_2 = vO_1.toString();
StringBuffer vl 2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3, reader.readLine());
} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi1_2.toString()));
return;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi1_2.toString()));
return;

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$1.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi_ 4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 4, ip);
vO_1.append(vl_4.getText().toString());
String v0_2 = vO_1.toString();
StringBuffer vi1_2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
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String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3, reader.readLine());
} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));
?'F,‘TIH’H;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi1_2.toString()));
return;

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi_4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 4, ip);
vO_1.append(vl_4.getText().toString());
String vO_2 = vO_1.toString();
StringBuffer vi1_2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_3, reader.readLine());
} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));
?'&‘tlH’H;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi1_2.toString()));
return;

Method owasp.sat.agoat.InputValidationsOSCMDINnjectionMain2Activity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi_ 4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_4, ip);
vO_1.append(vl_4.getText().toString());
String vO_2 = vO_1.toString();
StringBuffer vl 2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
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kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_3, reader.readLine());
} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi_2.toString()));
return;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));

return;

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296292);

((android.widget.Button) this.findViewById(2131165317)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;

Method owasp.sat.agoat.InputvalidationsOSCMDInjectionMain2Activity$onCreate$l.<init>()

InputValidationsOSCMDInjectionMain2Activity$onCreate$l(android.widget.EditText pl, android.widget.TextView p2)
{

this.$ip = p1;

this.$result = p2;

return;

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296292);
((android.widget.Button) this.findviewById(2131165317)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296292);
((android.widget.Button) this.findViewById(2131165317)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;
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BRHEE#15

User controlled parameteris used call a sink method. Taint traced from non-reachable component:

owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity = foundat owasp.sat.agoat.InputValidationsOSCMDINnjectionMain2Activity

0 tosink void java.io.InputStreamReader.<init>(java.io.InputStream)

java.io.InputStreamReader.<init>()

owasp.sat.agoat.
.agoat.

.agoat.

owasp.
owasp.
owasp. .agoat.

owasp. .agoat.

InputValidationsOSCMDInjectionMain2Activity$onCreate$l.
InputValidationsOSCMDInjectionMain2Activity$onCreate$l.

InputValidationsOSCMDInjectionMain2Activity$onCreate$l
InputValidationsOSCMDInjectionMain2Activity.onCreate()

InputValidationsOSCMDInjectionMain2Activity$onCreate$l.

.Tainttrace:

onClick()
onClick()

.onClick()

<init>()

.From parameter

owasp.
owasp.

.agoat.
.agoat.

InputValidationsOSCMDInjectionMain2Activity.onCreate()
InputValidationsOSCMDInjectionMain2Activity.onCreate()

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$1.onClick()

public final void onClick(android.view.View p8)
{

String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi_ 4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 4,
vO_1.append(vl_4.getText().toString());
vO_1.toString();

StringBuffer vi1_ 2 = new StringBuffer();
try {

android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));

v2_1.waitFor();

ip);

String vO_2 =

String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3,
} catch (android.widget.TextView v2_2) {

v2_2.printStackTrace();

reader.readLine());

android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3,
v2_3.setText(((CharSequence) vi_2.toString()));

return;

result);

}
while (v4_3 != null) {

String v5_3 = new StringBuilder();

v5_3.append(v4_3);

v5_3.append(n);

v1_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3
v2_3.setText(((CharSequence) vi1_2.toString()));

return;

result);

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$i.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi_ 4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 4, ip);
vO_1.append(vl_4.getText().toString());
String vO_2 = vO_1.toString();
StringBuffer vi 2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3, reader.readLine());
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} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi_2.toString()));
return;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
v1_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi1_2.toString()));
return;

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi_ 4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_4, ip);
vO_1.append(vl_4.getText().toString());
String vO_2 = vO_1.toString();
StringBuffer vi 2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_3, reader.readLine());
} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));
H:‘tLH'H;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));

return;

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296292);
((android.widget.Button) this.findViewById(2131165317)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;

Method owasp.sat.agoat.InputvalidationsOSCMDInjectionMain2Activity$onCreate$l.<init>()
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InputValidationsOSCMDInjectionMain2Activity$onCreate$l(android.widget.EditText pl, android.widget.TextView p2)
{

.$ip = p1;
.$result = p2;

’

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

onCreate(android.os.Bundle p5)

.onCreate(p5);
.setContentView(2131296292);
((android.widget.Button) .findViewById(2131165317)).setOnClickListener(((android.view.View$0OnClickListener)
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) .findviewById(2131165279)),
((android.widget.TextView) .findviewById(2131165311)))));

’

}

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

onCreate(android.os.Bundle p5)

.onCreate(p5);
.setContentView(2131296292);
((android.widget.Button) .findviewById(2131165317)).setOnClickListener(((android.view.View$OnClickListener)

owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) .findviewById(2131165279)),
((android.widget.TextView) .findViewById(2131165311)))));

’
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Service exported without permissions.

xmlns:android="http://schemas.android.com/apk/res/android" android:name="o p.sat.agoat.DownloadInvoiceService"

android:enabled="true" android:exported="true"/>

HEEE

service |[EAEBAVR—F Y ML TEBDAY v RERBETEFE T, checkPermission XV vw REFALT. EXVYRIFLTERON—ZI v av%EE
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Ffes YZTTREMD  <service> ZTTN—Iv>ar z@ATEET. T—EXZRBELT7I/ LR ZHIRT B EHREETT,

<> XML

android:name="co.ostorlab.custom_permission" android:label="custom_permission"

android:protectionLevel="dangerous"></

android:name="co.ostorlab.custom_service" android:permission="co.ostorlab.custom_permission">

android:name="co.ostorlab.ACTION"/>

H—E XiE. @ERDIPCHEUE LDRER#FEITI BHIIC checkcallingPermission XV w RZEMHFUHTIE T, FOFUVHELICHLTN—S v g % @ETEE
ER

CVSSR ¥ 4 —F¥i
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BEOmS: B

WEIER: 1 Nore(N) | ¢ EL  EEAG)
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HWEM: @ & H) ® None(N)

et ¥ & (H) @ None(N)

SEER

* Service (Android Developer Documentation)

o CWE-280:ImproperHandling of Insufficient Permissions or Privileges

* Security Decisions Via Untrusted Inputs (OWASP Mobile Top 10)

azn URLIZ(E

TIVT—2ayRAYTUVEREY B OHICERTAURLDNKEE ICHEINEG . VT Y ORENTRERD, BEI— FORTPHEBEBFROGRICES
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DART

import 'package:flutter/material.dart';
import 'package:http/http.dart' as http;

class MainActivity extends Statefulwidget {
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final String url;

MainActivity({required this.url});

@override
_MainActivityState createState() => _MainActivityState();

class _MainActivityState extends State<MainActivity> {
String? content;

@override

void initState() {
super.initState();
fetchContent(widget.url);

Future<void> fetchContent(String url) async {

try {
final response = await http.get(Uri.parse(url));

if (response.statusCode == 200) {
setState(() {
content = response.body;
1)
// TODO: Process the fetched content here
} else {
// Handle error response
}
} catch (e) {
// Handle network or API call error

@override
widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Fetching URL Content'),
)
body: Center(
child: content != null
? Text(content!)

: CircularProgressIndicator(),

3 SWIFT

import UIKit

class AppDelegate: UIResponder, UIApplicationDelegate {
var window: UIWindow?
func application(_ application: UIApplication, didFinishLaunchingwWithOptions launchOptions: [UIApplication.LaunchOptionsKey: Any]?) -> Bool

// Handle deep link URL if the app was launched from a URL

if let url = launchOptions?[.url] as? URL {
handleDeepLink(url)

}

return true

func application(_ application: UIApplication, open url: URL, options: [UIApplication.OpenURLOptionsKey : Any] = [:]) -> Bool {
// Handle deep link URL when the app is already running
handleDeepLink(url)
return true

private func handleDeepLink(_ url: URL) {
// Check if the URL scheme is "ostorlab"
if url.scheme == "ostorlab" {
// Extract the URL from the deep link
if let deepLinkURL = URL(string: url.absoluteString.replacingOccurrences(of: "ostorlab://", with: "")) {
// Fetch the content from the provided URL
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fetchContent (deepLinkURL)

private func fetchContent(_ url: URL) {
URLSession.shared.dataTask(with: url) { (data, response, error) in

if let error = error {
print("Error fetching content: \(error.localizedDescription)")
return

}

if let data = data, let content = String(data: data, encoding: .utf8) {
// Process the fetched content here
print("Fetched content: \(content)")

}

}.resume()

K KOTLIN

import android.content.Intent

import android.net.Uri

import android.os.Bundle

import androidx.appcompat.app.AppCompatActivity
import kotlinx.coroutines.Dispatchers
import kotlinx.coroutines.GlobalScope
import kotlinx.coroutines.launch
import java.io.BufferedReader

import java.io.InputStreamReader
import java.net.HttpURLConnection
import java.net.URL

class MainActivity : AppCompatActivity() {
override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)

setContentView(R.layout.activity _main)

// Get the URL from the intent
val intent: Intent = intent
val url: String? = intent.getStringExtra("url")

if (url !'= null) {
// Fetch the content from the provided URL
GlobalScope.launch(Dispatchers.I0) {
val content: String? = fetchContent(url)
// Process the fetched content as needed
if (content != null) {
// TODO: Process the fetched content here

private fun fetchContent(urlString: String): String? {
var connection: HttpURLConnection? = null
reader: BufferedReader? = null

{

val url = URL(urlString)

connection = url.openConnection() as HttpURLConnection
connection.requestMethod = "GET"

// Check if the response code is successful

if (connection.responseCode == HttpURLConnection.HTTP_OK) {
reader = BufferedReader (InputStreamReader (connection.inputStream))
val response = StringBuilder()
var line: String?

// Read the response line by line
while (reader.readLine().also { line = it } != null) {
response.append(line)

return response.toString()
}
} catch (e: Exception) {
e.printStackTrace()
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} finally {
// Close the connection and reader
connection?.disconnect()
reader?.close()

return null

KB
BRHFE#

The parameteratposition: © ofthemethod loadurl intheclass webview iscontrolledby anattackerandcanbe usedtoretrieve maliciouscont
tracedfrom non-reachable component: = owasp.sat.agoat.InputvValidationswebViewURLActivity .The TaintElementiscomingfrom:Class

InputValidationsWebViewURLActivity Method onCreate Position © Signature (Landroid/os/Bundle;)v .Calltrace:

at android.webkit.WebView.loadUrl

at owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.onClick
at owasp.sat.agoat.InputValidationswebViewURLActivity.onCreate

at owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.<init>
at owasp.sat.agoat.InputValidationswebViewURLActivity.onCreate

at owasp.sat.agoat.InputValidationswWebViewURLActivity.onCreate

at  android.webkit.webView.loadUrl

to extract source code.

at  owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.onClick

public final void onClick(android.view.View p4)

{
android.webkit.WebSettings v0_1 = this.$webviewll.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(ve_1, webSettings1);
vO_1.setJavaScriptEnabled(1);
String v1_4 = this.$url;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 4, url);
this.$webviewll.loadUrl(vl_4.getText().toString());

return;

at  owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webview v1_2 = this.findViewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, findViewById(R.id.webviewl));
vO_3.setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationswWebViewURLActivity$onCreate$1(((android.webkit.webView) v1_2), ((android.widget.TextView)
this.findViewById(2131165367)))));
return;

at owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.<init>

InputValidationsWebViewURLActivity$onCreate$l(android.webkit.webView p1, android.widget.TextView p2)
{

this.$webviewll = p1;

this.$url = p2;

return;
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at  owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)

{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webView v1_2 = this.findViewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, findViewById(R.id.webviewl));
vO_3.setOnClickListener (((android.view.View$0nClickListener) new

owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l(((android.webkit.webView) vi1_2), ((android.widget.TextView)
this.findviewById(2131165367)))));

return;

at owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)

{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webview v1_2 = this.findviewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 2, findViewById(R.id.webviewl));
vO_3.setOnClickListener (((android.view.View$OnClickListener) new

owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$1(((android.webkit.wWebView) v1_2), ((android.widget.TextView)
this.findviewById(2131165367)))));

return;

BRLEE#2

The parameteratposition: @ of themethod ' loadurl intheclass webview iscontrolledby anattackerandcanbe usedtoretrieve maliciouscont
tracedfrom non-reachable component: ' owasp.sat.agoat.InputValidationswebViewURLActivity .The TaintElementiscomingfrom:Class

InputValidationsWebViewURLActivity =Method onCreate Position @ Signature | (Landroid/os/Bundle;)Vv .Calltrace:

at android.webkit.WebView.loadUrl

at owasp. .agoat.InputvalidationsWebViewURLActivity$onCreate$l.onClick
at owasp. .agoat.InputValidationswWebViewURLActivity$onCreate$l.onClick
at owasp. .agoat.InputValidationswebViewURLActivity.onCreate

at owasp. .agoat.InputValidationsWebViewURLActivity$onCreate$l.<init>
at owasp. .agoat.InputvalidationsWebViewURLActivity.onCreate

at owasp. .agoat.InputvalidationsWebViewURLActivity.onCreate

at  android.webkit.webView.loadUrl

Unable to extract source code.

at  owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.onClick

public final void onClick(android.view.View p4)

{
android.webkit.webSettings vO_1 = this.$webviewll.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_1, webSettingsl);
vO_1.setJavaScriptEnabled(1);
String vl 4 = this.$url;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 4, url);
this.$webviewll.loadUrl(vl_4.getText().toString());
return;

at  owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.onClick

public final void onClick(android.view.View p4)

{
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android.webkit.webSettings vO_1 = this.$webviewll.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(veO_1, webSettings1);
vO_1.setJavaScriptEnabled(1)

String vi 4 = this.$url;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 4, url);
this.$webviewll.loadUrl(vl_4.getText().toString());

return;

at owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webView v1_2 = this.findViewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_2, findViewById(R.id.webviewl));
v0O_3.setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l(((android.webkit.wWebView) vi1_2), ((android.widget.TextView)
this.findviewById(2131165367)))));

return;

at  owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.<init>

InputValidationsWebViewURLActivity$onCreate$l(android.webkit.WebView p1, android.widget.TextView p2)
{

this.$webviewll = p1;

this.$url = p2;

return;

at owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webview v1_2 = this.findViewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, findViewById(R.id.webviewl));
vO_3.setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$1(((android.webkit.webView) vi1_2), ((android.widget.TextView)
this.findviewById(2131165367)))));

return;

at owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webview v1_2 = this.findviewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 2, findViewById(R.id.webviewl));
v0O_3.setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l(((android.webkit.wWebView) vi1_2), ((android.widget.TextView)
this.findviewById(2131165367)))));

return;
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DART

import 'package:flutter/material.dart';
import 'package:http/http.dart' as http;

class MainActivity extends Statefulwidget {
final String url;
final List<String> allowedDomains;

MainActivity({required this.url, required this.allowedDomains});

@override
_MainActivityState createState() => _MainActivityState();

class _MainActivityState extends State<MainActivity> {

String? content;

@override
void initState() {
super.initState();
if (isDomainAllowed(widget.url)) {
fetchContent(widget.url)
} else {
// Handle unauthorized domain
// TODO: Implement appropriate action for unauthorized domain

bool isDomainAllowed(String urlString) {
Uri uri = Uri.parse(urlString);
String domain = uri.host ?? '';
return widget.allowedDomains.contains(domain);

Future<void> fetchContent(String url) async {

try {
final response = await http.get(Uri.parse(url));

if (response.statusCode == 200) {
setState(() {
content = response.body;
1)
// TODO: Process the fetched content here
} else {
// Handle error response
}
} catch (e) {
// Handle network or API call error

@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Fetching URL Content'),
)
body: Center (
child: content != null
? Text(content!)
: CircularProgressIndicator(),
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3N SWIFT

import UIKit
class AppDelegate: UIResponder, UIApplicationDelegate {

var window: UIWindow?
let allowedDomains = ["example.com", "trusteddomain.com"] // Add your trusted domain names here

func application(_ application: UIApplication, didFinishLaunchingwithOptions launchOptions: [UIApplication.LaunchOptionsKey: Any]?) -> Bool

// Handle deep link URL if the app was launched from a URL

if let url = launchOptions?[.url] as? URL {
handleDeepLink(url)

}

return true

func application(_ application: UIApplication, open url: URL, options: [UIApplication.OpenURLOptionsKey : Any] = [:]) -> Bool {
// Handle deep link URL when the app is already running
handleDeepLink(url)
return true

private func handleDeepLink(_ url: URL) {
// Check if the URL scheme is "ostorlab"
if url.scheme == "ostorlab" {
// Extract the URL from the deep link
if let deepLinkURL = URL(string: url.absoluteString.replacingOccurrences(of: "ostorlab://", with: "")) {
// Verify the domain name against the whitelist
if isDomainAllowed(deepLinkURL) {
// Fetch the content from the provided URL
fetchContent (deepLinkURL)
} else {
// Handle unauthorized domain
// TODO: Implement appropriate action for unauthorized domain

private func isDomainAllowed(_ url: URL) -> Bool {
guard let host = url.host else {
return false

}

return allowedDomains.contains(host)

private func fetchContent(_ url: URL) {
URLSession.shared.dataTask(with: url) { (data, response, error) in

if let error = error {
print("Error fetching content: \(error.localizedDescription)")
return

}

if let data = data, let content = String(data: data, encoding: .utf8) {
// Process the fetched content here
print("Fetched content: \(content)")

}

}.resume()

K KOTLIN

import android.content.Intent

import android.net.Uri

import android.os.Bundle

import androidx.appcompat.app.AppCompatActivity
import kotlinx.coroutines.Dispatchers

import kotlinx.coroutines.GlobalScope

import kotlinx.coroutines.launch

import java.io.BufferedReader

import java.io.InputStreamReader

import java.net.HttpURLConnection

import java.net.URL
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class MainActivity : AppCompatActivity() {
private val allowedDomains = listOf("example.com", "trusteddomain.com") // Add your trusted domain names here

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity_main)

// Get the URL from the intent
val intent: Intent = intent
val url: String? = intent.getStringExtra("url")

if (url !'= null) {
// Verify the domain name against the whitelist
if (isDomainAllowed(url)) {
// Fetch the content from the provided URL
GlobalScope.launch(Dispatchers.I0) {
val content: String? = fetchContent(url)
// Process the fetched content as needed
if (content != null) {
// TODO: Process the fetched content here

}
} else {
// Handle unauthorized domain
// TODO: Implement appropriate action for unauthorized domain

private fun isDomainAllowed(urlString: String): Boolean {
val url = URL(urlString)
val domain = url.host
return allowedDomains.contains(domain)

private fun fetchContent(urlString: String): String? {
var connection: HttpURLConnection? = null
var reader: BufferedReader? = null

try {
val url = URL(urlString)
connection = url.openConnection() as HttpURLConnection
connection.requestMethod = "GET"

// Check if the response code is successful

if (connection.responseCode == HttpURLConnection.HTTP_OK) {
reader = BufferedReader (InputStreamReader (connection.inputStream))
val response = StringBuilder()
var line: String?

// Read the response line by line
while (reader.readLine().also { line = it } !'= null) {
response.append(line)

return response.toString()

}

} catch (e: Exception) {
e.printStackTrace()

} finally {
// Close the connection and reader
connection?.disconnect()
reader?.close()

return null

FREBFRY b7 —UBHRE

CVSSv3:9.1

TIVT—=2avilxy b7 —0tXaU T BEMEESNTE ST FLBRETRVRENMEAINTLET,

Android Network Security Configuration (&, 77U —>3>0Oxy hT—0tFa )T 2EEMICKET BHET
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Android Network Security Configuration B RE&XE. F7IldRETHRWA TNTWVWRBA. 7TV —o 3 VIEMITMIRE|ICH L THESS E R B RIREIEA B D &
ER

R ATRYEFHH

RHEE #

res/xml/network_security config.xml :The base-config authorizescleartexttraffic.
i B
Android Network Security Configuration (&, 77 7r—>3>0%y b 7—0€F a2 )71 2ESHICERET 2ODXMLT 71 ILTT,

77— 3 > AD Network Security Configuration M3&10

-7 7UDres/xml T4 LT FJICFRXML 7 71 IL%EERR L £9  network_security_config.xml 7, BYIR T 7AINEE[FTET, 2-tFa) T EBREE
HLET, BEERPUIUATESRL T TV, 3-BREIY=Z 7 A MIBERLET :

<[> XML

android:networkSecurityConfig="@xml/network_security_config"
<!-- Other attributes -->
>

Network Security Configuration Ml
o FTNYIERREZYR—bTZHIXRZLREFE (CA)

<[> XML

<?xml version="1.0" encoding="utf-8"?>

=

src="@raw/debug_cas"/>

FXBEDEEHBEMNL

<?xml version="1.0" encoding="utf-8"?>
>
cleartextTrafficPermitted="false">

includeSubdomains="true">secure.example.com</

<?xml version="1.0" encoding="utf-8"?>
>
>
includeSubdomains="true">example.com</
expiration="2018-01-01">
digest="SHA-256">7HIpactkIAq2Y490rFO0QKurwxmmSFZhBCoQYcRhJ3Y=</ >

digest="SHA-256">fwza®LRMXouZHRC8Ei+4PyuldPDcf3UKg0/04cDM10E=</ >

>
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* Network Security Configuration (Android developer)

M=Z 7Ny JE— ROEHTT
CVSSv3:5.4

TIVT—=2 3 ET Ny T E—RFBIBEHERETIVNAAMILTATOET,

AndroidManifestiCE&Fz S5  Application O  android:debuggable BHix. 7TV —>a DTNy JRRENE S HEREL £,

TNYTE-RICED, BBEEET VT =23 DT 7MLV RATLICTIEZA L. TNYH—Z2T7E2yFLTEEBET — I DT/ EARBEDHZ T3 VDX
IHEIREICR D £,

UTFOFIET. jdo ZEALETNvItyda zfmTEEd,

e adb jdwp ZFALT. WRT7 IV —>3>dD pip ZRELFT:

o adb ZFEALTEEFvRIZERL. jdb T7RYFLET:

forward tcp:7777 jdwp:$(adb shell ps | grep "package-id")
-attach localhost:7777

o FHVT=2a DT 7AINSATLIZTVEALET:

shell
-as package-id
$.. . BROHBZTI/avERA. ..

WEEIZY —RAA—RADTIERBLICT IV r—>3> 27 N\v I TE ChZ2EBRALTCA—Y—0MRTERDHZ77>a>zRTLED. 77U 5—>3>
DEEEZB LD, REEBEHR P Y > 3 > Cookie B EDMET —RICTIEALIZDTEET,

ATEIEHE
BRHEEM

Debugmodeissettotrue, enabling attackers to access the application filesystem exposing sensitive data.

xmlns:android="http://schemas.android.com/apk/res/android" android:theme 7FOCO005" android:label="@7FOB0O36"
android:icon="@7FOAC000" android:debuggable="true" android:allowBackup="true" android:supportsRtl="true"

android:networkSecurityConfig="@7FOEEOOO" android:roundIcon= FOAB002">

HEEE
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https://developer.android.com/training/articles/security-config

AndroidManifest® ' Application

RJMNT. B android:debuggeable

% false

ICBREL. TNy I E—RFEENMLL TR L,

android:icon=

wable/icon" android:debuggable="false"
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* DRDIO-JDonotrelease apps thatare debuggable (CERT Secure Coding)
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https://www.securecoding.cert.org/confluence/display/android/DRD10-X.+Do+not+release+apps+that+are+debuggable
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