HAiakE

EEA

Ostorlab Official

SRR - &

B A

2026-10-15 18:12:57



miTHE
i [ >PlayStore(owasp. sat agoat 1.0 (1)iFE (IR Resd, wnEEG)NRE (O MOTERR, (2)MHERE, (o) M

R, ()M HERR. 58 () MNEERARER—HEE, Mit—SMERARS, BNt @) mmEkt.

ERBNWKREE aexz , BHEEAT 0)WE, HohaE(o)NEmitR. xumEesT (o)ED, (o) MBS, M1(o)DEEkeS, ki, BF
AT (o) Mtk FHRENREERAEN, FNREATLENNERRE.

BAME, NANBERRITEN LY. MREEEXR, BIETRBENEEME,

R RHE

8 & Android

a% owasp.sat.agoat

R 1.0(1)

SHATRE % ea96f4adc27083696a449bic6e5cd612a2¢cfof5c
Ky 2MB

=h ] FHA19th2026,16:40:34

LEMHE

ERPBEEFR S ARRTE
0 12 16 6
P& & " &
@ HoE:44

PR « Ostorlab TikE:2 /184



B EMHeRERTop 10
B4 OTP B R FBIMAR 555 P..
SQLinjectionActivity ki iE..
IS HAVZRIP Activity S
SRS AFRERXETH (.
BREEMBA A EF T Sha..
AR MD5 BRFHRIPEIIA ..

£ owasp.sat.agoat FEHIA...

Raw Authentication Credenti...
InsecureStorageSQLiteActivi...

RFZEEM Firebase Database

P RiRRES

-

BEANRBHHEES
23
17
12
6
g _J
A 2026 HH 2026 7B 2026 +A 2026 \B 2026 hH 2026 +A 2026

@~ @@= O+

HiiEE

BiF i Android: owasp.sat.agoat (1.0(1))

SRS m

PR « Ostorlab TikE:3/184



RIS

R | cvss

ZBR « Ostorlab

5235

Sk
@
L}

52135

52135

g

5235

5235

kg

kg

ik

ik

g

&

BB BIRE.

REF AR,

REF AR,

REF AR,

RER BT,

BB BIRE.

REF AR,

REF AR,

RE I BEIRE,

LU

& i || 0 Re
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RER BT,
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OTP BT R4 PRNG

SQLinjectionActivity FIFiZER

rawQuery SEEISQLIEA
BRXSHEZRP Activity SBOAESET

(AccessControllViewActivity),

e 52 Lo\

(DownloadlnvoiceService)

BRI A T
SharedPreferences. SQLite BRANERTE
fi#

th MD5 1123 1k 1FE:
(AccessControllssuelActivity)

{f owasp.sat.agoat REMIATZFIEH
BERIER S RN

Raw Authentication Credentials and
SQL Queries Leaked to Android
Logcat

InsecureStorageSQLiteActivity R
HiEH execSQL SEHI SQLIFA

N Firebase Database

TrafficActivity HE93

. G S ES

(InsecureStorageSDCardActivity).

BURFERRY FLAG_SECURE, Rifk
SIS RE

ekt un

ClipboardActivity fEFFEBISS PRNG % mIEfL
OTP, FHEFIF2BHMR, HEL Toast B, &
Bz B REaHIN, B Ak IMEXEAE,

SQLinjectionActivity ¥ EditText FE R P A EZEH
#5 rawQuery() M#93E SELECT &if), B
selectionArgs 27 null, AJSHEE SQLHIT.
Schema BZE AR SHLIELRT,

AccessControllViewActivity i@id deep-link intent-
filter RS, BEXRTSEARNBIHRIELSE,
EREME=ARAHRELR PINBHER FERZ
ZARIPRE,

DownloadInvoiceService fEmanifest PHERS
i, BRERMNBEAAHTEMEREENERT, ¥
X TFRERNHSNEEFE,

ZRARAR G, BERPINBREEFACEIS AL
FHENSITR, BRINE. KEMKeyStorefrRiF, 7Rk
RE P BISIUR,

ZMIFRYF PIN LUK INZREY MDS B ER, RAFAETEAER
SharedPreferences 1, BSREEFHETBLEN
ARTE =R IR 5% 8 BAX PIN,

#8%5 SYSTEM_ALERT_WINDOW #XFR A9 & 5 FA Rl 1E

MU Activity PARIRERERR, EHASAE
BIEH A RBNNAZ TH, @HE0IE. OTP £MK
PIN#23%,

2 Activity ERAHIFRIGAF %, BEM SQLIER
B@d  Log.e . | Log.v

system.out.println = BA Android R4iB7E, £
AEBBEIHRRIMNASIEE  adb  IPRIVE
EIRHEUXLEEIE.

InsecureStorageSQLiteActivity I N REFLH
EditText {E#E/G1E A execSQL() MUATEE INSERT i
A, NSBUHEZIHEIA. ERIEREIUARM A
BIREE TN 2WIT,

NFFREE Firebase HIERE, AIRESECRIENIAR. &
BHH. FEHME. BRRERAERK.

I ZH =/ Diffie-Hellman 2%, EEREMITHE
W BEB T AEBD BB E.

Mobile SQL Injection vulnerability allows an
attacker to execute malicious SQL querieson a
mobile application's database, potentiallyleading
to unauthorized access, dataleakage, ordata
manipulation.

BinaryPatchingActivity gates admin Ul functionality
using alocal boolean field that is never validated by
abackend API, cryptographic token, orre-
authentication challenge.

TrafficActivity.doPinning() HIAJ OkHttp
CertificatePinner BA3, EAiEFIEZH catch R
&HRT  sSLpeerUnverifiedException , MTIFiFEs
BRevhiE A T

InsecureStorageSbCardActivity (AP EEEA
NEBEERRIRE X, HEXEFZXELBREM
LFAERR.

owasp.sat.agoat FEYLEB 25 Activity ¥RIEE
FLAG_SECURE, @& PINHA. EIERAMOTP
ERERNBRAEAIRESERSRR.
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Insecure Backup and Debug Flags
Expose Application Sandbox

FELHIHTTP Header ig &

HTTP #5518 @ HTTP
WES (HSTS)

ZFFREMTLS BOEMF

FZFFTLS_FALLBACK_SCSV

Signature Algorithmin SSL/TLS
Certificate

ks =

XML

usesCleartextTraffic gE

TLS/SSL ¥

Google Calendar - 8%

Ef% hasFragileUserData Kigi&

EFEBNBIRAPI HRA

58

ANALYTICS _LIBRARY fZ{ERIE L £

BEXRReREHEPHRE

feg i pud

RAERERT android:debuggable="true" #1

android:allowBackup="true" , fE{ME#& USBiF
RANRBY A P RIRER. ESHIRE B R AREE
B, STEsiT#HERHTNE e,

SNEREEIE——SEAF %, BEANIANERSR——
ERMANRRG, HESITREE exported
BroadcastReceiver #%.

BRIHRERT FEEHNERS R E .

R FRTERF ETBEE R MEEE MR, BIFT EhHP
RN E N,

SSL/TLS B HERABR RN ERNE P mEE,
M3 AREEE. RETHKEBEERSRR, 2EHE
AH o

RZAASLERIRERRAR, HECE T FREMNKEDE.

AL 2B HTTP 3ki&f& : HTTP Strict Transport
Security (HSTS),

FRGXASENMESRNEREFES.

RSB BAZIFTLS_FALLBACK_SCSV, BHZEIMN
EZGoN

% SSL/TLS IEBRB A T BIMERAMBEREE,
AR RIMEERNRZ 2, HSEEBhERAME
B,

R SR LTS R E K.

XMLEARIERAEAPRAEH A XML EIEFIRE
IEFIIESEIRMS | RERR. REELETIAER
XMLABFIBIZRR, #MSBRENAR. HEEH
FIELARS K &

M FIRE T usesCleartextTraffic Bi%o

MAERATEFAISSL/TLS thil, ENFEEREER
FhiAlRT,

B BARFERA T RFFAIAER Google
Calendar, AIRERMTEHRER, SERINHE. 5
RERL. BRZHRABARLIE,

MK EIRE hasFragileUserData Elfo

R F¥F targetSdkVersion [BM1& B Fo 1 A RMERR
Z M9 Android API 4R, XATREEA A EIFRLRRX

B

LR AR ESIFHITIIR, && LEBREMAR
HEHTEES.

ANALYTICS_LIBRARY {12 (TrafficActivity) &@idEk
IANKRERIEBEER OkHttpClient fFiaNHTRE, B
BY Network Security Configuration £ B
HTTP HEERF RER CA, ZEERDHFTME. 18
SREDRTTEMER], 8 MtMER. ERSEHRR
LZEN S

8. TokensX A fthBUR(E BIZRETERL A .
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FHRMINER
B £/ OTP B RATNEIR 555 PRNG S5

ClipboardActivity fEFFFRIF PRNG £RIAIOTP, HEEFIEILBIMER, HiEd Toast 2R, SEZSHEEHKIUN, BEREEFNASIMESHHR.

OTP{Xi@id  collectionskt.shuffled M 9,000 NAIEEEFIHEY, HEEBZEF4  java.util.Random o IWETF LCG BIAERERRLEELNUNIE E FF. ERBIThEW
BEARSKHMNR, B IHZEENE, FEE/RE Toast, FEERSHIIESYT, EiizOTPAAR P, AI#HEMIRIZERRT 283K, WaL@I MM PRNG &
FUF5M,

BEAR#E

RIL#1

RE

FEREFEHETET java.util.Random HY{EHREshuffle 5%, MIE  java.security.SecureRandom o FEfE, ZBHEBMBRALBEWNR, Fi@d UlToast B, BRIREMFE
faliEBRY. IRIESKBAERUE .

i EER A ]

ClipboardActivity.java (5§63, 68-711T)

otp = ((Number) CollectionsKt.first(
(List<? extends Object>) CollectionsKt.shuffled( IntRange(1000, 9999))
)).intValue();

ClipboardManager clipboard = (ClipboardManager) systemService;
ClipData clip = ClipData.newPlainText("CC Card", String.valueOf(otp));
clipboard.setPrimaryClip(clip);

Toast.makeText(ClipboardActivity. , "OTP Generated and Copied: " + otp, 1).show();

FURIEE

[FAS O 838 HEITHR5)E]  IntRange (1000, 9999) HIBREZE(E], FHi@id Kotlin BRIARY  Random  SEffF PRNGBHZE  java.util.Random o
ClipboardManager.setPrimaryClip JABBESE 701THIA, BE4EE clearPrimaryclip ZEBATAME, % Activity R EEERIMLERICIEEE,

ISIEIEYE

RE

owasp.sat.agoat.ClipboardActivity HIHY OTP &ERK#iF CcollectionsKt.shuffled(new IntRange(1000, 9999)) , EL&L KotlintmEEERIEE

java.util.Collections.shuffle(List) o i%JavaAPI#iET — MERARFKEIEANFTFHIZIN  java.util.Random SEff, MIE  java.security.SecureRandom o B
fa, ZActivity @I N RLZLRERBLEMNSHE | £  clipboardManager.setPrimaryClip 92 /8 Android BIMEAR, MUMREEH Toast.makeText HJUlToast, N
Activity RARFFIEAERTHEA. BRFARSIHILIEIEE,

fe35 L3

ClipboardActivity.java (5863, 68-7117)

otp = ((Number) CollectionsKt.first(
(List<? extends Object>) CollectionsKt.shuffled( IntRange (1000, 9999))
)).intvalue();

ClipboardManager clipboard = (ClipboardManager) systemService;

ClipData clip = ClipData.newPlainText("CC Card", String.valueOf(otp));
clipboard.setPrimaryClip(clip);

Toast.makeText(ClipboardActivity. , "OTP Generated and Copied: " + otp, 1).show();

Kotlinstdlib %t ' java.util.Random HE9Z$E (OTPCLIP-0033EER)

<T> List<T> shuffled(Iterable<? extends T> shuffled) {

Intrinsics.checkParameterIsNotNull(shuffled, "$this$shuffled");

List $ $apply = CollectionsKt.toMutableList(shuffled);
Collections.shuffle($ $apply);
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$apply;

<T> shuffle(List<T> shuffle, Random random) {
Intrinsics.checkParameterIsNotNull(shuffle, "$this$shuffle");

Intrinsics.checkParameterIsNotNull(random, "random");
( i = CollectionsKt.getLastIndex(shuffle); i >= 1; i--) {

j = random.nextInt(i + 1);

FRIESE
[FS O] LEMEHSIIE (OTPCLIP-001ZE OTPCLIP-003) BEIAT MUTFEM :

1. ¥EWIREBAIE ©  owasp/sat/agoat/ClipboardActivity.java , iIF

/workspace/source_code_analysis_ffd42589f4eb4cf4a51427480ebe2d69/base. apk/sources/owasp/sat/agoat/ClipboardActivity.java , H7917,

2. OTPAERRBESE 631THIA ¢  collectionsKt.shuffled(new IntRange(1000, 9999)) [&#FF=4 9,000 ETRERIERE (1000-9999, Ei85), HM£913.14 LLiFHS
(' 1log2(9000) )o

3.PRNGiAA#BREEM : TZ collectionskt.shuffled Z|HIFHA  collections.shuffle(List) , FELFEL—NEIAB  java.util.Random , HFhFRER
RYiAdial, XM | collectionskt_ MutableCollectionsJVMKt.java (8856-611T) 5  collectionskt_ MutableCollectionskt.java (55296-30517) IEPRT i%&
FE5%R8,  clipboardActivity.java FRARFFEIEE(A  SecureRandom HYSF A,

4. B BRECTESE 68-7017HiA - 8  clipboardManager.setPrimaryClip(clip) , B clipbata.newPlainText("CC Card", String.valueOf(otp)) o Ja4E
&8 | clearPrimaryClip() « | Handler.postDelayed() & AERBERBIRIZIEMIRAR.

5. Toast RECTESE 711THIA ©  Toast.makeText(ClipboardActivity.this, "OTP Generated and Copied: " + otp, 1).show() JJEIROTP B ERERE L, FH
Al TCIERS ARSI R,

6. FEIGIEIBAR | WEA Activity RS ATAVERMBIARZEEMRML I/OAPI (| HttpURLConnection . | OkHttp . Retrofit . | Volley ) FMISIEX$BF, ZOTP4L
NEFIHER, TRSHRIE. AP ER R,

7. E@YR ©  Androidvanifest.xml (55 3917) EIRiZActivity Tintent-filters, B>RI&E android:exported="true" , ENENIBNATEABEZEE OTP &£
o AT, —BERFE5MARNUIRE, OTP BN E 1 a]i5EEEs Mk 895 A o TR AR S =l i ia.

8. THMNMELPRNG | clipboardActivity.java FIBFISANEE java.util.* HE&5KotlinstdlibZE8! ;  java.security.SecureRandom |
kotlin.random.Random %z Math.random() ¥FRH,

=31

ENEHE R
€M  securerandon EIRFSFENEAEMER, HIF OTP KEBMEED/NML :

SecureRandom sr = SecureRandom( ) ;

otp = 100000 + sr.nextInt(900000);

BT OTP MARSTINGAR ; BIXEB%, NEM Handler EREIEREREBR.

KAIEE

TERRSS IR OTP £ S RIR R, BFMASEAMEMHIGIEIRE HhE. FRHSERE—RMEMER. AN MIERERS, LURMKF RS IHEERS,
Cang

FRIRFIEMTHIAPK, FHEIA collectionsKt.shuffled 5  cClipboardManager.setPrimaryClip BABHITF OTP iR, ENEET#EZE  java.util.Random ,
AFREEH  java.security.SecureRandom Eifi,

EJ SQLinjectionActivity BZRiZIER rawQuery SEHI SQL EA

SQLinjectionActivity J¥ EditText B9 P i A B HHES rawQuery () LIKI3E SELECT &%), H selectionArgs Aanull, AISEMERE SQLIIT. Schema A EHI0
IESE.

sQLinjectionActivity FEAM! aGoat SQLite HIBFEFMAFLHITRIEEN, HFZWFHERBET  stringBuilder HHERZEARLM EditText WAME, MG
AR  rawQuery(qry, null) HITEN, WEBERSQLIEEFA WHERE FAl, FARMGE, TMBENHRE, TRHEREFRETT, MNASET
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cursor.getCount() > 0 ZBIEFHUAERER, XRBE users RPFHENFMERANXAFRLMNER, HAVFEE union SELECT 1EElschema. Lt4, TEZEH
FRIEBL  VverBosE  KANEREILogcat, BIKEFAMNHEAIREARBEILEBEF.

BARIFE
KM

RARE

1E owasp/sat/agoat/SQLinjectionActivity.java 56917, NMA@EIINKRELEHLHNAFRABEHERERFED, chSHWET SQL | sELECT B4,
rawQuery() ZA7ELL null {EA  selectionArgs BEMIAM, #15SQlite BHILEZIRETLEEN.

FERRHAE
BSORA EFERRNE SR T ¢

String qry = "SELECT * FROM users WHERE username='" + username.getText().toString() + "'";

Cursor cursor = sQLiteDatabase.rawQuery(qry, )

username LEEVE R.id.userName , X@— EditText ¥, BEREIEFANFRBRA, ERSITEMAIIE. AFFIRTIESRLLIE,

IR

[Simulated] BT RIZH Android #8888,  adb T &, FIFESIEEAMIEINA SQLite BUBREDTEMIGIE, ZEIBES M THEMEA  acoat schema ( users REEH
ID INTEGER PRIMARY KEY AUTOINCREMENT . | username VARCHAR .  password VARCHAR ). fERINGEZEMNEARITERRENE !

o EEMEIKEHT : HA ' WIABTWETET unrecognized token $HiR, EIEMAEMKHFHFEFTEE T

o WRGIIMEHFT - WA ' OR '1'='1' --  JYEIHEEIRA  SELECT * FROM users WHERE username='' OR '1'='1' --' . #&HORET users FTMFRET, if

AT &R MHFTIR.
o EFUNIONHBYschemaiRHY : %A ' UNION SELECT null, sql, null FROM sqlite_master -- FRIN4EfET sqlite_master HYCREATEIES), IESET schema#
%,

N FZEEITIE  cursor.getCount() > 0 SRS, BTFH/RELREFTISEIRT, MABARND S, H1EToast HERFIELRENEE.

IR

IR
FRBIEAR T BT APK ITERZSMIAES, REFREBHFSOTZIERFHFBIEE.

RARE

[Static Analysis] R4miE/GHY  owasp/sat/agoat/sQLinjectionActivity.java 5569 {TIEITFREL R LNAFMABEHZRITROTHEAP, BhBSMET SQL  SELECT 1B
Ao rawQuery() ZFiEEL null fEA  selectionArgs BEMIEAR, #18SQlite BHItENTETIEER.

FERRRIEE
[Static Analysis] {E R 4RIE/EH APK HIRGI I F R R LM E ISR |

String qry = "SELECT * FROM users WHERE username='" + username.getText().toString() + "'"

Cursor cursor = sQLiteDatabase.rawQuery(qry, D

username HY{ERE R.id.userName , XR— EditText ¥, EREBWANFHHBEA, BRETHIE. SIFTIRTIEIFLLE,

FIRIEE

[Static Analysis] ZRANRBERN A FREEEFIRMARLE wiERe FAFE5|SFREFEEN LT, NMHRBEFIEN, [Simulated] tEFTH § WA  acoat
schema F{THIRRINERAS

o WA ' RMIFSQLIBA, FFE  unrecognized token  fHIR
o A ' OR '1'='1' -- RIENEM, TERMRE  users REWFAHTT

e A ' UNION SELECT null, sql, null FROM sqlite master -- HJM sqlite_master HEEXschemafs &

M AZIEMH cursor.getCount() > 0 RHBTAERTRIN, EIEREFFETENRISGIZNE, HREEEFMEE  users  RPMBAXEIE,
i
BB 4B AR IR HE

M AndroidManifest.xml H#EPR android:debuggable="true" , HEZBERIFAFHAITENE Logcat BUiF4 SQLE WAL,

PR « Ostorlab Tif9:9 /184



KAMEE
i% sqQLinjectionActivity.java HRIEHSFFEHHEENGER 2 SAIFH  selectionArgs  HEARIBEL | rawquery()

String qry = "SELECT * FROM users WHERE username=?";

Cursor cursor = sQLiteDatabase.rawQuery(qry, String[]{username.getText().toString()});

XEBRAPEARTEIAFTAEFTHE, TEENEDEM,

Erahd

1L ESTHSON, WIAMESRAFRRAARNMERFE  selectionArgs 3 null B rawquery() 8,
2.f5A ' orR '1'='1t - FHE, HRIESWREFTMIFFAET.

3. 13 Logeat¥ilth, HWINBSAPBMANTE SQLFNHRATHLL | VERBOSE  RFIT Ao

B XS HEAZRP Activity SBUAIESST (AccessControl1ViewActivity)

AccessControllViewActivity i&id deep-linkintent-filter 2 S, BEXRASEAAMIHRRIRE, ERERBE=FNAYRIELE PINBRIER TENZZEFI
&l

ZIRATEE44Y T | AccessControlIssuelActivity HSCILAYPINIRIEHE]. E&47I2 ADB i E RN EE SRR EN AL EXIENIARZFRIPHEAZ THER.
EEFRER, XG5 RIPBURAF IR OB 1t 5 ST B E & .

RAREE

R #1

Root Cause

AccessControliViewActivity 7E  AndroidManifest.xml FRAEBARIEST—THEBEENX URLscheme ( androgoat://vulnapp ) BY | <intent-filter> , {BER
ERB  android:exported="false" [EM. BT targetsdkversion="26" (Android12Z&iH{TA), FEintent-filter KRB HiZ Activity. 3T Activity IRISRIERS
SIHEHIN oncreate() MEBRBEMBMHIIEEE,

Vulnerable Code

AndroidManifest.xml (fa=SH7ERR)

android:label= tring/activity" android:name="owasp.sat.agoat.AccessControlilViewActivity">

—u

android:name="android.intent.action.VIEW"/>
android:name="android.intent.category.DEFAULT"/>
android:host="vulnapp" android:scheme="androgoat"/>

AccessControllViewActivity.java (545-5417) ——LEMIIEXF :

onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
setContentView(R.layout.activity_access_controll_view);
Button downloadInvoice = (Button) findViewById(R.id.downLoad);
downloadInvoice.setOnClickListener ( View.OnClickListener() {
@override
onClick(view it) {
AccessControllViewActivity. .startService();

Exploitation Evidence

FEED I Manifest 5IRRBIESS, FMAE=ZANAN adb RHEEIEZEEENIZ Activity, IEFENARIETE@ET  AccessControlIssuelActivity IIEPIN, {BEEAR
deeplink BlA] 2463 1% X o

PoC#&% :

adb shell am start -a android.intent.action.VIEW \

-d "androgoat://vulnapp" \

PR « Ostorlab Tifg: 10 /184



owasp.sat.agoat/.AccessC

FHHA Activity #RE8IA ©

adb shell dumpsys activity activities | grep -i accesscontrollview

Validation Evidence

Root Cause

R 4RiE APK BIBESIRIERAIAN,  AccessControliviewActivity 7E | base.apk/AndroidManifest.xml HERERIEE—MREBEE X deep-link scheme
(' androgoat://vulnapp ) BY ' <intent-filter> o 3%  <activity> #5& @IS  android:exported="false" S{EfA] ' android:permission Ei¥o
base.apk/apktool.yml EEITIGIE targetSdkversion: 26 , TEAndroid 12 ZRIMNITAT, ZERESEHEEREXSH,.

Vulnerable Code

AndroidManifest.xml (AR RE)

android:label tring/activity" android:name="owasp.sat.agoat.AccessControllViewActivity">

android:name="android.intent.action.VIEW"/>
android:name="android.intent.category.DEFAULT"/>
android:host="vulnapp" android:scheme="androgoat"/>

AccessControllViewActivity.java ( base.apk/sources/owasp/sat/agoat/AccessControliViewActivity.java , &5 38-4817) ——FERMHERZFEFUI -

onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
setContentView(R.layout.activity_access_controll_view);
Button downloadInvoice = (Button) findViewById(R.id.downLoad);
downloadInvoice.setOnClickListener ( View.OnClickListener() {
@override
onClick(view it) {
AccessControllViewActivity. .startService();

%24 A  android.support.v7.app.AppCompatActivity , AIFEIESRMIFHIIEAIBEENXEIE, ZXHH£541T7, RESEM  getSharedPreferences iEAMA. MD5LE
3. PIN EFIRTHKTEIIIE,

JLEIEE——PIN X ERE : FIESHRIEZHENIT AccessControlIssuelActivity.java (£95588-12417), EHIFPINAIMDS IGFZMETE  pinDetails
SharedPreferences 1, HRTEWRIEEIS/GED  AccessControliviewActivity

Intent myIntent = Intent(AccessControlIssuelActivity. , AccessControllViewActivity.class);
AccessControlIssuelActivity. .startActivity(myIntent);

Exploitation Evidence

[EES I I Manifest SIRIBIER, EfRIZE=ARFA5KADB shell Je]E#E % Activity, deep-linkintent BT EIANS HEVAH :

adb shell am start -a android.intent.action.VIEW \
-d "androgoat://vulnapp" \
owasp.sat.agoat/.AccessControllViewActivity

WIERIMBE N KRR B PIGER sink © | DownloadInvoiceService MWEIXNFH (| android:exported="true" , TAR), AIEFHEAR, EELIT Activity BEhIFT :

adb shell am startservice -n owasp.sat.agoat/.DownloadInvoiceService

TICE IR, MAMRITERARAR PINBHEMIER FEERSE L E T HINEE.

PR « Ostorlab Tifg:11/184



il

ENEY(E &

1  AndroidManifest.xml H1J | AccessControliViewActivity Nl | android:exported="false" , HABEEZdeeplink, WAIEEBRIINAI | <intent-

filter> o

android:name="owasp.sat.agoat.AccessControliViewActivity"

android:exported="false" />

KAIEE

INFERE deep-link IIBE, IETE  AccessControliViewActivity.onCreate() HSRELBITRIBMIAIENRE, FEMESZFRIPMERRIT

@override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
SharedPreferences prefs = getSharedPreferences("pinDetails", MODE_PRIVATE);
String storedPin = prefs.getString("pin", DB
(storedPin == || !storedPin.equals(getIntent().getStringExtra("auth_token"))) {

finish();

’

}

setContentView(R.layout.activity_access_controll_view);

I8IE

1. 238  adb shell am start -d "androgoat://vulnapp" [B&hiZActivity ; FIIABIEHIEE, IUARFAZHRIPIE,
2. f&E manifest XX, BINEFESTE android:exported="false"
3

BT drozer 3 am , WBIAZActivity REREWE =75 UID AR,

B SHERSAITFRENHTE (DownloadinvoiceService)
DownloadInvoiceService fEmanifestPiEXFH, BERERMIABSFHITEABRNRENERT, HXGTHELAENIZ(HE.

ZRAEF exported Service FEAREZFMIIENX G TEM %, HFEMIBRAFIINEEFME, E@M#H7E READ_EXTERNAL_STORAGE IXPRAIRZFIFAIEENE FERY
RB. EEFHEH, BEXZTEPISMSHKE, INEBOREFEEMN]’E,

RAEE
K #1

RARE

DownloadInvoiceService #ABAN android:exported="true" , EH onStartCommand() 7EXRIGEEBASM. NEMMEPRESHNE L FEZEER
downloadFile() , SHEAMEB=ARNAHAIMEMETEH, HALENSDFEEAXHS.

R

AndroidManifest.xml :

android:enabled="true"

android:exported="true"

android:name="owasp.sat.agoat.DownloadInvoiceService"/>

DownloadinvoiceService.java (5 48-83%T)

downloadFile() {
AsyncKt .doAsync$: ( ' ’
Functionl<AnkoAsyncContext<DownloadInvoiceService>, Unit>() {
invoke2(AnkoAsyncContext<DownloadInvoiceService> receiver) {
Uri url = Uri.parse(
"https://github.com/satishpatnayak/MyTest/blob/master/AndroGoatInvoice.txt");

DownloadManager .Request request = DownloadManager .Request(url);

String fileName = url.getLastPathSegment();
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request.setAllowedNetworkTypes(3);
request.setTitle(fileName);

request.setDescription("The File is downloading...");

request.allowScanningByMediaScanner () ;
request.setNotificationVvisibility(1);
request.setDestinationInExternalPublicDir (
Environment .DIRECTORY_DOWNLOADS,
String.valueOf(System.currentTimeMillis()));
DownloadManager manager =
(DownloadManager) getSystemService("download");
manager .enqueue(request);

FRBIEE

[EESHHrIManifest 22 S H 7% Service, BIRBHIAEMA THIZ B A EEERARIGEE, XEELS AccessControliViewActivity IR ESRIRMHLPIN, Elel
BEEEshit Serviceo

PoC#Hi® :

adb shell am startservice -n owasp.sat.agoat/.DownloadInvoiceService

**EM L REBIX B A /sdecard/Download/<timestamp> , ZERAXEER. BETFHEBHNXHEREFATUMNY, B allowscanningByMediaScanner() =Rf#
EZXHEIRERAEER I, £ AAEREMEZTEH TR (KM DoS),

Eoan3ng;=:

BRARRERE

DownloadInvoiceService 7E AndroidManifest.xml FR#EEILEH, android:exported="true" HZI&&E android:permission /&M, onStartCommand() 4
WARRALE (8536-4217) BE#HIAR downloadFile() , FABFARAEH. R Intent AB. #HITEAMBARIEAPI (41  checkcallingPermission
Binder.getCallingUid .  getCallingPackage %) H{THYLINEIEMITHEIE owasp/sat/agoat THKRICEEMEMLER, HIANBENR T EREHPREEREIIIEN

AR

AndroidManifest.xml :

android:enabled="true"

android:exported="true"

—u

android:name="owasp.sat.agoat.DownloadInvoiceService"/>

DownloadinvoiceService.java (5 36-42%7)

@override
onStartCommand(Intent intent, flags, startId) {
Log.i("DOWNLOAD", "Invoice is being downloaded");
downloadFile();
Toast.makeText(getApplicationContext(), "Invoice is being downloaded", 1).show();
il

DownloadinvoiceService.java (5 64-8017)

Uri url = Uri.parse(
"https://github.com/satishpatnayak/MyTest/blob/master/AndroGoatInvoice.txt");

DownloadManager .Request request = DownloadManager .Request(url);

request.setAllowedNetworkTypes(3);

request.setTitle(fileName);

request.setDescription("The File is downloading...");

request.allowScanningByMediaScanner () ;

request.setNotificationVvisibility(1);

request.setDestinationInExternalPublicDir (
Environment .DIRECTORY_DOWNLOADS,
String.valueOf(System.currentTimeMillis()));
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DownloadManager manager = (DownloadManager) getSystemService("download");

manager .enqueue(request);

res/xml/network_security_config.xml :

cleartextTrafficPermitted="true">

/

src="system" />

src="user" />

FBIEE
[EFS I I Manifest EitHIAZ service HENRSH, BERFFFIEBSIRENRARIEEES2 B, WIBIEFEAIN T U THINA
o KREAMIntent B ¢  onstartcommand() IFUT Intent intent HIMKRFIA, IEBRRTETERAIESENTEMIEE,

o **ZAAPIERK | **2INBSEEFREMIARMER  checkCallingPermission .  checkCallingOrSelfPermission . | Binder.getCallingUid .

Binder.getCallingPid ¥ getCallingPackage o
o EFLMEIS S ¢ ** X% | String.valueOf (System.currentTimeMillis()) M, 7E 1 PHEORFEL 120,000 FETEEE, RS BHER,

¢ MediaScanner®% .  allowScanningByMediaScanner() B5RFIJFEZES|ZE MediaStore.Downloads.EXTERNAL_CONTENT URI , TEEIZIARIXHZRFAETLZIIZN
.

o BFENMSIE :  setNotificationvisibility(1) BREYA  VISIBILITY VISIBLE_NOTIFY_COMPLETED , S ERRZOEH, IHFEHAR TSR a)M ER 8RR TG
BB ST ABRAIN o

o MBSERRPEEN ©  network_security config.xml {SERFPZEMCA ( <certificates src="user" /> ) HAUFANXIEH, AJRESEMITM EHEEE T,

{EfAI5E =5 W s ADB shell 58] B Ehi% service :

adb shell am startservice -n owasp.sat.agoat/.DownloadInvoiceService

THHOXHERIFE  /sdcard/Download/<epoch_ms> (RSN ERIENE) , (E{35HE READ_EXTERNAL_STORAGE #XPRAYLZ IS RII%REY,

=31

ENEY(E &

1 AndroidManifest.xml HU¥ ' DownloadInvoiceService HY | android:exported &/ "false"

android:name="owasp.sat.agoat.DownloadInvoiceService"
android:exported="false" />

KAIEE
WMEHESNEBER, EERBE NN RIRIPZ Service -

android:name="owasp.sat.agoat.permission.DOWNLOAD_INVOICE"

android:protectionLeve signature" />

android:name="owasp.sat.agoat.DownloadInvoiceService"

android:permission="owasp.sat.agoat.permission.DOWNLOAD_INVOICE"

android:exported="true" />

LA, EENTHES AP, F  onstartcommand() PFINENRL, FFEIREEMEM  Environment.DIRECTORY_DOWNLOADS W ZER BB ALBEMEIIMNEEER
Fo

IIE
L. EFERARRB UIDAY shell FEIRX 1T  adb shell am startservice -n owasp.sat.agoat/.DownloadInvoiceService , FHEINAR#IEL ( SecurityException )o

2.8 &E manifest XX, HIABIRE exported="false" HEEAMEIIR.
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3. WIEE THNXGRBRE ARENEFiE.

B SR EIFUBEN R TEETF SharedPreferences. SQLite AN ERTEAE
ZNANAF . BiEKRPINBHEEFACESHAMEENSIR, BRINE. KEAKeyStore (RIF, TRFRIKE G SHFIPR.

BRI DHER, | InsecureStorageSharedprefs MMBANZIVIFEIRE A  SharedPreferences("users") ,  InsecureStorageSQLiteActivity JHEZEESRN
aGoat HYRNNE SQLite #IBEF, M  InsecureStorageTempActivity NNFHEAREMAMEFERLFBENENIGR X 4. HFZNAEERT
android:allowBackup="true" , XLEZHAET adb backup TIEEIH%E READ_EXTERNAL_STORAGE AXFRMIN FBIREN. XHERTHF SMIVRSELRRBLAEMAA
WREHEWEENA, FELESDPINBIRIEL5E Bk .

KRS

R #1

RARE
ZEESRS) Activity SERBASXR MBS XA IIRFHRAFHE (BFP%. BB, PINGE) SARALEF E BMUBESSRER cipher .  KeyStore B

EncryptedSharedPreferences o

R

InsecureStoragesSharedPrefs.java (55 49-5217)

SharedPreferences.Editor editor = getSharedPreferences('"users", 0).edit();

editor.putString("username", username.getText().toString());
editor.putString("password", password.getText().toString());
editor.apply();

InsecureStorageSQLiteActivity.java ($53-581T)

SQLiteDatabase db = openOrCreateDatabase("aGoat", 0, Ve
db.execSQL("CREATE TABLE IF NOT EXISTS users (ID INTEGER PRIMARY KEY, username TEXT, password TEXT)");
db.execSQL("INSERT INTO users VALUES (1, '" + user + "', '" + pass + "')");

InsecureStorageTempActivity.java (5847-5017)

File userinfo = File(getApplicationInfo().databir, "users" + random + ".tmp");

userinfo.setReadable( )e

FIRIEE

[EES O] RSB EMIATE SharedPreferences. SQLite RIGR X4 ZTEANIFAILITH, Manifesti®FEBHT  android:allowBackup="true" , fA¥F@&id  adb
backup | 3ZENEA#E.  InsecureStoragesbcardActivity {#F Environment.getExternalStorageDirectory() {Ff&EIE, E{U3FH READ_EXTERNAL STORAGE AXPRHINZ
AaErinE.

OISR

RARE

owasp.sat.agoat B MEMEAS] Activity FBUERR A EIE (AR SMERY) BAFALEE, BEXRERNE. 28LEWHLLHETIER.  Androidvanifest.xml
EERT EENMSTHER, #—FHI5E T HERENG.

RS

InsecureStorageSharedPrefs.java (R4RiEEE 49-5617)

SharedPreferences sharedPreference = InsecureStorageSharedPrefs. .getSharedPreferences("users", 0);
SharedPreferences.Editor editor = sharedPreference.edit();

EditText username2 = username;

Intrinsics.checkExpressionValueIsNotNull(username2, "username");

editor.putString("username", username2.getText().toString());

EditText password2 = password;

Intrinsics.checkExpressionValueIsNotNull(password2, "password");
editor.putString("password", password2.getText().toString());
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(editor.commit()) {
Toast.makeText(...,

"Data saved", 1).show();

(RERIFE 33-3817)

InsecureStorageSQLiteActivity.java

SQLiteDatabase openOrCreateDatabase = openOrCreateDatabase("aGoat", 0,
.mDB = openOrCreateDatabase;

openOrCreateDatabase.execSQL(
"CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT,
)i

(RYRIZFE 62-7317)

InsecureStorageSQLiteActivity.java

StringBuilder sb = StringBuilder();
sb.append("INSERT INTO users (username, pass )
sb.append(username2.getText().toString());
sb.append(""',"'");
sb.append(password2.getText().toString());
sb.append("')");

VALUES('");

String qry = sb.toString();

sQLiteDatabase.execSQL(qry);
(RUBEE861T) ——RACKME :

InsecureStorageSQLiteActivity.java

Log.v("Query", qry);

username VARCHAR, password VARCHAR)"

AndroidManifest.xml (55%7)

android:allowBackup="true" android:debuggable="true" ...>

FIRIEE
[FS DI APK R EIF ROFFI BRI T U FERERN LI

1.BAX SharedPreferences {2EY :
B#Eh n

InsecureStorageSharedPrefs

"username" "password" o

2. RhN% SQLite BUEEE

INTEGER PRIMARY

InsecureStoragesQLiteActivity @lIET | /data/data/owasp.sat.agoat/databases/aGoat

AUTOINCREMENT, username VARCHAR,

AP EMNEBUBEXXMLEREA | /data/data/owasp.sat.agoat/shared_prefs/users.xml | ,

, Hschematll'F :

VARCHAR)

EIREILRLS | StringBuilder

3IRAEBAESBNEIERE | 1558617, RENSQLEN (BEMXXER) @il
KIETEEITHY | logcat RIEHAIEHREIRE, TEEMNXERT.

4. adb backup IZEREETR : ManifestfE5 51T/ABAT  android:allowBackup="true"

adb backup -f backup.ab owasp.sat.agoat

PHERA, RERSHILEN, RIS THANERES SQLEAR M,

Log.v("Query", qry)

#HE A Android R RE. Efl#FE ReAD_LoGs IXPREVEZF

, SOV EEYIE USB IHIRRRMREERITU TGS ¢

LRI REDNANTE, 2E

shared_prefs/users.xml # databases/aGoat

5.3#id debuggable ZLIHEITEHREY : [E—Manifest{THERAT
f%. £  sharedPreferences.Editor.putString()

android:debuggable="true"
o sQLiteDatabase.execSQL()
6. FHAHT KER : Manifest HIHRFIHA N EXS H BBROTRRIFEVAY :

o Receiver (82717)
(8B3717)

owasp.sat.agoat.ShowDataReceiver

o Service owasp.sat.agoat.DownloadInvoiceService

7. INSERTIZA)HFHISQLEA ©  InsecureStorageSQLiteActivity = HIEY ' StringBuilder
, NeWTFBIBERHTEIRT .

TABLE users; --

PR « Ostorlab

, BRA7T IDWPIEIR. WEHE AN
ANMGERTR, HIEETHEIRER.

PHEATBBARN SQLEM, fiin, BERFEA

, BFEEE root iR ET PIN,

jdb = B{ Android Studio LA fER

admin', 'x'); DROP
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[HERRIIERITRE S5 % | InsecureStorageTempActivity & | InsecureStoragesDCardActivity MITHASES ; HIREMBBXXEMEIT AR T RIAERS D
il

IEMESE

TENRREXHFHF  android:allowBackup 1&A | "false" MUEA&EMD. £ AndroidX®) EncryptedsharedPreferences #1 EncryptedFile , X3F SQLCipher
SBUREMZE, A BURANEIE L ENZE,

KAEE

FPrE EIEFET#E)M Android  KeyStore  fR3PHY | EncryptedSharedPreferences

MasterKey masterkey = MasterKey.Builder (context)
.setKeyScheme (MasterKey.KeyScheme.AES256_GCM)
.build();

SharedPreferences securePrefs = EncryptedSharedPreferences.create(

context,

"secure_users",

masterKey,
EncryptedSharedPreferences.PrefKeyEncryptionScheme.AES256_SIV,

EncryptedSharedPreferences.PrefValueEncryptionScheme.AES256_GCM

PR E AN FHE S 2B AIRAIRRT S

Ll

ERRIFRFEHTIEE  sharedPreferences . | SQLiteDatabase #  FileoutputStream BYIEH., HBFRRXENEXHEF LRNEBERFIBLXL AP, ZHHIT  adb
backup |, FFIIEEIEX AR ATIR,

B3 ERAKRME MD5 IRFEFRIFEIAEEE (AccessControllssuelActivity)
Z R A PIN LUK INZEAY MD5 #ER R ZETERER SharedPreferences 1, FSINEE BT BE&RITHBEHZEMN AR SR E B PIN,

RFIZEFE RN BOHTERER, IEETET  adb backup (| allowBackup="true" ) Z{ | run-as ( debuggable="true" ) iEEY pinDetails.xml , 30
JZRAIPINERZE A RBLFHSE. M8 PING, REEBMLET EBIERERERIENAR, WANES deep-link bypass & UIEFIHIRINIR,

KBRS
KM

RARE

AccessControlIssuelActivity.hashPIN() JEF MessageDigest.getInstance("MD5") BIRECEZNE. KNSR BRI, EMRBEREA
SharedPreferences("pinDetails", 0) M, XMRAVEEZA  "pin" . BEAFRIMNELMDS5 IEHLIERN 4-6 EF PIN, AIERE—HAMBHISE,

PR ]

AccessControllssuelActivity.java (5111-13117)

String hashPIN(String pinvalue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");
MessageDigest messageDigest = MessageDigest.getInstance("MD5");

[1 bytes = pinvalue.getBytes(Charsets.UTF_8);
Intrinsics.checkExpressionvalueIsNotNull(bytes,
"(this as java.lang.String).getBytes(charset)");
[] digest = messageDigest.digest(bytes);
Intrinsics.checkExpressionvalueIsNotNull(digest,
"MessageDigest.getInstanc..t(pinvalue.toByteArray())");
String md = ArraysKt.joinToString$ (
digest, (CharSequence) "", (CharSequence)
(CharsSequence) , 0, (CharSequence) o
(Functioni) Functionl<Byte, String>() {
@override
String invoke( it) {
String format = String.format("%02x",
Arrays.copyOf( Object[]{Byte.valueOf(it)}, 1));

Intrinsics.checkExpressionvValueIsNotNull(format,

"java.lang.String.format(this, *args)");

format;
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}, 30, (Object) null);

return md;

SharedPreferencesiZElB48 (5 85-8917)

public final boolean isPinCorrect(String pinValue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");
SharedPreferences sharedPreferences = getSharedPreferences("pinDetails", 0);
return sharedPreferences.getString("pin", null).equals(hashPIN(pinvalue));

FURIEE
(35 04F] RIS ITHIARBFLIESZERDV®BE, BERATBN? LERKMFEHIMDS Bk, NELESER, RIHNERAEREEERNBHERTTERRRIERES
IR AR

import hashlib, time

target = "88cf9lalaef212f3c2cd12406983427d"
start = time.time()
for i in range(10000):
pin = str(i).zfill(4)
if hashlib.md5(pin.encode('utf-8')).hexdigest() == target:
print(f"Cracked PIN: {pin} in {time.time()-start:.6f}s")

break

SChRsah -

Cracked PIN: 7391
Attempts t 7,392
Time elapsed: 0.003887 s

EITEMGZEE  hashlib.md5("7391".encode('utf-8')).hexdigest() SBEIMHEETE—E, LT EARENEIEFMERE KL E YT BE 8]k 8 BEXX PIN,

ISIEIEYE

IRA
AccessControlIssuelActivity.hashPIN() JEF MessageDigest.getInstance("MD5") BIRECEZNE. KRR BRIENE], ERMIBEREA

SharedPreferences("pinDetails", 0) M, XMRAVEHA  "pin" o FIEAI, activity access_control issuel.xml 5 activity access_verify pin.xml 13
KXF PINSIAMER A android:inputType . android:digits .  android:maxLength DHARSERLE, XEMKEMN AR EAKERFREMEINEERS.
AndroidManifest.xml HFEBETY | android:allowBackup="true" 4 ' android:debuggable="true" , KB LE root IRENEIET adb backup I ' run-as $EEX

pinDetails.xml o

RS

AccessControllssuelActivity.java— hashpIn() (F111-13197)

public final String hashPIN(String pinvalue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");
MessageDigest messageDigest = MessageDigest.getInstance('"MD5");
byte[] bytes = pinvalue.getBytes(Charsets.UTF_8);
Intrinsics.checkExpressionvValueIsNotNull(bytes
"(this as java.lang.String).getBytes(charset)");
byte[] digest = messageDigest.digest(bytes);
Intrinsics.checkExpressionvalueIsNotNull(digest,
"MessageDigest.getInstanc..t(pinvalue.toByteArray())");
String md = ArraysKt.joinToString$default(
digest, (CharSequence) "", (CharSequence) null
(CharSequence) null, ©, (CharSequence) null,
(Functionl) new Functionl<Byte, String>() {
@override
public final String invoke(byte it) {
String format = String.format("%02x"
Arrays.copyOf(new Object[]{Byte.valueOf(it)}, 1));
Intrinsics.checkExpressionvalueIsNotNull(format,
"java.lang.String.format(this, *args)");
return format;
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}
}, 30, (Object) null)

return md;

SharedPreferences EALE — createPIN() (5876-821T)

public final boolean createPIN(String pinvalue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");
SharedPreferences sharedPreferences = getSharedPreferences("pinDetails", 0);
SharedPreferences.Editor editorl = sharedPreferences.edit();
editorl.putBoolean("pinSet", true)
editorl.putString("pin", hashPIN(pinvalue));
return editorl.commit();

SharedPreferencesifBl5. b3t — ispincorrect() (5 85-881T)

public final boolean isPinCorrect(String pinvValue) {
Intrinsics.checkParameterIsNotNull(pinvalue, "pinvalue");
SharedPreferences sharedPreferences = getSharedPreferences("pinDetails", 0);
return sharedPreferences.getString("pin", null).equals(hashPIN(pinvalue));

"pin" PEARTEEM  "pinset” A true , | isPinCorrect() JFEMZEFIAHIAM .equals() iM% NullPointerExcept

AndroidManifest.xml (8820-2417)

<activity android:label="@string/activity" android:name="owasp.sat.agoat.AccessControllViewActivity">
<intent-filter>
<action android:name="android.intent.action.VIEW"/>
<category android:name="android.intent.category.DEFAULT"/>
<data android:host="vulnapp" android:scheme="androgoat"/>
</intent-filter>

</activity>

FIRIEE
(50 ] BRETHAFEMERGRKEERA ¢

<application
android:allowBackup="true"
android:debuggable="true"

=

Android ZHMAREERRES  /data/data/owasp.sat.agoat/shared _prefs/ THIFFE SharedPreferences X4, AEfE] | adb backup YIAMLEBRIEIR

pinDetails.xml o

(B501] St ERERFREEERNRHRERITHRRIIER IRAERA, BRElIKE TEAXPIN

import hashlib, time

target = "88cf9lalaef212f3c2cd12406983427d"
start = time.time()
for i in range(10000):
pin = str(i).zfill(4)
if hashlib.md5(pin.encode('utf-8"')).hexdigest() == target:
print(f"Cracked PIN: {pin} in {time.time()-start:.6f}s")
break

SERRE

Cracked PIN: 7391
Time elapsed: 0.003887 s

ENHENRAES BAMEETE—, IERT REEEFERR NN EE I EEN RN EINE LR E PIN.

PR « Ostorlab Tif9: 19 /184




[3%759 %] | AccessControliviewActivity i@i¥ ~androgoat://vulnapp deep-linkscheme #S i, BT EFLTRE ¢

adb shell am start -W -a android.intent.action.VIEW -d "androgoat://vulnapp" owasp.sat.agoat/.AccessControlilViewActivity

WHELHAEPINEIAI#HAZRIPRE, HESHFRE, BEHKNPINMELET AR  ispincorrect() RIRARE Ao
Bil

IIEMEER

£ AccessControlIssuelActivity.verifyPINview() HPSEHLERZRFEIFMKABE, UEERBH LM REELHRELR S,
KAIEE

¥ MD5 B A M AEEIAKE K, Hllberypt. scryptzl Argon2id. AETAFERMERSME salt, FIEBRENIERT-

Tl (@3 jBCrypt &M berypt)

org.mindrot.jbcrypt.BCrypt;

String hashPIN(String pinvalue) {
String salt = BCrypt.gensalt(12);
BCrypt.hashpw(pinvalue, salt);

isPinCorrect(String pinvalue) {
SharedPreferences prefs = getSharedPreferences('"pinDetails", 0);

String storedHash = prefs.getString("pin", 0
(storedHash == ) 2
BCrypt.checkpw(pinvalue, storedHash);

ISIE

1197 AccessControlIssuelActivity.java , BJA  MessageDigest.getInstance("MD5") E##SkR.
2.3  hashPIN() IREIFEREH] salt AR T8 berypt/Argon2id FRF &,

3.HI\  ispincorrect() fEREFIRERIEEEILIESS (40 BCrypt.checkpw )

4. F1R pinDetails.xml FETFAE 32 M7S#tEIF R MD5 FRF 8o

B} 7£ owasp.sat.agoat FEMEIAFEH HHBRIEEN S HEF

88 SYSTEM_ALERT_WINDOW #XFREVE SR A FIEL MU Activity LARIREXBRR, EEAFMRREHMARRNOLAZETEH. E5HKIE. OTPEmMM&PINGE

=

Xo

BERER TN ARITHESNREIA, MIEEENEESEEEE  AccessControliviewActivity .  HardCodeActivity . | ClipboardActivity 5
AccessControlIssuelActivity FRRVBURIRH, ERRBHBREIENERL FALA THIUE(E. 28025 MActivity}IREZE  android:filterToucheswhenobscured , B
ZIETR AR, SEFTERE TR EIGtapjackingMF, b4y, | AccessControliviewActivity @id androgoat://vulnapp FREFEEBRHSH, WHE N BEEE
FINEEREH EMEclickjack, TTEEFIIEPINGD,

BEAR#E

RIL#1

REA

ZNFRTEFRE 25 1 Activity PR Z R R E3Eh1P. RBEARE View =B | android: filterToucheswhenObscured="true" , t;&HBE(A Activity STI
onFilterTouchEventForSecurity() F*f MotionEvent.FLAG WINDOW_IS OBSCURED #H#{T#X4f, 3R§ | android.permission.SYSTEM_ALERT WINDOW AXFREVEER A R]
B2  TYPE_APPLICATION_OVERLAY O, EHFHMTEBZL View (FHEAMESEM,

R
(B501] MREFFEHITEE grep/F, RRIMEMPIFEEOFCRARITIE |

grep -r "FLAG_SECURE" /workspace/decompiled_source/
grep -r "filterTouchesWhenObscured" /workspace/decompiled_source/

grep -r "onFilterTouchEventForSecurity" /workspace/decompiled_source/
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AndroidManifest.xml & EENX URLScheme §H 7T AccessControliviewActivity , Fi

—u

android:name="owasp.sat.agoat.AccessControliViewActivity">

android:name="android.intent.action.VIEW" />
android:name="android.intent.category.DEFAULT" />
android:name="android.intent.category.BROWSABLE" />
android:scheme="androgoat" android:host="vulnapp" />

FURIEE

FIERE PINBRIERER TERSMEINEFIZE

B2 LA T —NEEWRHMNA (| com.attacker.overlay ), iZWFIE® SYSTEM _ALERT WINDOW #XFEFHfEFET TYPE_APPLICATION_OVERLAY B[. BhASMERAEIA
EENMRURTTE IR T | EES | WENAMES MEE BRI RTIER | CLICKIACKED! , BERNARITT ERRE

BEI#7 Activity BRIRE EERLIR
AccessControllViewActivity THAZE x=540,y=393
HardCodeActivity IOIEIR B RS x=540,y=935
ClipboardActivity 4k OTP x=540,y=779
AccessControlIssuelActivity PIN 3&3F x=540,y=859

ATFHIANESERE :

WindowManager.LayoutParams params = WindowManager .LayoutParams(
windowManager .LayoutParams.MATCH_PARENT,
WindowManager .LayoutParams.MATCH_PARENT,
WindowManager .LayoutParams.TYPE_APPLICATION_OVERLAY,
windowManager .LayoutParams.FLAG_NOT_FOCUSABLE

| wWindowManager .LayoutParams.FLAG_NOT_TOUCH_MODAL
| WindowManager .LayoutParams.FLAG_LAYOUT_IN_SCREEN,
PixelFormat.TRANSLUCENT

REBBNIEES M -
e /workspace/overlay_attack_logcat.txt : TAY|E]ZEAY CLICKJACKED! i23F

HardCodeActivity SmiLHNIFMNRE

e /workspace/clickjacking_pin.mp4 : PINISIESHEHFNRE

L /workspace/final_attack_demo.mp4

. /workspace/screen_overlay_test2.png I THAZEEREE
e /workspace/screen_hardcode_overlay.png : iEBREEZEHE
e /workspace/screen_clipboard overlay.png : OTP BEE&HE

e /workspace/screen_pin_overlay.png : PINEBEEEHE

Eoan3ng;=:

Emand=Sndl

WHEBBERNAIE  AccessControliviewActivity MY TFELZZERA (845x=540,y=393) iERE|

IIE= 2

WHEBERMNMBTE  HardCodeActivity HIIIELERSIRF (#47x=540,y=935) SBRE|  CLICKIACKED!

WIERI 3

WHEBEEMNATE ClipboardActivity BIEM OTPIRE (%45x=540,y=779) ZiERE  CLICKIACKED!

BRI 4

WHEBEZEEMNABTE  AccessControllssuelActivity HIPINISIE (#4Fx=540,y=859) &MZFRE  CLICKIACKED!

BRI 5

CLICKJACKED!

“#R

CLICKJACKED BHfiA :

CLICKJACKED B3\ :

CLICKJACKED BHfiA :

CLICKJACKED BHfiA :

HHRFEME

Wiremk

OTPEXER

PINE#%

, BRI ABIITY THIRE

, EFRRZIAIT T B

, BARRFA%ERT OTP

REXME  /workspace/final_attack_demo.mp4 5 | /workspace/clickjacking_pin.mp4 IBFRT STEEAYF)AESE
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WIEE 6
HE

/workspace/screen_overlay_test2.png . /workspace/screen_hardcode_overlay.png . /workspace/screen_clipboard_overlay.png . @ /workspace/screen_pi

n_overlay.png BRTEZRUIE

IE=I 7
RE

ZNFRTEFRE 25 1 Activity PFRERZ R R, BRSO MRINERBFRIBAARLIEM  android: filterTouchesWhenObscured="true" | .
onFilterTouchEventForSecurity() 3% FLAG_SECURE MY, k44,  AccessControliviewActivity i&id AndroidManifest.xml HfYintent-filter #SH, BTE
HAeMBBRAEFRPITEAIMNERES, RTFERE PINKIENIER FENEBEZEE .

PP RN ]

AccessControlivViewActivity.java 7E onCreate() HUEBEMIMEXFE, tHREE onResume() 3K  onNewIntent() RIRWEKRIFRE :

@override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
setContentView(R.layout.activity_access_controll_view);

Button downloadInvoice = (Button) findViewById(R.id.downLoad);

downloadInvoice.setOnClickListener ( View.OnClickListener() {
@Ooverride
onClick(view it) {
AccessControlilViewActivity. .startService();

startService() {
Intent ServiceIntent = Intent( , DownloadInvoiceService.class);
startService(ServicelIntent);

AndroidManifest.xml TERIZE  android:exported="false" HIER FSH T ZActivity :

android:label tring/activity" android:name="owasp.sat.agoat.AccessControllViewActivity">

android:name="android.intent.action.VIEW"/>
android:name="android.intent.category.DEFAULT"/>
android:host="vulnapp" android:scheme="androgoat"/>

F IR

T EREEBERE ¢ MPE 251 Activity BITRFEMENIAEHIA, 22/25 F1ETapjackingi®ifEle. R  splashactivity 5  xssactivity (ERERETR) UKk
BinaryPatchingActivity —(HREIERIAZA) RAFIA. RIGNBEMEBHEREER. SRINATHBNS X TIERTIE

e | InputvalidationsOSCMDInjectionMain2Activity —: @it RUNIZSAS HEIEFRIT OS &S

e | TrafficActivity : HTTP/HTTPS/Certificate Pinning &5 m dishis

* | RootDetectionActivity /  EmulatorDetectionActivity : EIEZELLITEMENE

. InsecureStorageSDCardActivity / InsecureStorageSQLiteActivity / InsecureStorageSharedPrefs / InsecureStorageTempActivity I EENEEEMA
SRR

e [ sQLinjectionActivity @ EEEHITSQLER

DeepLink AESEE © Eh7S ADB MREAIARIFERIAA PIN BIER FEZEHIRIMEGR  AccessControliviewActivity

adb shell am start -a android.intent.action.VIEW -d "androgoat://vulnapp" -p owasp.sat.agoat

dumpsys activity activities IZEIE/R :

mResumedActivity: ActivityRecord{9b6dcfb u® owasp.sat.agoat/.AccessControllViewActivity t192}

SBEHIIETE | am force-stop JEEFERIS :
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adb shell am force-stop owasp.sat.agoat
adb shell am start -a android.intent.action.VIEW -d "androgoat://vulnapp" -p owasp.sat.agoat

ERBIES L

TaskRecord{9091475 #195 A=owasp.sat.agoat ... sz=1}

intent={act=android.intent.action.VIEW dat=androgoat:

Run #0: ActivityRecord{2aa99dd u® owasp.sat.agoat/.AccessControllViewActivity t195}
mResumedActivity: ActivityRecord{2aa99dd u® owasp.sat.agoat/.AccessControllViewActivity t195}

TWRBER BB, KRB PINRRIGAENEE. EanHAER Logecat R E S PINBIEHKIFREH R,

KHEBZRRE :

wWindowManager.LayoutParams params = windowManager .LayoutParams (

windowManager .LayoutParams.MATCH_PARENT,
WindowManager .LayoutParams.MATCH_PARENT,
windowManager .LayoutParams.TYPE_APPLICATION_OVERLAY,
windowManager .LayoutParams.FLAG_NOT_FOCUSABLE

| WindowManager.LayoutParams.FLAG_NOT_TOUCH_MODAL

| WindowManager.LayoutParams.FLAG_LAYOUT_IN_SCREEN,
PixelFormat.TRANSLUCENT

B 2R R AVIEE M ¢
/workspace/dynamic_overlay_comprehensive_report.md
/workspace/traffic_clickjack.mp4 .  /workspace/oscmd_clickjack.mp4
/workspace/batchl_results.json Z  /workspace/batch4 results.json .  /workspace/verification_results.json

/workspace/overlay_attack_logcat.txt

/workspace/deeplink_access_controll view.png . /workspace/deeplink_cold_start_access_controll_view.png
iy

ENBY 4R AR IETE
TEBURAR B XML XA X R B MEFIRE  android: filterTouchesWhenObscured="true" 5, BNRIIL HREBEZEE OMANREH

android:id="@+id/downloadInvoiceButton"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:filterToucheswhenObscured="true" />

XAIER

EE MUK Activity 8 | onCreate() HIMA  WindowManager.lLayoutParams.FLAG_SECURE EBNRIfHIEERNEZEHFM

@Override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
getWindow( ) .setFlags(
WindowManager .LayoutParams.FLAG_SECURE,
WindowManager .LayoutParams.FLAG_SECURE
)i

setContentView(R.layout.activity sensitive);

WAILTE | AndroidManifest.xml H@ETERHITACE :

android:name=".AccessControllViewActivity"
android:theme="@style/SecureActivityTheme" />

name="SecureActivityTheme" parent="Theme.AppCompat.Light.DarkActionBar">
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name="android:windowIsSecure'">true</

SKHLSTTRIAMRESE TS, SRICMZRRLM

@override
onFilterTouchEventForSecurity(MotionEvent event) {
((event.getFlags() & MotionEvent.FLAG_WINDOW_IS_OBSCURED) != 0
|| (event.getFlags() & MotionEvent.FLAG_WINDOW_IS_PARTIALLY_OBSCURED) != 0) {
Log.w("SECURITY", "Blocked obscured touch event");

’

.onFilterTouchEventForSecurity(event);

TE AccessControliViewActivity.onCreate() HAIMRINRE, RIFSHIFEEREE

(!isUserAuthenticated()) {
finish();

’

I85E
LEWETRERERNA, S fH 8 M BRIEH, WIEEMNAIMmE, BEREREI  FLAG_WINDOW_IS OBSCURED I23R.
2. 32 {RIPHY Activity 5B1T  adb shell screencap HEIAHEIMERALZERE.

3. 8197 grep -r "filterTouchesWhenobscured" /workspace/decompiled_source/ FHfiA % BMEIZIEICECIN,

E3 Raw Authentication Credentials and SQL Queries Leaked to Android Logcat

2N Activity TRAFMIFRBAFA 5. BREMSQLIEAET Log.e « Log.v #1 system.out.println BEAAndroid RZHE, EAEE HEIHRNNRANBHIFEE
adb  AXPRAVKEH BRI HEUX LI,

3t  owasp.sat.agoat HYERESOHTIRGIH =4 Activity, EEURBPRARGBENEZE RABE Sinke  InsecureloggingActivity TEERSATIRHE, HIFFEEAF
MR EE logcat AR, | InsecureStoragesqQLiteActivity IBRT EEANEIENITEE SQLINSERTIEA, M squinjectionActivity MIFEIAHEERLA
SELECTEfIEANREIMNEIREIZR. BT Android BEEZFIEE EALFENE, BL@ET  adb logcat RBMIREY, XEMM T —FaXMENESMERE, A
ERENS,

EARIEE

R #1

RE

FRETFABFARASBIEFEIRIERNERT android.util.Log #1  system.out.println o FRHBEFARFATEARKZHE], RELHL. FAMZHBEBIE,
A

£  InsecurelLoggingActivity.java BJEE59F17017 :

Log.e("Error:", sh.toString());

PrintStream printStream = System.out;
printStream.println(sb2.toString());

7  InsecureStorageSQLiteActivity.java BIE 8717 :

Log.v("Query", qry);

£  sQLinjectionActivity.java HYEE82F 831THIE I3 E941T:

Log.e("Error:", strb.toString());

Log.v("Query", qry);
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R AL

[B250Mh] BESEITBERE)—RTEMEEET © M EditText.getText() #£&  stringBuilder HHEREERABESSink, LA EZFFIREN B R R IF RGN
sources/owasp/sat/agoat/ o FRIBFTEASINIT, EIULERIRENZEET logeatidik ; EREEEATEENIT, SRABRBREHEE.

ISIEIEYE

REA

##75 Source-to-Sink D#fIA, | owasp.sat.agoat FHEI=/Activity FREIEAFEIES SQLEBFREBREZE A  android.util.Log #  System.out.println
Sink, HEREIREIEMAL. RETMEREBLIE, X RFZRGHITER grep, WIET =R HFIHFREFE  Buildconfig.DEBUG 5|,
Log.isLoggable() HEMUMIEAHEIBEEL ( replace . mask . redact . | substring ). Itt4}, AndroidManifest.xml FREERT
android:debuggable="true" , ffadblogcatifiakFIRE, MM KT EEHBERE,

L

1E  InsecurelLoggingActivity.java M 45ZF 7097 —— InsecureloggingActivity$onCreate$l MIHJ  onClick

StringBuilder sb = StringBuilder();
sb.append("Error occured when processing Username
sb.append((Object) username2.getText());
sb.append(" and Password ");

sbh.append((Object) password2.getText());
Log.e("Error:", sb.toString());

StringBuilder sh2 = StringBuilder();

sb2.append("Error: Error occured when processing Username ");
sb2.append((Object) username3.getText());

sbh2.append(" and Password ");

sb2.append((Object) password3.getText());

PrintStream printStream = System.out;
printStream.println(sb2.toString());

InsecureStorageSQLiteActivity.java HISE64ZE871T——1E try/catch RAFLHRMHIEHE SQLINSERT :

StringBuilder sb = StringBuilder();

sb.append("INSERT INTO users (username, password) VALUES('");
sb.append(username2.getText().toString());

sb.append("','");

sb.append(password2.getText().toString());

sb.append("')");

String qry = sb.toString();

Log.v("Query", qry);

sQLinjectionActivity.java HIE 56 E 9417 —— [RIRSELECTSERERETRR ¢

StringBuilder sb = StringBuilder();
sb.append("SELECT * FROM users WHERE username='");
sbh.append(username2.getText().toString());
sb.append("'");

String qry = sb.toString();

Cursor QryResult = db.rawQuery(qry,
strb = StringBuilder("");
(QryResult.moveToNext()) {
strb.append("Username: (" + QryResult.getString(1) + ") password: (" + QryResult.getString(2) + ")\n");

Log.e("Error:", strb.toString());
Log.v("Query", qry);

StringBuilder sh2 = StringBuilder();
sb2.append("User: (");
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sb2.append(username3.getText().toString());

sb2.append(") not found");

strb.append(sb2.toString());
Log.e("Error:", strb.toString());
Log.v("Query", qry);

TRIAF IR
[B4E 9] ARBIER =/ Activity $11T7 7 IERVBY Source-to-Sink IBER, HBIAM | EditText.getText() EFIEE Sink BITERMAEIER :

1.InsecureLoggingActivity —— 55 54 1755 58 (TNRBAFR MBS | A stringBuilder sb , FH594TEIE Log.e Hitho 5651755 691TMEE = Builder &
AR, HFE701T@E  system.out HitHo PN SINk¥IR®  if (DEBUG) SRMFRIF.

2.InsecureStorageSQLiteActivity —— $871T ( Log.v("Query", qry) ) fiIF try/catch ¥R (B575F8617) &, FELFTIL execsor HITHINEZRMHF
B, REOERIEIT. TTEMN SQLINSERT FRB T SHAXENE,

3.8QLinjectionActivity —— 2 82E 83177E  getCount() > 0 BHERFTELERE (LEHENKIBEEEN). £ 93 E4ITESRIRAS TN ERMFRT, HWHRA
SELECTERUE—1MEHX, HRASEREIERIAABANM ‘notfound” f54%.

3t  AndroidManifest.xml BYEHITIRFAIAEARATY android:debuggable="true" (%517), XEVIBIKEEENFIBTERAEER | 5 USB I adb iARIFNRHK T
EHFEBIT adb logcat ENAMHIREHAEIES SQLIER, T rooti&& ;LT logeat iR,

MEHERBRYE | ARIIERBITEHSNITE LT logeat 13X ; AIF AR SE I FHSRFEIFRIE A
Bl

ENEHE &
EEIRF BERIEAF B SQLE BN HH, BRI ERIEFAE Log.e « Log.d . Log.v # system.out.println &M,

KAEE
IR—TEPXBEETE, FRAHMNEERPIBREN, FFHEBHRA  [ReDACTED] o M ProGuard 3 R8 MMM ERIRAFZIFR  Log.* HA :

-assumenosideeffects class android.util.Log {
public static int v(...);
public static int d(...);
public static int i(...);
public static int w(...);

public static int e(...);

Emald
EREXTHERA, RITEIBAAMRIE, 51T adb logcat | grep -i "Error\|Query" . MINBEFREMEMAMAF G, B SQLEEN A,

B InsecureStorageSQLiteActivity FRITER execSQL FEHI SQL EA

InsecureStorage SQLiteActivity SN REELH EditText EHHEEE A execSQL) MUATEE INSERTIEA, NMSBUH#SEMEA. FEIZRERURIAMEIEETE
M,

InsecureStorageSQLiteActivity B BEHHER NG E AT | EditText FESRME  InsErT B4, HFAPSBFACRERIAME acoat SQlite HiRE
o ERBIFRIBMHEA | sqLiteDatabase.execSQL() FHiE, A EERZZSEUNSHBHIISQLIBEA, XBFWEEEBRIIZLRIE  INSERT BAFRITERRESE
4], @¥E INSERT . | UPDATE . DELETE # CREATE TABLE . AP &MERFEEIANSZSHEIIEIASR, BALLEARKE TRMERITRENN BIF4M, % Activity
5 SQLinjectionActivity EZE—MUBEX M, EANKIBESZNERIERNEI,

BARFE

K #1

1REA

7  owasp/sat/agoat/InsecureStorageSQLiteActivity.java 58017, MABEINMNREH LM UIMABREED SQLFEREREPMIEE nserT 184, FH@Ed
execSQL() HITo 5 rawquery() AR, execsQL() REFHITIREINEAZIES, NMAFHESEEEA

AR

BRI HNRRE IEEENT

String qry = "INSERT INTO users (username, password) VALUES('" +

userName.getText().toString() + "', '" + password.getText().toString() + ""')"
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sQLiteDatabase.execSQL(qry);

userName | #1 password 3JREID%5IA R.id.userName #1 'R.id.password B9 EditText ¥, BARZIHARIEHBHILE,

FIRIEE
[Simulated] A EHB5ELMEE acoat schema AIAHIIE SQLite BIEFEHITEMA Payload, LERINT, IEXRTHEEEAHIT !

o j&idusername FERTLIMF| SN REIZLE | A  test', 'test'); -- RTEFIEENIT INSERT INTO users (username, password) VALUES('test','test');
--') | BYTAK, ZIBMFIIREA | (test, test) FRFRIREO IR

o @it username FERLIMBIEASEA © A  test', 'test'); INSERT INTO users (username, password) VALUES('attacker','attacker'); -- [&, PSRIRITIEMH
MiT. EIERWBINEA T BTEE, BT RITERREE,

o @3 password FERTIMZIBAIEA ¢ MA | test'); INSERT INTO users (username, password) VALUES('attacker2','attacker2'); -- J&, EIFSEMEITHIER
A, EEFNRAFEIIRIIEERE.

o i&id UPDATERRIFSEEEM : £ INSERT JSiBINHMEE Payload ' UPDATE users SET password='hacked' WHERE username='admin'; -- , HE{ERMEIA  admin P

MZBEMRKAER A  hacked fEo

o i3 CREATETABLE SCIRSUIEZEN © #:5E Payload BB T& A  stolen_data HIFIR, HUFENEEIEFBAER, IESLKEE T ELZH] schema IR
BT,

IR

1REA
[Static Analysis] £ JADX RZRiZBIRAHD

/workspace/source_code_analysis_b456ad45d2f249a09fc5eas8e695da9e6/base . apk/sources/owasp/sat/agoat/InsecureStorageSQLiteActivity.java HBEIARE sink il
FE#E801T. oncCreate() Ak (FB44FE901T) FKEXT 5817 R.id.userName FIFE594T R.id.password XfRAY EditText HAHE, FHRIDA

R.id.sQLButton HY save 3&fH (56017) MIMNT mEUE0TER, £ onclick() HER (56217) BUERFTHEHBENESH, MEEEEA

this.mDB.execSQL(qry) HiTo RKEBHREFEHE 2 &HMIFFS  bindargs FBHEWG, HEEMTEER{CEIE,

RAAE
JADX R4RIFEH Java RIS (F Kotlin#iFsk) BR T2 —BHBHEE :

.mDB = openOrCreateDatabase("aGoat", 0O, B
.mDB.execSQL("CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR)");

EditText username = (EditText) findViewById(R.id.userName);
EditText password = (EditText) findViewById(R.id.password);

String qry = "INSERT INTO users (username, password) VALUES('" +
username.getText().toString() + "', '" + password.getText().toString() + ""')";
.mDB.execSQL(qry);

WIFEREIIFAIN, | Log.v("Query", qry) (#8197) # Log.d("Error", ...) (58417) SRTENETNFHE (FEEMEIAK Payload) BARZKEEK, M
MAHE READ_Loes AXPREXE&YIE ADB A iRlRE I K E A IRIEEAABIMIEE,

FIRIEE

[Static Analysis] SIFFIAFE M A F R e BARE sink, B2EREERIE. HXHBREIFE, WEXMLIH  activity_insecure_storage_sqlite.xml IF
R.id.userName # R.id.password EIZRHERR EditText HF, M 80 TREEIMIRARLZIEA LS,

B | sQuinjectionActivity.java (545 ZE 9717) RIRIEES Activity 201, EXMHTH T TLBRNBHEEX M :

SQLinjectionActivity. .mDB = SQLinjectionActivity. .openOrCreateDatabase("aGoat", 0,

StringBuilder sbh = StringBuilder();
sb.append("SELECT * FROM users WHERE username='");
sb.append(username2.getText().toString());
sb.append("'");

String qry = sb.toString();

QryResult = sQLiteDatabase.rawQuery(qry,
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BT Activity ¥5|FE—  "acoat" #3EE, B execsqL() SIIENERE, K@ InsecureStoragesqQLiteActivity = HITHIEIBEIFFEEEIERYHES Payload (6l
40 UPDATE A% DELETE #0 CREATE TABLE %5) #ES#  sQLinjectionActivity BY | SELECT = ZEIHENATRXAN,

Manifest EIH#—5 4 KT ®MME .  android:allowBackup="true" #  android:debuggable="true" JFBiFi@id adb backup IX run-as IRENFHBELKIZIE acoat
HUERE ; M  cleartextTrafficPermitted="true" UM network_security_config.xml HXIFF CARUEENFEEBMEFEIWRZEEH,

il

BNBY 4B AR IR E
ERBRABESLERA, 2H save BHFFMEFHEAKERSIEAIGRIDERER. Mmanifestf#FR  android:debuggable="true" o

KABEAR
B execsqL() ARAEHENMER contentvalues FY  sQLiteDatabase.insert() , MMAIEERERTEHHE :

ContentVvalues values = Contentvalues();
values.put("username", userName.getText().toString());
values.put("password", password.getText().toString());

sQLiteDatabase.insert("users", , values);

INRMAMBTER  execsQL() H{TschemaBIR, BHRREREHAISAPBANTRHRIEA execsqL() o PIERIBRIEIRNERSHILAPI (| insert() .
update() « delete() ) WHBELESHM sqLiteStatement o

I9E

1. EFTITHSON, BIATTEE  execsoL() HHERPIMAMIE R,

2. $t3HE & EATEBR A SR 2 1B H payload (U4 | '); DELETE FROM users; -- ), HIIEX&ZETHEANBEITEA.

3ERMAREGERE users &, HIARHIMESNN schema EEHEINTo

B AFSEEM Firebase Database

\FF 8 Firebase 8B, AIRESECRIENILR. #IEHNK. EEME. BEREREERK.

I

Firebase 2—M$EIH Web WAL TR, AFAERHESHIENRS, UELHEIEE. R Firebase MIEEAHRE, BHRSETMAGRELHINESENNIER
TisEHRER R EFERIEYE.

Firebase #IEEAHRBNREXMAREIFETE, AISBEUTERE2NE

o RENUARE | EAASEETHINERRIEER T A REIEEPIRE, XEREFHEERIEETSRE ST aeRARRAAE R,

o HIEE  WEERLUER. AMSMIREUEERNEKIE, FTRESBEBIESRIBERMLN, HMONAEHLSER™ERTR.

o ERME | MEETLERIBRER, PIIEIE. PTAGER. MSHIEUR AT eEEEREE TR EMNERE .

o WEKE | WEEFUYURESMHEBERE, FUTNEAKE. BitlA (XSS) %, MUFIAER Firebase BB AH BRI,

o EERK I IRBREEME, TRSEEFAEEEMNLGHTE, NEUEEERERFM.

EKE Firebase MIBERSRHARE, AIEAMUT curldmd -

<> BASH

curl -X GET 'https://<project-id>.firebaseio.com/.json'

¥ <project-id> EIRAEEREN Firebase WH ID, ZaHF=iRLISONEIREY Firebase HHBEIRT o
R Firebase HUBELA T AFRBERS, ENAEETRINISZNNIER FHRBEGE.

NRHIEELLSMBLER, THRIEIRER, RREESIHRNIZEIE.

EARIEE

R 11

Firebase ' https://androgoat-42597.firebaseio.com BIAFFiAR], ANEFMUFHSIIE © | curl --request GET --url https://androgoat-

42597.firebaseio.com/.json o ZEEAMITF res/values/strings.xml i,
i

EEffFirebase BIEERBENE RN, BEEUATRATRE
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* S Firebase Authentication : Firebase Authentication Sz#Fxt Fi F# TS A IIE, FIEHRIEBIBENIARINR, EeILiEE Firebase Authentication A Z & 712
s (N FEESEB. Google. Facebook ) FemAF S350,

¢ figi& Firebase Security Rules : Firebase Security Rules BFENXEBIERIFIAA, HISEMLRF o EEERITERSE AR, EaUETHP BMRIPRER
BRI R R Y TE SR BR 1R SR S

W

SEHER

* Firebase Security Rules

* ]0Firebase Realtime Database Rule Templates

B LOGIAM BRRHRH

I ZH =9 Diffie-Hellman =¥, EERETITERERBHWTABOEKMRE,

ZiRBRBRSSHRER T2 HE/ Diffie-Hellman %, XAERKATHRA TSRV ERE, CERAHEEEBRDBEBEASEKMRE,
LOGJAM-common_primes &£ EARSSEREAEENIEDHSE (RE) B, XESHRBEATNBNRASZ. BARZRUERANRRLN, BRRFERIFRE
EH RS PRBITHESRANELR, FEERERBIAERZEREE,

TRRE :

LIREEIRBIIZERAIDH R (FIaN2RIAEI Apache/OpenSSLEER)
2. St EREBHITERATITE GEREE)
3R ZR R AR S 256 DH EFAIR

4 ERTITE R D TR R &R

5 ST REME HHER MRS S

FAEMS

o MRSERMERAE NHEIANDHERE (1024-bit /)

o MIETITEFEAETERR (5311024-bit 9% 112%7T)
o HEBMXBINERNMERE

o TEHEAKELES, BFAWLE

BRTH | EAESRSBERT RS S LERRINR1024-bit DHEH, EREREETCELAHEHNZSERBIH ERIBR. THE, HoRoEEERMRE
HRIREEMXLERSB/OVERTLS &R, THREAEHTHEAIZMEAELRR, BEFRREAT.

AR &R E WEY 1024 -bit REENRTIT 18% B FE R HTTPS I SEFER RN 3T, MIRER MRS RNRBNREKREIK 66% B9 VPN BRSS 250 26% 89 SSH AR5 25,
BARFE

R #1

£  demo.testfire.net _LEi%IELOGJIAM-common_primes

e %M : RFC2409/0akley Group 2

il

R | OGIAM BRI RIS :

EHERIPEN— — R —DHBH :

openssl dhparam -out unique-dhparams.pem 2048

SSLOpenSSLConfCmd DHParameters /path/to/unique-dhparams.pem

ssl_dhparam /path/to/unique-dhparams.pem;

BRERRINBARY
TIDRER U T EARARIMELRAIRE

* RN Apache 512fE¥ (MBEHEBIRSBFBEEER)
e BRIAOpenSSL512fiR# (B 1995 FECBITF/ET SSLeay )
° RFCH5N4MTARE (RIRER NSARMM)
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https://firebase.google.com/docs/rules/basics
https://medium.com/@juliomacr/10-firebase-realtime-database-rule-templates-d4894a118a98

T ZEECDHE :

REHE—

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384 :ECDHE-RSA-AES256-GCM-SHA384: | DHE

ssl_ciphers ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384: | DHE;

FEAFETF 2048 k&4 :
IR AIMER DHE :

ssl_dhparam_size 2048;

EAEARY

openssl s_client -connect example.com:443 -cipher DHE 2>&1 | \
openssl dhparam -inform PEM -text -noout

B BAIPIETE

° fEATLS1.3, HESR2EAHIRE DH
o ERFIEBERELMEMITM =izt
o BEREEREN, RIMERENITIR

o EFEIBEMN, FEEFIBRE (PFS) KM
XREBRT : EMfERSRERN 1024 (I DHESH, —EERERSHBZEHRTE, WRETITTERARMEEMLGMHS. H—1EtE5KERSEE,

SEHK

e Common Prime Analysis

* Weak DHResearch

* Technical Paper

B #%ohin SQLIEATRT

Mobile SQL Injection vulnerability allows an attacker to execute malicious SQL queries on amobile application's database, potentially leading to unauthorized
access, dataleakage, or data manipulation.

HBahl SQLIAAR— MR, REEIHBIZRRABBHNAZIATE SQLIER, MMARERMNEEEIETRIBIERE.

il

Kotlin

kotlin

import java.sql.Connection

import java.sql.DriverManager
import java.sql.PreparedStatement
import java.sql.ResultSet

fun main() {

val input = readLine() ?:
val connection = DriverManager.getConnection("jdbc:mysql://localhost:3306/mydatabase", "username", "password")

val statement = connection.prepareStatement("SELECT * FROM users WHERE username = ?")

statement.setString(1, input)
val resultSet = statement.executeQuery()

while (resultSet.next()) {
val username = resultSet.getString("username"
val password = resultSet.getString("password")

println("Username: $username, Password: $password")
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resultSet.close()
statement.close()
connection.close()

BAFE
RI #1

1E2¢  sQLiteDatabase BIAE execsQL Y, {UBA o MBHEIEEEZEESQLIEARR. Sall¥ BN KA
owasp.sat.agoat.InsecureStorageSQLiteActivity o 5 mITERFR © 3§ InsecureStorageSQLiteActivity 753% | onCreate
(Landroid/os/Bundle; )V o AR

at android.database.sqlite.SQLiteDatabase.execSQL

at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at owasp. .agoat.InsecureStorageSQLiteActivity.access$getMDB$p

at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at owasp. .agoat.InsecureStorageSQLiteActivity.onCreate

at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.<init>
at owasp. .agoat.InsecureStorageSQLiteActivity.onCreate

at android.support.v7.app.AppCompatActivity.onCreate

at owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

1= android.database.sqlite.SQLiteDatabase.execSQL

Unable to extract source code.

= owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vil_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, v0O_2);

return;

= owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
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public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vl_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, v0O_2);
return;

T  owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDBSp

public static final synthetic android.database.sglite.SQLiteDatabase access$getMDB$p(owasp.sat.agoat.InsecureStorageSQLiteActivity

{
return pl.mDB;

1= owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vl 2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_ 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
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?'Htl”’ﬁ;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

1 owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = v0O_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(v0O_0.getMessage());

android.util.Log.e(Error:, vi1_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findviewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.<init>

InsecureStorageSQLiteActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSQLiteActivity pl, android.widget.EditText p2
android.widget.EditText p3)
{
this.this$e = p1;
this.$username = p2;
this.$password = p3;

return;

1= owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
try {
android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);
this.mDB = vO_6;
} catch (android.widget.Button v0_0) {
android.widget.EditText vi_1 = new StringBuilder();
vl_1.append(Error occurred while creating database: );
vl_1.append(v0O_0.getMessage());
android.util.Log.e(Error:, vi_1.toString());
this.setContentView(2131296299);
((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

PR « Ostorlab Tif9:33 /184




if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

1 android.support.v7.app.AppCompatActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate vO = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((v@.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeld,

}
super.onCreate(p5);
return;

1E owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat,

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (vo_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

K #2

B oS HM A THEEE SQLIEARBN SQLBEBUS RIBEREARRIALAM ©  owasp.sat.agoat.InsecureStoragesQLiteActivity , &MTF
owasp.sat.agoat.InsecureStorageSQLiteActivity o MBE 0 ZFJSink s void android.database.sqlite.SQLiteDatabase.execSQL(java.lang.String) o

BER

android.database.sqlite.SQLiteDatabase.execSQL()
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.<init>()
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at owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()
at owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

7% | owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i.onClick()

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String vl_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 8, username);
vO_1.append(vl_8.getText().toString());
vo_1.append(',");
String v1_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

757% | owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i.onClick()

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String vi1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vl_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String v0_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDBS$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1)
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
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}

v2_2.execSQL(vO_2);

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1)
android.util.Log.v(Query, vO_2);

return;

77E | owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String vl_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vi_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

J57% | owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vil_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findvViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));
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return;

757% | owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.<init>()

InsecureStorageSQLiteActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSQLiteActivity p1, android.widget.EditText p2
android.widget.EditText p3)
{
this.this$e = p1;
this.$username = p2;
this.$password = p3;

return;

757E  owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText v1_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vil_1.append(v0O_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findviewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

J57& | owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}
if (vO_6 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v0O_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));
this.setContentView(2131296299);
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((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RIM#3

2§ sqQLiteDatabase HIFGE execsQu H, I o MBIAIEEETE SQLAEARM. SRMAELALAH  owasp.sat.agoat.InsecureStoragesQLiteActivity IBERM
Fo SRITEFIR | % InsecureStorageSQLiteActivity . 7% onCreate . fiIiE 0 . &% (Landroid/os/Bundle;)V o ERE :

at android.database.sqlite.SQLiteDatabase.execSQL

at owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at android.database.sqlite.SQLiteDatabase.execSQL

at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick
at owasp. .agoat.InsecureStorageSQLiteActivity.onCreate

at owasp. .agoat.InsecureStorageSQLiteActivity$onCreate$l.<init>
at owasp. .agoat.InsecureStorageSQLiteActivity.onCreate

at owasp. .agoat.InsecureStorageSQLiteActivity.onCreate

android.database.sqlite.SQLiteDatabase.execSQL

Unable to extract source code.

¥ owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vl 2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_ 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
?'F‘TIH’H;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, v0O_2);

return;

fiIF android.database.sqlite.SQLiteDatabase.execSQL

Unable to extract source code.
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fiIF owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vl_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
?'Htl”’ﬁ;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, v0O_2);
return;

fiIF | owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.onClick

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String v1_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_8, username);
vO_1.append(vl_8.getText().toString());
vO_1.append(',"');
String vil_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);
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return;

fiIF  owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i.onClick

public final void onClick(android.view.View p7)
{
String vO_1 = new StringBuilder();
vO_1.append(INSERT INTO users (username, password) VALUES(');
String vl_8 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 8, username);
vO_1.append(vl_8.getText().toString());
vo_1.append(',");
String v1_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl 2, password);
vO_1.append(vl_2.getText().toString());
vO_1.append('));
String vO_2 = vO_1.toString();
try {
android.widget.Toast v2_2 = owasp.sat.agoat.InsecureStorageSQLiteActivity.access$getMDB$p(this.this$0);
} catch (android.widget.Toast v2_3) {
CharSequence v3_1 = new StringBuilder();
v3_1.append(Error occurred when inserting data into database: );
v3_1.append(v2_3.getMessage());
android.util.Log.d(Error, v3_1.toString());
CharSequence v3_4 = this.this$0.getApplicationContext();
CharSequence v4_4 = new StringBuilder();
v4_4.append(Data not saved: Error occured - );
v4_4.append(v2_3.getMessage());
android.widget.Toast.makeText(v3_4, ((CharSequence) v4_4.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v2_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
v2_2.execSQL(vO_2);
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
android.util.Log.v(Query, vO_2);

return;

T owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;

} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vil_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (ve_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

fiIF owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l.<init>
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InsecureStorageSQLiteActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSQLiteActivity p1, android.widget.EditText p2
android.widget.EditText p3)
{
this.this$e = p1;
this.$username = p2;
this.$password = p3;

return;

fiIF owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (ve_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

¥ owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

v1l_1.append(Error occurred while creating database: );

vl_1.append(v0O_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;
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AP AZESEATHWEREE SQLIEARAN SQLEH, SRIBEREARIALAM |  owasp.sat.agoat.SQLinjectionActivity , RINF
owasp.sat.agoat.SQLinjectionActivity o MEE o FISink  android.database.Cursor android.database.sqlite.SQLiteDatabase.rawQuery(java.lang.String,

java.lang.string[]) o SEUBERERTE :

android.database.sqlite.SQLiteDatabase.rawQuery()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.access$getMDBSp( )
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity.onCreate()

HiE owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl _6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;

if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);

return;
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HiE owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
v0O_1.append(SELECT * FROM users WHERE username=');
String vl _6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vo_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;

if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, v0O_2);

return;

775  owasp.sat.agoat.SQLinjectionActivity.access$getMDBSp()

public static final synthetic android.database.sglite.SQLiteDatabase access$getMDB$p(owasp.sat.agoat.SQLinjectionActivity p1)

{
return pl.mDB;
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& owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl 6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$0, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDBSp(this.this$0);
} catch (boolean v2 13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v3_.2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);

return;

ik owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));
return;
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7% owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()

SQLinjectionActivity$onCreate$l(owasp.sat.agoat.SQLinjectionActivity p1, android.widget.EditText p2)
{

this.this$e = p1;

this.$username = p2;

return;

757% | owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

& android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate vO@ = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((v0.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {

this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);
return;

HiE owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));
return;

AR AZES A THEREE SQLEARAN SQLEBE, SmMARALAM  owasp.sat.agoat.SQLinjectionActivity BER, &RIF
owasp.sat.agoat.SQLinjectionActivity o MBEK o ZFsink | android.database.Cursor android.database.sqlite.SQLiteDatabase.rawQuery(java.lang.String,

java.lang.String[]) o JSSRUBERERTR :

android.database.sqlite.SQLiteDatabase.rawQuery()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()
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at owasp.sat.agoat.SQLinjectionActivity.onCreate()
at owasp.sat.agoat.SQLinjectionActivity.onCreate()

HiE owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl _6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vo_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0O,
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);

return;

if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, v0O_2);

return;

7575 | owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)

{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl_6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
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vO_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0,
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;

if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);
return;

ik owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl_6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vo_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$e, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
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android.util.Log.v(Query, vO_2);
\/E‘LLH’H;
}
if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, v0O_2);

return;

7575 | owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findvViewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

753% | owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()

SQLinjectionActivity$onCreate$l(owasp.sat.agoat.SQLinjectionActivity p1, android.widget.EditText p2)
{

this.this$e = p1;

this.$username = p2;

return;

7575 | owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findvViewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;
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HiE owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$i(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

B oESHHM A THEEE SQLIEARAN SQLBE, SRBEFEERAAMN | owasp.sat.agoat.SQLinjectionActivity &ILF
owasp.sat.agoat.SQLinjectionActivity o MEE o ZFJSink | android.database.Cursor android.database.sqlite.SQLiteDatabase.rawQuery(java.lang.String,

java.lang.String[]) o J5RUEER :

android.database.sqlite.SQLiteDatabase.rawQuery()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
android.database.sqlite.SQLiteDatabase.rawQuery()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.onCreate()

owasp. .agoat.SQLinjectionActivity$onCreate$l.<init>()
owasp. .agoat.SQLinjectionActivity.onCreate()

owasp. .agoat.SQLinjectionActivity.onCreate()

757% | owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vi_6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$0, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v3_.2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v38_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
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} else {
if (v3_3.getCount() > 0) {

v3_3.moveToFirst();

do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);

return;

& owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl 6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String vO_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$0, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDBSp(this.this$0);
} catch (boolean v2 13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
r(\tum;
}
if (v3_.2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());
} else {
}
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}

android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());

android.util.Log.v(Query, vO_2);

return;

ik owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl_6 = this.S$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$0, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;

if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
e {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, v0O_2);

return;

HiE owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()

public final void onClick(android.view.View p9)

{
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String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl _6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vO_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$0, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);
return;
}
if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_38 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);
return;

ik owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$i(this, ((android.widget.EditText) this.findViewById(2131165369)))));

return;

7% | owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()

SQLinjectionActivity$onCreate$l(owasp.sat.agoat.SQLinjectionActivity pl, android.widget.EditText p2)
{
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$0 = p1;
.$username = p2;

’

& owasp.sat.agoat.SQLinjectionActivity.onCreate()

onCreate(android.os.Bundle p4)

.onCreate(p4);
.setContentView(2131296306);
((android.widget.Button) .findViewById(2131165207)).setOnClickListener(((android.view.View$0OnClickListener)
owasp.sat.agoat.SQLinjectionActivity$onCreate$i( , ((android.widget.EditText) .findviewById(2131165369)))));

7

ik owasp.sat.agoat.SQLinjectionActivity.onCreate()

onCreate(android.os.Bundle p4)

.onCreate(p4);
.setContentView(2131296306);
((android.widget.Button) .findViewById(2131165207)).setOnClickListener(((android.view.View$0OnClickListener)
owasp.sat.agoat.SQLinjectionActivity$onCreate$i( , ((android.widget.EditText) .findviewById(2131165369)))));

’

}

il
NG SQLIEARR, BRI T
o EASBILERHTRIED, FSQLABSARBADTE.

o ERBFREABARIEECE, MEHATEEMRIE, UERZFM SQLEA.
o ERIERTSQLIKEN, MUEE BRNIRRE.

K KOTLIN

import java.sql.Connection
import java.sgl.DriverManager
import java.sql.PreparedStatement

fun main() {
val url = "jdbc:mysql://localhost:3306/mydatabase"
val username = "username"
val password = "password"

connection: Connection? = null
preparedStatement: PreparedStatement? = null

{

connection = DriverManager.getConnection(url, username, password)
val sql = "INSERT INTO users (name, email) VALUES (?, ?)"
preparedStatement = connection.prepareStatement(sql)

// Set values for the parameters
preparedStatement.setString(1, "John")
preparedStatement.setString(2, "john@example.com")

// Execute the prepared statement
preparedStatement .executeUpdate()
} catch (e: Exception) {
e.printStackTrace()
} finally {
preparedStatement?.close()
connection?.close()
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}
}
3 SWIFT
import Foundation
import SQLite3

func insertUser(name: String, email: String) {
var db: OpaquePointer?
var statement: OpaquePointer?

let dbPath = "path_to_your_database_file.db"

if sqlite3_open(dbPath, &db) == SQLITE_OK {
let insertStatementString = "INSERT INTO users (name, email) VALUES (?, ?)"

if sqlite3_prepare_v2(db, insertStatementString, -1, &statement, nil) == SQLITE_OK {
sglite3_bind_text(statement, 1, (name as NSString).utf8String, -1, nil)
sqlite3_bind_text(statement, 2, (email as NSString).utf8String, -1, nil)

if sqlite3_step(statement) == SQLITE_DONE {
print("Successfully inserted row.")
} else {
print("Could not insert row.")
}
} else {
print ("INSERT statement could not be prepared.")

sglited_finalize(statement)
} else {
print("Unable to open database.")

sqlite3_close(db)

<> FLUTTER

import 'package:sqflite/sqflite.dart';
import 'package:path/path.dart';

void insertUser(String name, String email) async {
Database database = await openDatabase(

join(await getDatabasesPath(), 'mydatabase.db'),

onCreate: (db, version) {
return db.execute(

"CREATE TABLE users(id INTEGER PRIMARY KEY, name TEXT, email TEXT)",

)i

3

version: 1,

)i

await database.transaction((txn) async {
await txn.rawInsert(
'INSERT INTO users(name, email) VALUES(?, ?)',
[name, email],
)i
1}

2EHEN

EMEGNREBE P iR RITSRE B REIRSS mISIE

BinaryPatchingActivity gates admin Ul functionality using alocalboolean field thatis never validated by abackend API, cryptographic token, or re-authentication

challenge.
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https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md

iZActivity f§ ' private final boolean isAdmin FEIIMA(L/ false , HTE onCreate() HHIBZFERATEETEAESEAKIAKETRNEERNA, HTFRZRS
A ERE. ELIIERMEIALE, BEERDEITHEE Frida IHIZIREAL, SEEH APK R Dalvik FRIRIZANIR, XIBT 7 —RFTLEKME P mEENNIRRE
FEEER, TRERTXREIE,

5% SEH
R

REA

BinaryPatchingActivity @id—"I8A1L7 false HJ private final boolean isAdmin FERZEFIIEE SR Ul THRMIAIE, % Activity 7  onCreate() HOZEIL
& &R true , WERASERIRAHEN TextView, RNFERMHAPIHER. BEFINEFIERINERRIEERRKS,

R

BinaryPatchingActivity.java (817, 39-5417)

isAdmin;

isAdmin() {
.isAdmin;

.isAdmin) {
((Textview) findViewById(R.id.adminText)).setText("You are an admin");
((Button) findviewById(R.id.adminButton)).setEnabled( )5

FIRIEE

[B25 0] ZFERANRZRHEEE, BREEMTENIE. EERUUER Fridahook  BinaryPatchingActivity.isAdmin() FHR[E]  true , ZEX APK#EH{TZi#H&NE
i, J¥Dalvik #1281L23H  const/4 ve, exe fEZA ox1 . EWMRHEIAR, BETER U HERNA2MAZSEHIAIL

OISR

RE

BinaryPatchingActivity (2% owasp.sat.agoat) #&id private final boolean isAdmin FEHEHIMEIER Ul tRiIAR, ZFERERTRFEZEEH Java B

(| base.apk/sources/owasp/sat/agoat/BinaryPatchingActivity.java ) 51717, ZFERBEWIVMERINE false , FHEA final EHFMENEEATZE, £
oncreate() (%481T) H, Activity 887  this.isAdmin ; HEFR true B, B adminButton FFEHT isAdminText o RIEHEIA © 7E Activity REAKEARE
B, FEEEANFBABE. MEER. BEFIALE SERIGTILRINIE,

REAE

BinaryPatchingActivity.java (817, 39-5417)

isAdmin;

isAdmin() {
.isAdmin;

( .isAdmin) {
TextView isAdminText = (TextView) _$_findCachedViewById(R.id.isAdminText);

Intrinsics.checkExpressionvValueIsNotNull(isAdminText, "isAdminText");
isAdminText.setText("You are Admin Now");

Button adminButton = (Button) _$_findCachedViewById(R.id.adminButton);
Intrinsics.checkExpressionvValueIsNotNull(adminButton, "adminButton");
adminButton.setEnabled( )e

L isAdmin f3  false (BRIAME) BY, FEXMF activity binary patching.xml JEZAJ ' isAdminText JJ"Sorry, Youdon'thave accesstothisfeature."
adminButton MRIFEAFIRZS ( android:enabled="false" ). AFEEMABERENEERRSRHITENGIIE.

FURIEE
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(B450Hr] IRBIERIHESE, | isAdmin RTESEMNEAEPREE—R (RRXALN  false ), ZEMKRTER, 3 isadmin\s*= HITHLTBELFEEERMT
fe, MIARFIEEM setter. RETHEERIESOZATENL

Manifest 81t ( base.apk/AndroidManifest.xml , $5717) &I :

android:allowBackup="true"
android:debuggable="true"

android:networkSecurityConfig="@xml/network_security_config"

android:debuggable="true" JS¥F Frida St EtiEIE T E X5 root INPRENEIMINNEI BiRi#HIZ, MARME T WEHETESITE hook BinaryPatchingActivity.isAdmin()
FHormIEIEE  true BIMME. Z Activity FIEexported ( android:exported  BRINF | false ), {BE—BENREAMIETIT, WTHHEENTE4 Dalvik #1541L28, ¥
const/4 vX, 0x0 B const/4 vX, ox1 , NTESXEBKABHEERRA U, YEERRERECER, FfaiTAEmKRKN. EFMIREEERE,

i
BNEHE &
M BinaryPatchingActivity HHEFREFIG  isAdmin IREfL. FAEEEIMERNTLS MG /user/role  IGmEHAR®, HEABEREFE

EncryptedsharedPreferences A, I&EHEEM TTL,

KAEE
W —TUHFIUR LRSS A BaRHIRI. FFIHMFERNIWTHSECEAXERY, HERTREIEERIENEREERERRL ole A

I85F
fEF Frida¥} ' BinaryPatchingActivity.isAdmin() ##{Thook, FELR[E true o MIARIRPITHERRIZEMAKLK, RANGHSIELIZIER,. BERAE, BER
FENREAMAG/REMREE AR U RIS,

TrafficActivity PRVIEBEEREF % A IEd F 5z etk K

TrafficActivity.doPinning() HHY OkHttp CertificatePinner B3, EAEFEZH catchRFRT  SSLPeerUnverifiedException , MIIFIFEREAAYAREIAL
o

TrafficActivity.doPinning() @i OkHttp ' certificatePinner 7 owasp.org BECE T =4HSHA-256pin, #ATM, BENMLZIEREBWSERIE try { ... } catch
(Exception e) { e.printStackTrace(); } ™, XREIEPEELMEIEREAZEE sSLPeerUnverifiedException o B EEFHXMAFZE CANEE, REEENFIA
RIBIEPE=BZEEEE, MAFPARJ/WENEFLE.

RAEE
R #1
1REA

FFRERA OkHttp B9 | certificatepinner.Builder SRIVTIEBERE, ERHMREEIERIRE-— NI FRIZINZELERP, ZOBER(GTEHERIREMARNITR X
o XIFTIEBEENRLSRIE, RNEEEEFTER, RAMEMSEHIRIT.

AR

TrafficActivity.java Z140E14197:

CertificatePinner pinnerl = CertificatePinner.Builder()
.add("owasp.org", "sha256/gdU/UHC1HIBFbIdeKuyHm/Lq/aQvMLYyuTtcvTEE/1JQ=")
.add("owasp.org", "sha256/YLh1dUR9y6Kja30RrAn7JKnbQG/uEtLMkBgFF2Fuihg=")

.add("owasp.org", "sha256/Vjs8r4z+80wjNcr1YKepWQboSIRi63WSWXhIMN+eWys=")
.build();
OkHttpClient client OkHttpClient.Builder().certificatePinner(pinner1).build();

TrafficActivity.java 25147 E14817 :

(Exception e) {

e.printStackTrace();

PR « Ostorlab Tif9: 56 /184



FI AR

[Static Analysis] R4RIFRBET, IEPEEIZEWRBEIE  doPinning() 1, B owasp.org HITEIE. HFM AR Network Security Config BESERAF LR
CA, TLSEFLESNIBIEY. MEIEPBEESSME  ssLPeerunverifiedException , {BEE147 E1481TABIZMY catch (Exception e)  UIBRNHEBIRER, X
okhttp3.CertificatePinner.check() 1T Fridahook thaEfEEERER :

Java.perform( ) {

Pinner = Java.use("okhttp3.CertificatePinner");
Pinner.check.overload('java.lang.String', 'java.util.List').implementation = (hostname, certs) {
console.log("[*] Bypassed pin for: " + hostname);
¥
1

OISR

REA

IOIERSIA, | TrafficActivity.doPinning() 7E owasp/sat/agoat/TrafficActivity.java B139ZE 1491728 M ATH—IIEBEIERITR. EMWET OkHttp
CertificatePinner , 7 owasp.org EEET =1 SHA-256EIEE, BfFEY execute() FEABREENTZH try EBRA, FHLL  catch (Exception e) {

=

e.printStackTrace(); } WE. BT sSLPeerUnverifiedException #= Exception HIF, FAEERNCEEHSWHREMMESR, MIERSEB. MEHN
AndroidManifest.xml 5T  android:networkSecurityConfig="@xml/network_security config" , XY res/xml/network_security config.xml &=
<certificates src="user"/> , IETRIEERFAETHFPTEN CA, XFEEMIBIEPEETE OkHttp BlESRIFHIEL 2 an@d TLS IBF.

AR
BERFFRBH ( /workspace/source_code_analysis_dfch434d7ae9421693bf4c0774F91126/base . apk/sources/owasp/sat/agoat/TrafficActivity.java ) FRZEIE :

FI39FE 14617 :

{

CertificatePinner pinnerl = CertificatePinner.Builder()
.add("owasp.org", "sha256/gdU/UHC1HIBFbIdeKuyHm/Lg/aQvMLyuTtcvTEE/1JQ=")
.add("owasp.org", "sha256/YLh1dUR9y6Kja30RrAn7JKnbQG/uUEtLMkBgFF2Fuihg=")
.add("owasp.org", "sha256/Vjs8r4z+80wjNcri1YKepWQboSIRi63WsWXhIMN+eWys="")
.build();

OkHttpClient client = OkHttpClient.Builder().certificatePinner (pinnerl).build();

Request request = Request.Builder().url("https://owasp.org").build();

Response response = client.newCall(request).execute();

ResponseBody body = response.body();

Log.v("Response", body != ? body.string() : Ve
(Exception e) {
e.printStackTrace();

FEFNERBHEIMES —PREZXH (| TrafficActivity$doPinning$l.java 252817) H,

FURIEE

[Static Analysis] i@ 3B R4mER RS (| /workspace/jadx_out/sources . | /workspace/jadx_out2/sources . /workspace/decompiled_source/sources Azt8
XOER) #ITEEKEK, BN certificatePinner.Builder {¥fE TrafficActivity.doPinning() (MREEHRMWERZE
TrafficActivity$doPinning$1.invoke2() ) ASEflft, BME—WEENENEA owasp.org o KBEFREFEEMEMEREEE (TrustKit. AndroidPinning) .
BN | TrustManager . | HostnameVerifier ¥ | SSLContext I%fE, ME—HY okHttpClient.Builder.certificatePinner() JAMMAITF | TrafficActivity.java

14117,

ZAENRBUIREST (| R.id.PinningButton ) A&, JZIRFHTEANKO doAsync EARLZXIZEFIAA  doPinning() o Source-to-sink HE&IN, PWILMETHRE
android.util.Log.v("Response", body.string()) (514617) ; AEEMEMUI ( Toast . | Textview ).  SharedPreferences . X% IPCIEM =, Fitb, &
client.newCall(request).execute() EEEARIEEMMLE SSLPeerUnverifiedException BY, RETESE 147 E1481THIEIA. HE) system.err , RZFA4REERER

W17, BEXEAERAFNRER,

IHERRE : AR BRARITE T EoE BB Frida @R EISHIA, ZREIRELERRENSABETERENHEERFSONEUREIL.
Bil
ENEHME &

¥¥ dopinning() R TFIEZHY catch REMAFERERIE, HBREZEKY -
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(SSLPeerunverifiedException e) {

Log.e("PINNING_FAILURE", "Certificate pinning failed for owasp.org", e);

;
(IOException e) {
Log.e("NETWORK_ERROR", "Network error occurred", e);

KAIEE
1.3B70EHE  SsLPeerUnverifiedException o JHEfA pinning KM AIZIERINBE B L LE1R

2.f$5F OkHttp ' certificatePinner X network_security config.xml HRY <pin-set> , fFpinning¥ BEMMBLEFHS, MANEF owasp.org o

I

1 fEARIE CA$EE  dopinning() HXf  https://owasp.org HJIEK,
2. KEEN, FAKBRIERRFEETEREMEIE.

3ERE, MNAXIUER pinning RIMHLIEERE, BEARMEIERTER.

AL LMINEBIZEN PR M ER ZIE (InsecureStorageSDCardActivity)
InsecureStoragesbCardActivity JFHFEIREANBEMERNIRN X, FEXEFZXELRETEMNLEAERR.

ZRBRBRERERELE—RE LNEMNA. BABHIMEAPKIRAR R EETNXFREEHRERE, ENEFReNFELINNENHZFHEPHAXEE
FEACMI B SR BEANE E R B
BAFE

R

REA

% Activity 7E | Environment.getExternalStorageDirectory() LHMEIRBIX 4, WEEIEA setReadable(true) #0  setwritable(true) , [MI&&E _EMFRBRN AT
ERBR. oL, 43 HFERRIAEIE  System.out.println() HEEFT logcat,

AR
InsecureStorageSDCardActivity.java (55 68-7617)

File externalStorageDirectory = Environment.getExternalStorageDirectory();
Intrinsics.checkExpressionValueIsNotNull(externalStorageDirectory,
"Environment.getExternalStorageDirectory()");
File userinfo = File.createTempFile("users", "tmp",
File(externalStorageDirectory.getAbsolutePath()));

System.out.println((Object) ("userinfo " + userinfo));
userinfo.setReadable( )8
userinfo.setWritable( D

Filewriter fw = FileWriter(userinfo);
fw.write(data);

fw.close();

FIl FEE
[EESORIRSIES, SRIAM Save IRAMKEIE—NLBENENXG, EPISHHEENAF 4. BEMNES, Ef155E READ_EXTERNAL_STORAGE NPREYEE=75L
FRER A LI B HIEEUXLE S M, logcati#tEE ( system.out.println ) BEBEEHMKE, NAETEHITXHRFES,

WiiHE : BE  READ_EXTERNAL_STORAGE IIRRUEER SR logcat, SHIENEREAEEE RMEE  users*.tmp X, LUREVEAXEIL,

OISR

REA

ZNFB#RSDKA | targetSdkversion=26  (Android8.0), s&HIfEFAIHMRNEBEMEIT, EBY  Environment.getExternalStorageDirectory() EEI—1MHZEREFR]
HEanZeE (U0 /sdcard/ B | /storage/emulated/0/ )o TEMERPEIZHIXAAR ERIHIEMETE READ_EXTERNAL STORAGE | IXFREIEME R I AR,
HIERE sdcardfs/FUSE /&) FAT32 HEH F58HIH1T Unix AFE (L. 3IEHAIA manifest REBSEAT | android:debuggable="true" #1 android:allowBackup="true"
BLETHAFICES adb ER1REUE—F IR T ME R,
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A
IR 4RiFIRFS ( base.apk/sources/owasp/sat/agoat/InsecureStorageSDCardActivity.java ) BISGIEMSINT SMALZSIREMNEHRTITS, HEER T S2NEXEIEAL
g -

EABRNEIIAR ($845-5117

StringBuilder sb = StringBuilder();

sb.append(" This data is stored in SdCard on ").append( Date().toString()).append(":\n");
sb.append(" Username - ").append(username.getText().toString()).append("\n");

sb.append(" Password -").append(password.getText().toString());

String data = sb.toString();

EHEEE LR ($F68-7017)

File externalStorageDirectory = Environment.getExternalStorageDirectory();
Intrinsics.checkExpressionValueIsNotNull(externalStorageDirectory,
"Environment.getExternalStorageDirectory()");
File userinfo = File.createTempFile("users", "tmp",
File(externalStorageDirectory.getAbsolutePath()));

Logcat BZittE (B7117)

System.out.println((Object) ("userinfo " + userinfo));

WFRIER (3872-7317

userinfo.setReadable( )5

userinfo.setWritable( )5

[FES D AWIE, setReadable(boolean) 4  setwritable(boolean) HIARMIARESHINRFAIEENEHT N, EAPI26 IRIRASEME L, X—X3IEEE LT X
RE, AAENERARER chmod I ; MBEHRZNIFMEREE R THER LR LA IEFTE158  READ_EXTERNAL_STORAGE AXPRAYRZFIRER,

FIRIEE

B2 1] Manifest 5 SDK EFX :

° AndroidManifest.xml FSBEY  WRITE_EXTERNAL_STORAGE £ | READ_EXTERNAL_STORAGE o
* M\ base.apk/apktool.yml F$EEXE]  targetSdkVersion="26" 5 ' minSdkVersion="18" .

e | android:debuggable="true" %4 ' android:allowBackup="true" 37F7E,
[EES O] BERIEREERREK

o EWAENAN  setReadable(false .  setWritable(false . chmod .  setExecutable 5 @ setPermissions #{TUEAIEER, RO BICE, KEERREE
EENPRIE. BERFERESEE.

[ERS ) THALIE :
o username.getText().toString() 5  password.getText().toString() #REIEHIEER] data FREBEF, RKHTEERE. KERHISHELE,

EHS T AN R |

e File.createTempFile("users", "tmp", ...) TENEPEFEMEIEEREMR users*.tmp o TEEHFHI  System.out.println  JFLEIFEEE (FI40 | userinfo
/sdcard/users12345.tmp ) HEEE|logcat, JHIRT XHERFMENNEM, B READ_EXTERNAL STORAGE AXPRAVEEN ARl EEEMIZfE MRS IR EIIF
¥,

i

ENEHE &

M | InsecurestoragesbcardActivity.java HHEFREILHY  setReadable(true) F1 setwWritable(true) A,

KAIEE
PIDRBRINESIEFEESNEEFE R, BXGEARERENANERNEER, K Android FIBAIMIIRIEL

File internalDir = getFilesDir();
File userinfo = File.createTempFile("users", "tmp", internalDir);

FileWriter fw = FileWriter(userinfo);
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fw.write(data);

fw.close();

oV, BBRMRLEITERIRA  System.out.println HEIEA,

I8E
1 1S TIRR R 8 OIRIRME, MIAFTXXERIET  /data/data/owasp.sat.agoat/files/ o
2. N ERRKAEMUIDIRFIEENR ((1s -1 BR  rw------- Yo

3 HINRERTFIRIAN, logcat REHIHAI X AR,

= _L\\ 332 Ay

0 HRRERRD FLAG_SECURE, RFREZFBNNREHE
owasp.sat.agoat FHIEER 25 1 Activity ¥R E FLAG_SECURE, SEEE PINFIA. FERAM OTP £EANBRAE I HEIZBFSRF.
P8 activity BA¥IKRI&E  windowManager . LayoutParams.FLAG_SECURE , SEEEATIERINEY adv NME=FATEHTEHRNRRE. ZABEEPINKIE. EiEH
A OTPERKRZ A REHMSHIA. HEERCKBHELTAFRENATERNEENGIRERESHRSHE, o BEXEMRE R LEBREERN overlay B,
5% SEH
B #1
RARREE

owasp.sat.agoat FRIEYE Activity FEFIBATLE OBIIRIZE | windowManager . LayoutParams . FLAG_SECURE o ZARiCsE Android BIFRAERSIPHLE], ATFEIERFAEHEET
B, adb UREBE=ZARRNABRKEREAS.
AR

[BESHIFRE 251 Activity IR ZRIFE smali Kz Java IREB 539K &M FLAG_SECURE 5|, B&EEM@Activity7E  oncreate() iR
getWindow( ) .addFlags(WindowManager . LayoutParams.FLAG_SECURE) BY  getWindow().setFlags(...) o

grep -r "FLAG_SECURE" /workspace/decompiled_source/

grep -r "windowIsSecure" /workspace/decompiled_source/

FIRIEE
RRINER ERIRDASMEUESE, FRAESRA ISR ERGIMER SRR

adb shell screencap /sdcard/screen_pin_overlay.png

adb shell screenrecord /sdcard/record.mp4

dumpsys window ZMFHEIA, BARMANAIBEOHKRIEE  FLAG_SECURE 1Ko
BIERMENEDIE ©

L /workspace/screen_pin_overlay.png

° /workspace/screen_hardcode_overlay.png

L /workspace/screen_clipboard_overlay.png

° /workspace/screen_overlay_test2.png

/workspace/clickjacking_pin.mp4

° /workspace/final_attack_demo.mp4

XERFTENARZBERGEEBERATRANERT, EREIBFHIIIE. PIN. OTP REAFS.

IR

ISR
adb shell screencap TEFTEBURREIINITRTI, SIEPINIIES HEIERIA R .

IIE=I 2

adb shell screenrecord SKBVHR T BEZBRWEEE, BRZIMEHMARE.
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BIErEA 3

dumpsys window THAINABIRRZ B OFRTEIE  FLAG_SECURE = #Ric.

WIEZI 4

#E | /workspace/screen_pin overlay.png . | /workspace/screen_hardcode overlay.png . | /workspace/screen_clipboard overlay.png
. | /workspace/screen_overlay_test2.png 83K T RKZIREINBREARNR.

IERI 5

BRERER

owasp.sat.agoat FIHY | AccessControliviewActivity RIEEEHE@E®HHE action.VIEW MKEENX scheme androgoat://vulnapp B | <intent-filter> , %0
FEXILE android:exported="false" , EMWEXFH. LA, ZActvity WAORKISERMBGBIIEELE, REMBTEXNLA  AccessControllssuelActivity
FRERHIZEK PIN BRI,

AR

B  /workspace/agoat_decode/AndroidManifest.xml FY;EEEARE :

android:label tring/activity" android:name="owasp.sat.agoat.AccessControlilViewActivity">

android:name="android.intent.action.VIEW"/>
android:name="android.intent.category.DEFAULT"/>
android:host="vulnapp" android:scheme="androgoat"/>

3t /workspace/agoat_analysis/sources/owasp_sat_agoat_AccessControllViewActivity.java = SZELXR smalifUERSORHEIA ©

* | onCreate(Bundle) IZEBENAMMEFHMII—"EMA startService() HJ  onClickListener o
o onNewIntent(Intent) SR#MEE,
o onResume() KRIFEE,

o K5I verifyIfpinSet() .  isPinCorrect() . | verifyPINview() ¥ SharedPreferencesPINI&i,

FRIEE
BEBEBPIN, | pinset=true , MD5MAFEEAN 1234

ml versio 1.0' encodin utf-8' standalone='yes'

name="pinSet" value="true" />
name="pin">81dc9bdb52d04dc20036dbd8313ed055</

®id ADB #{TEISHIARY, THREM PINSZREIRT) |

adb shell am start -W -a android.intent.action.VIEW -d "androgoat://vulnapp" owasp.sat.agoat

Lur i

Starting: Intent { act=android.intent.action. dat=androgoat:
Status: ok

Activity: owasp.sat.agoat/.AccessControliViewActivity

ThisTime: 481

TotalTime: 481

WaitTime: 542

Complete

dumpsys window H8IAIZ Activity B TFESRTS ©

mCurrentFocus=Window{10344ff u® owasp.sat.agoat/owasp.sat.agoat.AccessControllViewActivity}

mFocusedApp=AppWindowToken{b8bff17 token=Token{77c6796 ActivityRecord{30936b1 u®@ owasp.sat.agoat/.AccessControlilViewActivity t195}}}

LogcatigR T AREREELD
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I ActivityManager: u@ {act=android.intent. 5 dat=androgoat://vulnapp flg=0x10008000 pkg=owasp.sat.agoat

cmp=owasp.sat.agoat/.AccessControllViewActivity} uid 2000
ActivityManager: Displayed owasp.sat.agoat/.AccessControlilViewActivity: +481ms

1E  /workspace/deeplink_accesscontroli.png fHIRBVEERM T MBIIEE, JEERIZ Activity @i R E RSN B IZS s B REd PINIGIE,
il

BNBT4ERR
RN RBLRERI Activity 750 | FLAG_SECURE  (PINB&IE. ZiFMA. OTP4ERR)

getWindow().setFlags(
WindowManager .LayoutParams.FLAG_SECURE,
windowManager .LayoutParams.FLAG_SECURE
)i

KAIER
BIEE— Base Activity 2, HPIERENEMER, UEHEEEOMRF

SecureActivity AppCompatActivity {
@override
onCreate(Bundle savedInstanceState) {
.onCreate(savedInstanceState);
getWindow( ) .setFlags(
windowManager .LayoutParams.FLAG_SECURE,
WindowManager .LayoutParams.FLAG_SECURE

£ AndroidManifest.xml FRAFREBUR Activity SFAHZES :

android:name=".AccessControlIssuelActivity"

android: theme= tyle/SecureTheme" />

I8
L EE MUK Activity 28 FRIBEY, 3517 | adb shell screencap /sdcard/test.png o FEIAEEXHIEIR FHER.
2.5517 adb shell screenrecord /sdcard/test.mp4 , HIARBIABAREEZHIP Activity IR

3.HZ  dumpsys window BYEIH, F4IA  FLAG_SECURE  (OxO00002000) HIEHECOREMH,

Insecure Backup and Debug Flags Expose Application Sandbox

NABEEAT android:debuggable="true" # android:allowBackup="true" , {EIE#& USBIAIXAIRMEF SR, EXH R EFRENAIEEIE, AT
HIZFRMINIE X8R

XL manifest inEBIR T X BADFERIPNIF). | android:allowBackup="true" FRiF@id adb backup F1 adb restore SEEIRENHEMBUE, M
android:debuggable="true" WFAiFshell BF@IT run-as LUNAUIDIETT, FHHIMIDWPIEIHSE, “EESRM T SMHERNFIARE, IBEZINERIEH TS

TR

BEAR#E

R #1

REA

NFB8 AT  android:debuggable="true" 5 | android:allowBackup="true" o, XLEFRIEZARIFERER USBIAIRIFRIIFERIAF @Y  adb backup IREXPAENF
LBEHIE. BT adb restore HEWEMMEIE, F@EI run-as UEABUIDRITERD. XEHEF T SharedPreferences. SQLite #E R E A DFE 4B TTBRH5E
Bi5iRBR,

FIRIEE

[5859%]  AndroidManifest.xml [EIFSEEXHHRIC ¢
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android:debuggable="true"

android:allowBackup="true"

A run-as , WEEBREREANADEEARE

adb shell run-as owasp.sat.agoat sh -c 'cat > /data/data/owasp.sat.agoat/shared_prefs/pinDetails.xml"'

FA adb backup , WEEFRRIEBE NN ALE, BAMSICUF, HERKERAYIM

adb backup -f agoat.ab owasp.sat.agoat

adb restore agoat.ab

XEW H R E A SEAMBIETRESNEE T2 K8,

IIEIEYE

1RE
BIEFIRRMNBERITEA G H—FT B, BEFEETEIHERINRAS SN ERXIREHENEE, H#E2MHAIL  Androidvanifest.xml FERD
android: fullBackupContent , ENERIAEEEIEZEEE /data/data/owasp.sat.agoat/ BFR. I, FAEHEREUERALEEERZNE. HMACEHFER, &
B AR R B R B R B R N M
RS
IIBRA S E N AAG N AN ERDFEERZR BN

1.  pinDetails.xml ——RINEEMD5PINTZfiE AccessControlIssuelActivity.java:76-82 : | hashPIN() FH7EJAFAT MessageDigest.getInstance("MD5") , EH
EWMUBLINENIIT, ER—NEELZE LEHIFNRMBHE,

2. users.xml ——BASEIETEE InsecureStorageSharedPrefs.java:50-57

SharedPreferences sharedPreference = InsecureStorageSharedPrefs. .getSharedPreferences("users", 0);
SharedPreferences.Editor editor = sharedPreference.edit();

editor.putString("username", username2.getText().toString());
editor.putString("password", password2.getText().toString());
editor.commit();

3. aGoat SQLite BB ——BANEIBBE InsecureStorageSQLiteActivity.java:47-52. 65-72

SQLiteDatabase openOrCreateDatabase = openOrCreateDatabase("aGoat", 0, Ve
openOrCreateDatabase.execSQL("CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password
VARCHAR)") ;

sb.append("INSERT INTO us (username, password) VALUES('");
sb.append(username2.getText().toString());
sb.append("',"'");
sb.append(password2.getText().toString());
-append("')");

4. users*.tmp ——L2RBENRIGITEIRME InsecureStorageTempActivity.java:52-70

File userinfo = File.createTempFile("users", "tmp", File(InsecureStorageTempActivity. .getApplicationInfo().dataDir));
userinfo.setReadable( )5
userinfo.setWritable( VB

FileWriter fw = FileWriter(userinfo);

fw.write("username is " + username2.getText().toString() + "\n");
fw.write("password is " + password2.getText().toString() + "\n");

5. score.xml ——{E%;‘EEE#H*E@}W&R& InsecureStorageSharedPrefslActivity.java:91-95
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SharedPreferences sharedPreference = getSharedPreferences('"score", 0);
SharedPreferences.Editor editorl = sharedPreference.edit();

editorl.putInt("score", Score);
editorl.putInt("level"”, Level);
editorl.commit();

FURIEE
WIEREIN T RERATIE, HADET 5| AIRMCHBAIF AE |
BAEEEIA

android:allowBackup="true"

android:debuggable="true"

android: nipmap/ic_launcher"

android: tring/app_nam
android:networkSecurityConfig="@xml/network_security_config"
android:roundIcon mipmap/ic_launcher_round"
android:supportsRtl="true"

android:theme= tyle/AppTheme">

XfFE  android:fullBackupContent BN, B3 res/xml/  BIregexERFELMEMEMHHERRINI,

adbbackup/restore #2183 :

adb backup -f agoat.ab owasp.sat.agoat

adb restore agoat.ab

EREHEESIRERMIA | AccessControlIssuelActivity.java:72-88 7EIEEN | pinDetails.xml BIZRHITEEMKIL, | ispinCorrect() ZAENAFPIRMERPINS1ZE
FIMDS5 FZE#ITLERT ; S EA | 5fadcc3b5aa765d61d8327deb8s2cfo9  , iXfEA "password” BIMD5, ENAI{ER "password" i@ iAIE.

run-as XREFIASESISIE

adb shell run-as owasp.sat.agoat sh -c 'cat /data/data/owasp.sat.agoat/shared_prefs/users.xml'
adb shell run-as owasp.sat.agoat sh -c 'cat /data/data/owasp.sat.agoat/databases/aGoat

BFIAREERIENSASSRESE T RIE

adb shell "run-as owasp.sat.agoat sh -c 'echo \'"<map><boolean name=\\\"pinSet\\\" value=\\\"true\\\"/><string
name=\\\"pin\\\">5f4dcc3b5aa765d61d8327deb882cf99</string></map>\" > /data/data/owasp.sat.agoat/shared_prefs/pinDetails.xml'"

EIRED | BRIEEREMm T —BHRBEEESI PIN/IGHRT

e | attacker_pin — | 5f4dcc3b5aa765d61d8327deb882cf99  , §t¥t | pinDetails.xml | o

=31

IEMER

& AndroidManifest.xml HY  android:debuggable="true" , F¥¥ ' android:allowBackup  I&J ' "false"

android:allowBackup="false"

android:debuggable="false"

KAIER

HafR release build JKZERRHET  debuggable="true" o AVIIHIERT lint#eZ&E S ClI/CDME, Yrelease variant FE—ITEHE BN SHEAK. MNREFEEMNINEUS
AP, 1BEXAAndroid MEFMHE (ERZFHETAR AutoBackup) , BHREANTESMDIEN.

I8E
1. ¥ release APKFHHIT ©
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aapt dump xmltree app-release.apk AndroidManifest.xml | grep -E 'debuggable|allowBackup'

BIAXE NI REE, HIEENIZA  false o
2. 2117  adb backup -f test.ab owasp.sat.agoat , FHIAGRRRMTNERLZE)IHY,

3. 2817  adb shell run-as owasp.sat.agoat , FEIAERDIRIELE,

Nz R R PRERISIAEEE
ZNERIEEE-—SERAFS. BEBRAINEES——BHFEHRANARL, HES{THHET exported BroadcastReceiver 5.

BRI EIERBIFRBREN S HITH OIS EARANL LM, BT  showbatarReceiver T, BEE=ANARMDE TR TR ERAARXEAIMEXL
. MRXETFEEEHRIFRPRER EH, FHARRFREERER.

RI #1

REA

ShowDataReceiver.java 45  HardCodeActivity.java FREIFIMEEBMSREDHNEROIFEEFHTER, HHBEHAPK, | showbatarReceiver AN
exported, SHI&E EMNERMAERIALL Toast, MMTEEITIPHEXLE,

RS

owasp/sat/agoat/ShowDataReceiver.java

"Username is CrazyUser, Password is CrazyPassword and Key is 123myKey456"

owasp/sat/agoat/HardCodeActivity.java

NEW2019

res/values/strings.xml

name="firebase_url">https://androgoat-42597.firebaseio.com</

FURIEE
Xt APK TS RARIEZRNATHIN B (A UE, THRDSHIT :

BEER g TRIBIE

AP4 CrazyUser ShowDataReceiver.java
P ) CrazyPassword ShowDataReceiver.java
A 123myKey456 ShowDataReceiver.java
{REHES NEW2019 HardCodeActivity.java
Firebase URL https://androgoat-42597.firebaseio.com res/values/strings.xml

XL E R @I APKEB T2 (JADX/apktool) RRHaHEEY, tali@idm exportedB)  showbataReceiver %% broadcastintent3REY, FERFEEU Toast HEFRE
o
IOUEIESE

1REH

APK B EiIEFEm 2B HEHRIFH DEXETH,  ShowDataReceiver 7E  AndroidManifest.xml F#¥EBAA  android:exported="true" , HFRIZFEEMRRER, M
MR T — M ARZERIPPAOR, EEREFENBERRR,

PR « Ostorlab Tikg: 65 /184



R
M /workspace/my_source/sources/owasp/sat/agoat/ShowDataReceiver.java RZRIFHVEED :
ShowDataReceiver BroadcastReceiver {

@Ooverride

onReceive(Context context, Intent intent) {

Intrinsics.checkParameterIsNotNull(context, "context");

Intrinsics.checkParameterIsNotNull(intent, "intent");
Toast.makeText(context, "Username is CrazyUser, Password is CrazyPassword and Key is 123myKey456", 1).show();

HardCodeActivity.java JHMEHIBEFEARFENTEE, NEFTAMLE

Ref.ObjectRef promoCode = Ref.ObjectRef();
promoCode.element = "NEW2019";

(promoCodeValue2.getText().toString().equals((String) promoCode.element)) {

Manifest F=BRIESLiZ receiver JJ exported BRZRIP ©

android:enabled="true" android:exported="true" android:name="owasp.sat.agoat.ShowDataReceiver"/>

FIRIEE
3@id ADB & 3% broadcastIntent, BHIAEISHIBAT

adb shell am broadcast -n owasp.sat.agoat/.ShowDataReceiver

TEEH:

Broadcasting: Intent { flg=0x400000 cmp=owasp.sat.agoat/.ShowDataReceiver }

Broadcast completed: result=0

I HBRZERY ( result=o ), IEBAEMB=ANAYEELERFRRERMNER TALL T EEIEN Toast,
B LMBEN  ripgrep HEERMIA, XLEHRERNEFETEIRENME, BFRFIERN Sink

BRER PRTEX 1§ FE Toast/ JEUI A&
CrazyUser ShowDataReceiver.java:17 ¥
CrazyPassword ShowDataReceiver.java:17 x
123myKey456 ShowDataReceiver.java:17 7
NEW2019 HardCodeActivity.java:49 X (XAFAM string.equals )
androgoat-42597 res/values/strings.xml:130 T (MKRERIDHRINE)

AR REN BRBARMEAIZURL (RS A Firebase SDK, tK5|A R.string.firebase url ), {BiZFE4RES Firebase URL | https://androgoat -
42597.firebaseio.com | PR T REZIAERIHTTP AR, iR[E] 200 ok MK  {"password":"androgoat","user":"androgoat"} , IESRIZUH R A FFIREL.

=31
IEMER

o ENRIGFRIEERIDEIL, iR AAPKEMEEESMALF.
o ESHAY showbataReceiver FIENFAEEINAEFMS, ENHEBMRHER,

KAEER
o FARIKRIIARLZEIEERERS SRR NRIEEMEEH, HESITIMAndroid Keystore/Tink EEF3KER,
o YINERE. APIEARIAES EREZRINARAEEERR,

Ll
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18 REHRRIFAPK,

2 1E R PIERE AN FERSE (| crazyUser .  CrazyPassword .  123myKey456

3. FAiATEJavalEig. KotlinjERS.  strings.xml . assets/ #1 res/raw/ T ITED,

4. H4IA  ShowDataReceiver 7 AndroidManifest.xml HARBHSH.

TSR | SREEE

EFIRER T FE S AN RS R,

NEW2019 )o

MAEESATHEE#ITRD, FREEEKENKREE, HENERAREREMERE FITFEEASETLERRHENATRERE) . XEXRKTAFERIEER
HHFBITTEE. IRFIH IR, URRIEE AR,

BIBEBEL

° MDS

: Message DigestAlgorithm (MD5) F1991&E%%6, {EAMDARENAZR., 2005%F3 A, HARARRTT MHEEHEEMDS BEENTRXS. —F/E,

—FEER D R EMENE AR AT, MTRERELAMES, KER DM TREASEBRBAENEITE EATIT, MMD5 R REEHRRX—ER, 2008 &,
W TIZEAZERT (Software Engineeringlnstitute) JAEMD5“ERIRF FEWINR, FTHEAHEFER".

° SHA1

Bt (NIST) EXUREFA.

. SHA2

®  SHA-256
(27256),

. SHA3

ZRMEATRE, RERIANEEER 2,

®  Argon2

: Secure HashAlgorithm1 (SHAT) HINSAi&it. 5MD5—#, SHAI ZRAER L, 2005 F8, SHAIB®KIAANRR S, 20115, XEERMESRARE

I SHA-2 BHAINSARITHI—ERAFERL, SSHAIGFEEZEER, WANEERER2N.
1 SHA-256 72 SHA-2 RIIBIBL GG, [e4k 256 AR 25611, BIFFAEMMFHENKE. SHA-256 BZEBRIERTIARAE, RAEMENERNLFIE

: SHA3 2 Secure Hash Algorithm fERFREVRFTEL R, HINISTF 2015 F4%, REBTFE—ITERT, SHA3EREREM £S5 SHATH SHA2 AiFH2E MD5

. Argon2 i 2015 £ Password Hashing Competition I8 E, BRIfHIANERREZENERBWBRER L — TEHSIMEZLEBBETERA, FiEinternet

EngineeringTask Force (IETF). PasswordHashing Competition (PHC) #1The OpenWorldwide Application Security Project (OWASP),

. Bcrypt

I Berypt 1999 FiEH, B—MIRRAEBENEE, SESEENSNRE. HEENEFREARTEFEMHERE, XEHECAUEERFEHMEE,

Berypt AR S LT 2T RS, ©1E Open Web Application Security Project (OWASP) #1Payment Card Industry Data Security Standard (PCIDSS),

° HMAC

HMAC MZ2MHEUATERMARZE, RFNEREREFAHBHNEFE L.

MD5 | Al sHA-1 AL, EMERRSHMAC RS ER.

BAFE

RI#1

%A T MD5. MD2, MD4F1MD5AMAEY, BERAuERERA, HAk !

at java.security.MessageDigest.getInstance

at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at

owasp.sat.agoat.AccessControlIssuelActivity; .hashPIN

owasp.sat.agoat.AccessControlIssuelActivity;.isPinCorrect

owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1; .onClick

android.
android.
android.
android.
android.
android.
android.
android.
android.
android.

view.View; .performClick

view.View; .performClickInternal
view.View; .-$$Nest$mperformClickInternal
view.View$PerformClick; .run

.Handler; .handleCallback
.Handler; .dispatchMessageImpl
.Handler; .dispatchMessage
.Looper; .loopOnce

.Looper; .loop

app.ActivityThread; .main

java.lang.reflect.Method; .invoke

com.android.internal.os.RuntimeInit$MethodAndArgsCaller;.run

com.android.internal.os.ZygoteInit;.main

R #2

ZRNFERT MD5, MD2. MD4 #1MD5 357 EAHHIER SR AN A H RS BB :

at java.security.MessageDigest.getInstance

at
at
at
at

owasp.sat.
owasp.sat.
owasp.sat.
owasp.sat.
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agoat .AccessControlIssuelActivity.hashPIN
agoat .AccessControlIssuelActivity.isPinCorrect

agoat.AccessControlIssuelActivity$verifyPINView$l.onClick

agoat.AccessControlIssuelActivity.verifyPINView

C BETFIRFERGHEIMNER (Hash-basedMessage Authentication Code, HMAC) HIEMFEEZE, MEa—TERFINEEA, CREEEESRPALESER,
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at owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick
at owasp.sat.agoat.AccessControlIssuelActivity.onCreate

at  java.security.MessageDigest.getInstance

TERBUR.

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public final String hashPIN(String p13)

{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinvalue);
String v0_6 = java.security.MessageDigest.getInstance(MD5);
byte[] vi_1 = p13.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 1, (this as java.lang.String).getBytes(charset));
byte[] v38 = vO_6.digest(vi_1);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v3, MessageDigest.getInstanc..t(pinValue.toByteArray()));
return kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)

owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);
}

at  owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

public final boolean isPinCorrect(String p4)
{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinvalue);
return this.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals(this.hashPIN(p4));

at  owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1.onClick

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findviewById(2131165305));
android.widget.Toast v1_10 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
if (!v1_10.isPinCorrect(v0_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));
}

return;

at  owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView

public final void verifyPINView()
{
this.setContentView(2131296285);
((android.widget.Button) this.findViewById(2131165371)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1l(this)));

return;

at  owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick

public final void onClick(android.view.View p5)

{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findviewById(2131165335));
android.widget.Toast v1 9 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
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if (!'vl_9.createPIN(vO_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN not created), 1).show();

} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN created. Please Login), 1).show();
this.this$0.verifyPINView();

}

return;

at owasp.sat.agoat.AccessControlIssuelActivity.onCreate

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$i(this)));
} else {
this.verifyPINView();
}

return;

RIW#3

ZNFAfERT MD5, MD2. MD4#IMD5 HAMAERE, HeEmHERERE,

at java.security.MessageDigest.getInstance

at owasp. .agoat.AccessControlIssuelActivity.hashPIN

at owasp. .agoat.AccessControlIssuelActivity.isPinCorrect

at owasp. .agoat.AccessControlIssuelActivity$verifyPINView$l.onClick
at owasp. .agoat.AccessControlIssuelActivity.verifyPINView

at owasp. .agoat.AccessControlIssuelActivity$onCreate$l.onClick

at  java.security.MessageDigest.getInstance

Unable to extract source code.

at  owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public final String hashPIN(String p13)
{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinvalue);
String v@_6 = java.security.MessageDigest.getInstance(MD5);
byte[] vi_1 = p13.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 1, (this as java.lang.String).getBytes(charset));
byte[] v3 = vO_6.digest(vi_1);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v3, MessageDigest.getInstanc..t(pinValue.toByteArray()));
return kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)
owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);

}

at  owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

public final boolean isPinCorrect(String p4)

{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinvalue);
return this.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals(this.hashPIN(p4));

at  owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.onClick

public final void onClick(android.view.View p5)
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android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findviewById(2131165305));
android.widget.Toast v1_10 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
if (!v1_10.isPinCorrect(v0_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));

3

return;

at  owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView

public final void verifyPINView()
{
this.setContentView(2131296285);

((android.widget.Button) this.findViewById(2131165371)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1l(this)));
return;

at  owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findviewById(2131165335));
android.widget.Toast v1_ 9 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinvalue);
if (!'vl_9.createPIN(vO_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN not created), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN created. Please Login), 1).show();
this.this$0.verifyPINView();
}

return;

R #4
ZRERT 5 AREHE B, BEWMERERR,
VAR

at java.security.MessageDigest.getInstance

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

at owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

at owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1l.onClick
at owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView

ff java.security.MessageDigest.getInstance

TEIRAURED,

1E owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public final String hashPIN(String p13)
{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinValue);
String vO_6 = java.security.MessageDigest.getInstance(MD5);
byte[] vi_1 = p13.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_1, (this as java.lang.String).getBytes(charset));
byte[] v3 = vO_6.digest(vl_1);
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v3, MessageDigest.getInstanc..t(pinValue.toByteArray()));
return kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)

PR « Ostorlab




owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);
}

1E owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

public final boolean isPinCorrect(String p4)
{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinvValue);
return this.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals(this.hashPIN(p4));

1= owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l.onClick

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165305));
android.widget.Toast v1_10 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(ve_2, pinValue);
if (!'v1_10.isPinCorrect(v0_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));

}

return;

1= owasp.sat.agoat.AccessControlIssuelActivity.verifyPINView

public final void verifyPINView()
{
this.setContentView(2131296285);
((android.widget.Button) this.findvViewById(2131165371)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$l(this)));
return;

RIL#5

ZR AR T D5 B EWER R ARNIAH RS JERk

at java.security.MessageDigest.getInstance

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

at owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

at owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1l.onClick

at  java.security.MessageDigest.getInstance

Unable to extract source code.

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public final String hashPIN(String p13)
{
kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinvalue);
String v0_6 = java.security.MessageDigest.getInstance(MD5);
byte[] vi_1 = pi3.getBytes(kotlin.text.Charsets.UTF_8);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 1, (this as java.lang.String).getBytes(charset));
byte[] v3 = vO_6.digest(vl_1);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v3, MessageDigest.getInstanc..t(pinvalue.toByteArray()));
return kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)
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owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);

}

at  owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

public final boolean isPinCorrect(String p4)

{
kotlin.

return

jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinValue);
this.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals(this.hashPIN(p4));

at  owasp.sat.agoat.AccessControlIssuelActivity$verifyPINView$1l.onClick

public final void onClick(android.view.View p5)

{

android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165305));
android.widget.Toast v1_10 = this.this$0;

kotlin.

jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_2, pinValue);

if (!'v1_10.isPinCorrect(v0_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Incorrect PIN entered), 1).show();

} else

{

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN Verified), 1).show();
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.AccessControllViewActivity));

}

return;

R #6

Z AR T

5ITRMAEEE, BERMHERGRAE, BB :

at java.security.MessageDigest.getInstance

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

at owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

at  java.security.MessageDigest.getInstance

Tt AUR D,

at  owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

public fina
{
kotlin.
String
byte[]
kotlin.
byte[]
kotlin
return
owasp.sat.agoat

}

1 String hashPIN(String pi13)

jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinValue);

v0_6 = java.security.MessageDigest.getInstance(MD5);

vl 1 = pl3.getBytes(kotlin.text.Charsets.UTF_8);
jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vi_1, (this as java.lang.String).getBytes(charset));
v3 = vO_6.digest(vli_1);

.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v3, MessageDigest.getInstanc..t(pinValue.toByteArray()));

kotlin.collections.ArraysKt.joinToString$default(v3, ((CharSequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)
.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);

at  owasp.sat.agoat.AccessControlIssuelActivity.isPinCorrect

public fina

{
kotlin.

return

K #7
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1 boolean isPinCorrect(String p4)

jvm.internal.Intrinsics.checkParameterIsNotNull(p4, pinvalue);
this.getSharedPreferences(pinDetails, 0).getString(pin, 0).equals(this.hashPIN(p4));
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ZNFAfERT MD5, MD2. MD4FIMD5 HAMAEE, HemiliERERE. Btk :

at java.security.MessageDigest.getInstance

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

at  java.security.MessageDigest.getInstance

FTERBURAE.

at owasp.sat.agoat.AccessControlIssuelActivity.hashPIN

String hashPIN(String p13)

kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p13, pinValue);
String v0_6 = java.security.MessageDigest.getInstance(MD5);
[] vi_1 = p13.getBytes(kotlin.text.Charsets.UTF_8);

kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vi_1, ( as java.lang.String).getBytes(charset));
[] v3 = vO_6.digest(vi_1);
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v3, MessageDigest.getInstanc..t(pinValue.toByteArray()));
kotlin.collections.ArraysKt.joinToString$ (v3, ((Charsequence) ), 0, 0, 0, 0, ((kotlin.jvm.functions.Functionl)
owasp.sat.agoat.AccessControlIssuelActivity$hashPIN$md$1.INSTANCE), 30, 0);
}

iy

FHEERSIMAEEERRANXIG, IR THETE

o BHREAMDS M SHA-T, REEZERR:, BHFLHE, TRAEEAZRTER, 2FEHMAC,

o MFHITRAITEMERIIE, ZBiIGEM SHA-2563 SHA-3, EfIR&aR2M, BRI ZINATRITIATAE,

o MFBMBREREIE (Pl PHIZE) #ITMFELE, BiNE[EArgon28 Berypte ENTEAEERNRBEMIRT, HRIRSENER,
o FEAHMACHITHRINER, MRS SHA-256 3 SHA-3 SREMARARGHER, WRER2M4,

2EHEH

® DeprecatingMD5 and SHA-1signature hashesin(D)TLS 1.2

* Deprecation of SHA-T1(NIST)

BAS HTTP &3

CVSSv3:9.1
[z R IEfEEE RINEEE G PR, WF T FRhEiEaEEnTRit,

BN HTTP REBRIER N A S EERIRS SR BF MIBIEREEMNE, AFZHERAZNERRGERR. XMRZMBOBEREEN AMMEART 2N,
HHRER PUNERERE. DTARUESMSFE) EIEAXHTTP EHL XN, FEIRG YT AIE ARSI

BRI A FRRIBEX HTTP REBFTH RN EB X2 — BRI SEAFHIERE, XEETUERHRNENENER, EMSRESMEA. WAREIGHRUR N ABEIE
o Ithl, BMEEXRFRFHAXERRAESANARE, XMEEEEIATEND.

5, BEXHTTP REZSERAF R, BHNARERHTFONHED SENREHFRAF &R, BRINE, XEKIEREZREZFIREN, MMRIFBFNE
M, HeTRESEIRREM,

RAESE R BEMNNB N AEAEIRRERHHIXE, HEHEFTIUCBEER Wi-FiNESREREMRAFREFRRE, HHhERESENERRSSR. BRETNEN
BERTRHBIEREATEE, REEREIREXEHERTEEEN,

DART

import 'dart:convert';
import 'package:flutter/material.dart';
import 'package:http/http.dart' as http;

void main() => runApp(LoginApp());

class LoginApp extends Statelesswidget {
@override
widget build(BuildContext context) {
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https://www.ietf.org/archive/id/draft-ietf-tls-md5-sha1-deprecate-09.html
https://www.nist.gov/news-events/news/2022/12/nist-retires-sha-1-cryptographic-algorithm

return MaterialApp(
title: 'Login App',
home: LoginPage(),

class LoginPage extends Statefulwidget {
@override
_LoginPageState createState() => _LoginPageState();

class _LoginPageState extends State<LoginPage> {
final TextEditingController _usernameController TextEditingController();
final TextEditingController _passwordController TextEditingController();
String _loginStatus = '';

void _performLogin() async {
final String username = _usernameController.text.trim();
final String password = _passwordController.text.trim();

// BRER HTTP X,
final String apiUrl = 'http://example.com/login';
final Map<String, dynamic> requestBody = {
'username': username,
'password': password,

}

final http.Response response = await http.post(
Uri.parse(apiurl),
headers: {'Content-Type': 'application/json'},
body: json.encode(requestBody),

)i

if (response.statusCode == 200) {
// BRI
setState(() {
_loginStatus = 'Login successful!';
1)
} else {
/! BRKWY
setState(() {
_loginStatus = 'Login failed. Please try again.';

@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Login Page'),
)
body: Padding(
padding: const EdgeInsets.all(16.0),
child: Column(
mainAxisAlignment: MainAxisAlignment.center,
crossAxisAlignment: CrossAxisAlignment.stretch
children: [
TextFormField(
controller: _usernameController
decoration: InputDecoration(labelText: 'Username'),
)
TextFormField(
controller: _passwordController
obscureText: true,
decoration: InputDecoration(labelText: 'Password'),
)
SizedBox(height: 20),
ElevatedButton(
onPressed: _performLogin,
child: Text('Login'),
)
SizedBox(height: 10),
Text(_loginStatus, textAlign: TextAlign.center),
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3 SWIFT

import UIKit

class LoginViewController: UIViewController {
@IBOutlet weak var usernameTextField: UITextField!
@IBOutlet weak var passwordTextField: UITextField!
@IBOutlet weak var loginStatusLabel: UILabel!

override func viewDidLoad() {
super.viewDidLoad ()

@IBAction func loginButtonTapped(_ sender: UIButton) {
guard let username = usernameTextField.text?.trimmingCharacters(in: .whitespacesAndNewlines),
let password = passwordTextField.text?.trimmingCharacters(in: .whitespacesAndNewlines) else {
return

// EBER HTTP ER.
let apiUrl = "http://example.com/login"
let requestBody: [String: Any] = [
"username": username,
"password": password

var request = URLRequest(url: URL(string: apiUrl)!)
request.httpMethod = "POST"
request.setValue("application/json", forHTTPHeaderField: "Content-Type")

do {

request.httpBody = try JSONSerialization.data(withJSONObject: requestBody, options: [])
} catch {

print("Error creating JSON data: \(error)")

return

task = URLSession.shared.dataTask(with: request) { data, response, error in
if let error = error {
print("Error: \(error)")
DispatchQueue.main.async {
self.loginStatusLabel.text = "Login failed. Please try again."
}

return

guard let data = data,
let httpResponse = response as? HTTPURLResponse
httpResponse.statusCode == 200 else {
DispatchQueue.main.async {
self.loginStatusLabel.text = "Login failed. Please try again."
}

return

DispatchQueue.main.async {
self.loginStatusLabel.text = "Login successful!"

task.resume()

import android.os.Bundle

import android.util.Log

import androidx.appcompat.app.AppCompatActivity
import kotlinx.android.synthetic.main.activity_ login.*
import org.json.JSONObject

import java.io.OutputStreamwWriter

import java.net.HttpURLConnection
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import java.net.URL

class LoginActivity : AppCompatActivity() {
override fun onCreate(savedInstanceState: Bundle?) {
super .onCreate(savedInstanceState)
setContentView(R.layout.activity_login)

loginButton.setOnClickListener {
val username = usernameEditText.text.trim().toString()
val password = passwordEditText.text.trim().toString()

// BRER HTTP 3ER.

val apiUrl = "https://example.com/login"

val requestBody = JSONObject().apply {
put("username", username)
put("password", password)

}.toString()

Thread {
performLogin(apiUrl, requestBody)
}.start()

private fun performLogin(apiUrl: String, requestBody: String) {
try {
val url = URL(apiurl)
val connection = url.openConnection() as HttpURLConnection
connection.requestMethod = "POST"
connection.setRequestProperty("Content-Type", "application/json")
connection.doOutput = true

val outputStreamwWriter = OutputStreamWriter(connection.outputStream)
outputStreamwWriter.write(requestBody)
outputStreamwriter.flush()

val responseCode = connection.responseCode
if (responseCode == HttpURLConnection.HTTP_OK) {
runOnUiThread {
loginStatusLabel.text = "Login successful!"
}
} else {
runOnUiThread {
loginStatusLabel.text = "Login failed. Please try again."

}
} catch (e: Exception) {
Log.e("LoginActivity", "Error: ${e.message}")
runOnUiThread {
loginStatusLabel.text = "Login failed. Please try again."

BAFE

RIL#1

EAT RIMZBIBEX HTTPURL © | http://demo.testfire.net/

BK:

GET / HTTP/1.1

Host: demo.testfire.net
Connection: Keep-Alive
Accept-Encoding: gzip
User-Agent: okhttp/3.8.0

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Set-Cookie: JSESSIONID=9BDCDE139DFF2F56BD4E46A2E78C713E; Path=/; HttpOnly
Content-Type: text/html;charset=IS0-8859-1
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Transfer-Encoding: chunked
Date: Tue, 19 May 2026 16:52:06 GMT

=30
ABHERB TN FBAX HTTP REHREING, HIERLEBEEMNSRESLRR. U TREASHNABEEESIEIFMEN

o RAHTIPSINE | REAN—S R ABMNASEIHIRSFZENFAEBEREMAHTIPS (HTTP Secure), HTTPS RIEMFMINEERMELIE, MRBRELSHNELS
T, EMEERIERMANM (CA) JREXSSL/TLSIES, HIRFIFTE AP inm SE8IEERZET HTTPS iE#,

IEBERE | SSREEBEELGR(E HTTPS N R 2. XFEEEBNARERIDIRS 2R SSUEPHENH. XFATHREAREGBTRSHERE, HEREEFNA
BREIEBRESREAR S,

B HSTS (HTTP Strict Transport Security) © 1 HSTS MRz ki8R S BR A2 HTTPS 1%, BMERFIRN "nttp://" WARIURLA, XEEBFTEBTERIMERIR
&, ABERFEBEHEEINE.

ERARFTLS FRA | AR AEASIARTLS (TransportLayer Security) i, UFIARTEENRSFESMER X,

SEFEERIRE | EBBENANURE SSLIERERERHEREH, #R5iEBARNRSHHITRE.

BRBUEINE | NEFHEEIRE LR ERERS SN EIEBHTING, ERBNEBEEARSEENERN, NMABECHREFNNR2RE
WIRFAE APl Z2feh | IHENAERNEIAP, WRERED HTTPS FlatiE, SEREMTENBARNE=7 API SRS,

DART

import 'dart:convert';
import 'package:flutter/material.dart';
import 'package:http/http.dart' as http;

void main() => runApp(LoginApp());

class LoginApp extends Statelesswidget {
@override
Widget build(BuildContext context) {
return MaterialApp(
title: 'Login App',
home: LoginPage(),

class LoginPage extends Statefulwidget {

@override

_LoginPageState createState() => _LoginPageState();
}

class _LoginPageState extends State<LoginPage> {
final TextEditingController _usernameController = TextEditingController();
final TextEditingController _passwordController = TextEditingController();
String _loginStatus = '';

void _performLogin() async {
final String username = _usernameController.text.trim();
final String password = _passwordController.text.trim();

// BREREM HTTPS BRIFR (FEMRNELTHNEL API IHm)o
final String apiUrl = 'https://www.example.com/login';
final Map<String, dynamic> requestBody = {

'username': username

'password': password,

}

final http.Response response = await http.post(
Uri.parse(apiurl),
headers: {'Content-Type': 'application/json'},
body: json.encode(requestBody),

)i

if (response.statusCode == 200) {
// BRI
setState(() {
_loginStatus = 'Login successful!';
i
else {
// BREM
setState(() {
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_loginStatus = 'Login failed. Please try again.';

@override
widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Login Page'),
)
body: Padding(
padding: const EdgeInsets.all(16.0),
child: Column(
mainAxisAlignment: MainAxisAlignment.center,
crossAxisAlignment: CrossAxisAlignment.stretch
children: [
TextFormField(
controller: _usernameController
decoration: InputDecoration(labelText: 'Username'),
)
TextFormField(
controller: _passwordController
obscureText: true
decoration: InputDecoration(labelText: 'Password'),
)
SizedBox(height: 20),
ElevatedButton(
onPressed: _performLogin
child: Text('Login'),
)
SizedBox(height: 10),
Text(_loginStatus, textAlign: TextAlign.center),

import UIKit

class LoginViewController: UIViewController {
@IBOutlet weak var usernameTextField: UITextField!
@IBOutlet weak var passwordTextField: UITextField!
@IBOutlet weak var loginStatusLabel: UILabel!

override func viewDidLoad() {
super .viewDidLoad()

@IBAction func loginButtonTapped(_ sender: UIButton) {
guard let username = usernameTextField.text?.trimmingCharacters(in: .whitespacesAndNewlines),
let password = passwordTextField.text?.trimmingCharacters(in: .whitespacesAndNewlines) else {
return

// BEREH HTTPS BRIFER (FERNELFNEE API IHR)o
let apiUrl = "https://www.example.com/login"
let requestBody: [String: Any] = [

"username": username,

"password": password

var request = URLRequest(url: URL(string: apiUrl)!)
request.httpMethod = "POST"
request.setValue("application/json", forHTTPHeaderField: "Content-Type")

do {

request.httpBody = try JSONSerialization.data(withJSONObject: requestBody, options: [])
} catch {

print("Error creating JSON data: \(error)")

return

let task = URLSession.shared.dataTask(with: request) { data, response, error in
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if let error = error {
print("Error: \(error)")
DispatchQueue.main.async {
self.loginStatusLabel.text = "Login failed. Please try again."
}

return

guard let data = data,
let httpResponse = response as? HTTPURLResponse
httpResponse.statusCode == 200 else {
DispatchQueue.main.async {
self.loginStatusLabel.text = "Login failed. Please try again."

}

return

DispatchQueue.main.async {
self.loginStatusLabel.text = "Login successful!"

task.resume()

K KOTLIN

import android.os.Bundle

import android.util.Log

import androidx.appcompat.app.AppCompatActivity
import kotlinx.android.synthetic.main.activity_ login.*
import org.json.JSONObject

import java.io.OutputStreamwWriter

import java.net.HttpURLConnection

import java.net.URL

class LoginActivity : AppCompatActivity() {
override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity_login)

loginButton.setOnClickListener {
val username = usernameEditText.text.trim().toString()
val password = passwordEditText.text.trim().toString()

// BB HTTPS BERIFER (BERANEEGFHNEZE AP HR).
val apiUrl = "https://www.example.com/login"
val requestBody = JSONObject().apply {
put("username", username)
put("password", password)
}.toString()

Thread {
performLogin(apiUrl, requestBody)
}.start()

private fun performLogin(apiUrl: String, requestBody: String) {
try {
val url = URL(apiurl)
val connection = url.openConnection() as HttpURLConnection
connection.requestMethod = "POST"
connection.setRequestProperty("Content-Type", "application/json")
connection.doOutput = true

val outputStreamwWriter = OutputStreamWriter (connection.outputStream)
outputStreamWriter.write(requestBody)
outputStreamwriter.flush()

val responseCode = connection.responseCode
if (responseCode == HttpURLConnection.HTTP_OK) {
runOnUiThread {
loginStatusLabel.text = "Login successful!"
}
} else {
runOnUiThread {
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loginStatusLabel.text = "Login failed. Please try again."
}
}
} catch (e: Exception) {
Log.e("LoginActivity", "Error: ${e.message}")
runOnUiThread {

loginStatusLabel.text = "Login failed. Please try again."

}

CVSSHEi#E
CVSSV3MmE : CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
WA & M (N)

W& R B
PREEAR R ¥ B

<R3 (A) Q &) 2 YEEP)

@

SEE: 2 BEH ()

B @EL | REN)
SR YELD | @EN
AT XEH | 4EQ

2EHEH

* MissingEncryption of Sensitive Data (CWE-311)

* Testingfor Weak SSL/TLS Ciphers, Insufficient Transport Layer Protection

* Topl02013-Aé-Sensitive Data Exposure

* |nsufficientTransportLayer

o CleartextTransmission of Sensitive Information (CWE-319)

£ iEHedH
SSL/TLS IERB TR AB N RS ME A IREE, HM5IALRLES. RESFPMRBELZESRE, SIEFEAKRT,
THARSSL/TLSIE B ABWIMAN K MNEFIHET, 2EBEEEN. Z2L%, #ASETIMEBEEZRENK, flafiElA (MitM) K,

IEREHE, NREHEREENZEES, " CHNERTEAEER N IERESH . XEESRTMEFARERSHENTLBE, BEEZMAFEESLSE
gif. ERFESKEMBRIFRED, XEERISFAFRRK. EFREANEERE,

HHEBNE L NGEREFAF Bl WEHE A AESUEBRANFERAEHEMItMEKE, EEHIEPERNENBREIB. EXEFOEBNRSB[FMHITRIE, N
BERAERPER, KIBFEIRKREIR, RRHMEHIRL,

BN, IEPEANMILTEBRRAF EIENNEES B Y. XEETREIREERERZME, BRERFEAZNER, HMSBRELS R EREIE,

B BERKRBE T AR S MBI ENEMER, SIEPCIDSS. HIPAAFIGDPR, XLEEMEREAERAISSL/TLSIEBRFIFBUREIE, ReBETMERIRESBUER
A5, HE—FIREEE,

BARERE

R

£ demo.testfire.net _t1%1/F| CERTIFICATE_EXPIRED

° R MRBMHAFE6OKXK (33)

il

AR SSL/TLS IEF S BT REVXPE, RRR KAV T EchIAHEIARRS

o BEMLERTE : BEAHRLUSHE SSU/TLSIERRESHN TR, ARG AXEE, XEMTHLEENESE RN AT & M SE AR S Ef.
o NILHEPRIE | FIERMNNRRE, UWEDEBENIHIRET RS, XERAREREEVNE, HUSEEENT XM,

o TEHAERIF | EHAX SSL/TLSIEBHEF#1THIT, RENRBIHSEITINER, RFEFFRENSIRESEH TR R L 2R R,
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https://cwe.mitre.org/data/definitions/311.html
https://www.owasp.org/index.php/Testing_for_Weak_SSL/TLS_Ciphers,_Insufficient_Transport_Layer_Protection_(OTG-CRYPST-001)
https://www.owasp.org/index.php/Top_10_2013-A6-Sensitive_Data_Exposure
https://www.veracode.com/security/insufficient-transport-layer-protection
https://cwe.mitre.org/data/definitions/319.html

o BLIEPEE : SLHEAE BT LK FMEHA SSL/TLS IEBMRS, MERIEPIFEEN. Kubernetes Y cert-manager £ T EA[fa{biX—iif2.
£ Kubernetes LI B ELIEBEIE :
£ Kubernetes I 5/, AIfEHA cert-manager 323 SSL/TLSIEBMENMEEE, ZT 205 Let'sEncrypt EEPMANIM (CA) RE, BiERIEBE X544,

e R4 cert-manager :

kubectl apply -f https://github.com/cert-manager/cert-manager/releases/latest/download/cert-manager.yaml

UTFR— AT cert-manager Ba{bIEPEER YAMLEZERHA

apiVersion: cert-manager.io/v1l
kind: Certificate
metadata:
name: example-cert
namespace: default
spec:
secretName: example-cert-secret
issuerRef:
name: letsencrypt-prod
kind: ClusterIssuer
commonName: example.com
dnsNames :
- example.com
- www.example.com
duration: 90@d
renewBefore: 30d

£ Certbot #{T144% :

I F R AEM Kubernetes BI¥FIE, AR Certbot BEITER SSLIEPBME % 554,

domain="example.com"

email="admin@example.com"

certbot certonly --standalone -d --email --agree-tos

fEF CronJob EEh4EHAES ©
A LUER cron B S ER Rz B aL -

0 0 * * * /usr/bin/certbot renew --quiet

Zcron IS HEBSKFRIT, KEFSINES, MNTEEALTFIRNER FTBRIEBHFSEER.

SEHNM

* NIST Guidelines for Key Management

e SSllLabsBestPractices

RELZLHHTTP Header I8 &
R FASKEMGBRRK, HECE T TR EHKEME,
FREHIORIKIZE :
* ContentSecurity Policy : B ISERIENARIR, MBEBILHAKE (XSS) K.
e Cookie : EiFi&EHttpOnly. SecureFEM, FHlECookieBIRHAIZAR, IRA R,
¢ Cross-OriginResource Sharing : 5B ZFRESZHG, BHIEEEHE,
e HTTPPublic KeyPinning : @ 8Eha 88 LH, MeFEARE.
* Redirection : REERZLBNSHAERR, HLEAREERRE.
o ReferrerPolicy : & X B SffilfReferrer{S RIIEETEE, 1BIRFEFLRI,
* Subresource Integrity : BEIRMEGR, IIEE =AM ZRAREL.
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https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final
https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices

e X-Content-Type-Options : fHIENI B R#HITMIMEIRER, EETF Content-Type BE K.
¢ X-Frame-Options : #ZHITIEEE RFEk Aframe, FilmEEiFHE,

* X-XSS-Protection : BN SEERABEHIXSSITIE, E=EIQMEIMEBLHAL T,

e Permissions-Policy : #2528 ] FHEVINEE S AP, PREIFAIENARIAPRUIERE 2.

¢ Clear-Site-Data : [o¥Fik=iE KN HEREIREERRNZELIE (Cookie. AMFME. FFEF), BRFEMUIBHESRIAX,
RAEE

R #1

£ demo.testfire.net _EGINIE]MISSING_SECURITY_HEADERS

o R --

il

NBREFERRLH HeaderigiE, EB8EUTEIN

1. Content Security Policy (CSP)

SRHEIPRGIARRIR, ERISIEHA (XSS) KEHEREZRMEBBIRL,

Content-Security-Policy: default-src 'self'; script-src 'self' https://cdnjs.cloudflare.com;

2.Cookie Security Headers :

BH Secure M HttpOnly #7:&, BALE Cookie ANEEN, #ABFARIELZEM,

Set-Cookie: sessionid=abc123; Secure; HttpOnly;

3. Cross-OriginResource Sharing (CORS)
HIPACE CORS 5Hg, FREESRIRIAN, UERBINERKE (CSRF) REBHEUREMERL,

Access-Control-Allow-0Origin: https://example.com

4. HTTP Public Key Pinning (HPKP)

fEF HPKP I AAHEERE Web fRS588, PCETFIREIEFHHI Man-in-the-Middle (MitM) K,

Public-Key-Pins: pin-sha256="base64=="; max-age=5184000; includeSubDomains;

5.RedirectionHeaders :

BE LR EEOEFRREZ 2, BMEAREERRE, RIFAFRRRYNERE.

Location: https://example.com/secure-page

6.ReferrerPolicy :

GBS YA Referrer HBK, 4| RefererHeader PERMEEE, BERZEIERENK.

Referrer-Policy: strict-origin-when-cross-origin

7.Subresource Integrity (SRI)

SCHE SRILUSEAN SRR (GIMAMFNR) 8052, PIERRINESRMR R S,

—n cllse

src="https://example.com/example.js" integrity="sha256-base64==" crossorigin="anonymous

8.X-Content-Type-Options :

BF nosniff' 545, BELEN SRR IARI#HTT MIME-sniffing, FHERBIEELEERENXIL,
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X-Content-Type-Options: nosniff

9.X-Frame-Options :

IRIE X-Frame-Options LRI Web AERIRANELR, P RE&RE, BRIETENL.

X-Frame-Options: DENY

10.X-XSS-Protection :

ERXSSHHPHG], HemaR s Rai=8UBTE R RMA, UEMXSSHE,

X-XSS-Protection: 1; mode=block

o OWASP HTTP Header Security.

* ContentSecurity Policy (MDN)
* X-Frame-Options (MDN)

FREMHTTPFRKIZE  HTTP i fEHE L (HSTS)
AREMHTTP Ki&E : HTTP Strict Transport Security (HSTS),

HTTP Strict Transport Security (HSTS) 22— Web Z2 5B, Web fRSZFRBIZNFIREMNARRIE G0WebR5EER) B  AFEATEER (HTTPS)
B5HRE, RSERE:IHRA Strict-Transport-Security 89 HTTP PRz Sk Bk F 2 RIR(EA HSTS 58K, IZIRERME T AR RESIEE Z275 T ih R ARSS S R0HrEaT
8o

= Web MR ARIEL HSTS HRERET, SHAARAIERRITUTERE

o BIIN5IRAZWeb MANFIEARLZSE (HTTP) $EHEFIAZSE (HTTPS) #%. (fl#A, http://example.com/some/page/ RTEIHIRARES 88 2 BIHIES A
https://example.com/some/page/.)

o MREHENLLUTESRRE BN, RSFNTLSIERNEESR), BRAERETEIRES, HELEBAIAEZWeb A,

EARIEE
R #1
£  demo.testfire.net _EF&INFHSTS

o BRI KiE(H
Bil
BCE Web fRS328, RFAE HTTPIEREEMEHTIPS,

M Apache 1fl, EEZEEZ httpd.conf, BLERBHRESHANTSEET,

# load module
LoadModule headers_module modules/mod_headers.so

# redirect all HTTP to HTTPS (optional)
<VirtualHost *:80>

ServerAlias *

RewriteEngine On

RewriteRule A(.*)$ https://%{HTTP_HOST}$1 [redirect=301]
</VirtualHost>

# HTTPS-Host-Configuration
<VirtualHost *:443>

# Use HTTP Strict Transport Security to force client to use secure connections only

Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

# Further Configuration goes here

[...]

</VirtualHost>
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https://owasp.org/www-project-secure-headers/
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
http://example.com/some/page/
https://example.com/some/page/%E3%80%82%EF%BC%89

e Strict-Transport-Security

e
) AR EEWTLS BREMN
BRI Sa 2 BHMESSNEREGAES,
FREREMY (TLS) BTFEFIREREIRZEEE, HRXEZISNEBERTIR.
FEREHZINE. ME. SBEIAEE (MAC) URBFAIREENAS, SMEEEMUNEERPELIZRE M. fil, FRBEETRATEXMENMSENETS
%,
ZiR%, RSN EREHSRLERR FHERSE (SSL/TLS) MYASHFECHMNERFHER. FEit, FUAMESHEYINERELS. EBETHMOERN
HEIUEMEREERHPIRE,
U BYEIERFERERER
o HIEFBEFAMSSLIMY (V28 v3)
o TRBPKENT 128 MINEBEN
o THRA cec RXBATLSITIAThHRAMERBES, F1EBEASTHERA
o TETLS hfERAESE, F1E CRIMEXEHRA
o LHEERA R4 FANMEBEENZEBEMS
o TIFRA pEs FAMEBEEENEZEEHS
o LHERA w5 FAEREEANEBEMS
BAREE
R #1
£ demo.testfire.net _LECE] cipherlist_OBSOLETED
o B . FEERMNEREYS
R #2
**cipherlist OBSOLETED** 7E owasp.org _E#H&NIE]
o R . RETENMNBEEM
il
HFRTLS BB ROETEU TN ©
o AT TLsva RRUAERRA, RFEGER  TLsi.2
o UIAFUER ssLva , EIWER  TLS Fallback scsv | LHRELARALEWN R
o HHEEL Diffie-Hellman ( ADH )
o ZF anuLL M enull FEREMH
o M Export BIATMEY
o IR Rca HHF
o PR DES HIF
o Bl Mps I
o {RF(EMA sHA256 , MIJE  SHAL
o RFfER Aesi28 , MIE AEs2s6 , EA256MEREAENBER, B FEREIRNEIRES
o BREPIRARNENE (Client-Initiated Renegotiation)
o ZERETLSES
o (UREEAKEART 128 MIMEE A
o IRMPEETENMRE (Perfect-ForwardSecrecy) WiXEMRIZIBEM ( DHE .  ECDHE )
o {HEFAABEEX Difie-Hellman4l, LAB5SE Logjam K
e B HTTP Strict Transport Security MM k7 E&

e SH oscp stapling

LR Mozilla SSL Configuration Generator £ B8 Nginx 24 TLS R & R

<> NGINX
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://mozilla.github.io/server-side-tls/ssl-config-generator/

server {
listen 443 ssl;

ssl _certificate /path/to/signed_cert_plus_intermediates;
ssl_certificate_key /path/to/private_key;
ssl_session_timeout 1d;

ssl_session_cache shared:SSL:56m;

ssl_session_tickets 2

ssl_dhparam /path/to/dhparam.pem;

ssl_protocols TLSvl.1 TLSv1.2;

ssl_ciphers 'ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES256-GCM-SHA384 : ECDHE -ECDSA-AES256-GCM-SHA384 : DHE -
RSA-AES128-GCM-SHA256 : DHE -DSS-AES128-GCM-SHA256 : KEDH+AESGCM : ECDHE - RSA-AES128 - SHA256 : ECDHE -ECDSA-AES128 - SHA256 : ECDHE -RSA-AES128-SHA: ECDHE - ECDSA-
AES128-SHA:ECDHE-RSA-AES256-SHA384 : ECDHE - ECDSA-AES256 - SHA384 : ECDHE - RSA-AES256 - SHA : ECDHE - ECDSA-AES256 - SHA : DHE -RSA-AES128-SHA256 : DHE-RSA-AES128-

SHA:DHE-DSS-AES128-SHA256 : DHE - RSA-AES256 - SHA256 : DHE -DSS-AES256 - SHA: DHE-RSA-AES256-SHA: 'aNULL: !eNULL: !EXPORT: !DES: !RC4: | 3DES: IMD5: | PSK'
ssl_prefer_server_ciphers 8

add_header Strict-Transport-Security max-age=15768000;

ssl_stapling H
ssl_stapling_verify

ssl_trusted_certificate /path/to/ t_CA_cert_plus_intermediates;

resolver <IP DNS resolver>;

2EHEH

® MorzillaSecure TLS/SSL Configuration

e TransportLayerProtection Cheat Sheet (OWASP)

e SSL/TLS DeploymentBestPractices(SSLabs)

ARZ$FTLS_FALLBACK_SCSV
PRSI TLS_FALLBACK_SCSV, BREBIMNMAIE.

This vulnerability indicates that the server does not support = TLS_FALLBACK_ScSV = (Signaling Cipher Suite Value), whichis amechanism designedto prevent protocol
downgrade attacksin SSL/TLS connections.

TLS_FALLBACK_SCSV iscrucialbecause:

1.1tallows clientstoindicate when they're falling back to alower protocol version due to connectionfailures.
2.1tenables serversto detectand prevent malicious downgrade attempts.

3. Ithelps maintain the highest possible level of security in SSL/TLS connections.
When  TLS_FALLBACK_SCSV isnotsupported, the serverbecomesvulnerable to:

1. Protocol Downgrade Attacks: An attacker can force the use of older, less secure protocol versions.
2.Man-in-the-Middle (MitM) Attacks: Downgrading to aweaker protocol can make iteasier for attackers to interceptand decrypt communications.

3. Exploitation of Vulnerabilitiesin Older Protocols: Older SSL/TLS versions may have known vulnerabilities that can be exploited once a downgrade occurs.
Example Scenario:

An attackerintercepts the initialhandshake between a clientand server. The attacker manipulates the connection tofail, causing the clienttoretry with alower
protocolversion. Without = TLS_FALLBACK_SCSV , the serveraccepts thisdowngrade, potentially exposing the connection to vulnerabilities in the older protocol
version. The absence of = TLS_FALLBACK_SCSV supportviolatesbestpracticesfor SSL/TLS security and canimpact compliance with various security standards and

regulations.

K1
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https://wiki.mozilla.org/Security/Server_Side_TLS
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.ssllabs.com/projects/best-practices/

£ demo.testfire.net _E#2NIE]fallback_SCSV

o B . R

il

HTLS_FALLBACK_SCSV (ESEIEEME) FRINN, wJSHEANE. UTEEHZNIHIER @

k3 [a i

1. A SSL/TLS hRAFEIR : FRBARSS 28 A AR EIRAR SSL/TLS ARAR. X ATBA IR & 3R hE AR AR il
2 RERIETLS A | EEFIHMARSSHIMIIRE T RZHRETLS RAE (BIINTLS1.2), UBSLEMREEIFERBRIRS,
3. EHIR AN | EREAMIRNE, RAFHEEEATLS BEB R,

4 BESETLS EEN | 5B LU NSRE I FRER =i

FHETH

1. Nginx Bigi&

EE7E Nginx FEEF SSL/TLS iRAELRH IS ERIE TLS A A :

server {

listen 443 ssl;

ssl_protocols TLSv1.2 TLSv1.3;

ssl_prefer_server_ciphers 3

ssl_ciphers 'ECDHE-ECDSA-AES256-GCM-SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE - ECDSA-CHACHA20-POLY1305 : ECDHE - RSA-CHACHA20-POLY1305 : ECDHE -
ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-SHA256 ' ;

2. Apache Bti&

W F Apache, FEEBUTEEUSEIERMR

<VirtualHost *:443>

SSLEngine

SSLProtocol - +TLSv1.2 +TLSv1.3

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE - ECDSA-CHACHA20-POLY1305 : ECDHE - RSA-CHACHA20-POLY1305 : ECDHE -
ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-SHA256

SSLHonorCipherOrder

</VirtualHost>

3.OpenSSLiliRa4

A OpenSSLMIAARSSZRAI TLS ERE -

openssl s_client -connect example.com:443 -tlsl_2

ZaRRHBEI TLS 1. 28, FiEEmMT), WRARSHEERECENERIATLS R,
EEEERRAR R

o i fail2ban

ERIMER  failoban WSEEHEFRIEERESR

1.7  /etc/fail2ban/filter.d/tls-downgrade.conf FREJEEENXITIESS :

[Definition]

failregex = SSL routines:SSL23_GET_CLIENT_HELLO:unsupported protocol.*client=<HOST>

2.ff  /etc/fail2ban/jail.local HFA0jail ©

[tls-downgrade]
enabled =
filter = tls-downgrade

logpath = /var/log/nginx/error.log
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maxretry = 3
bantime = 3600

3.EE fail2ban :

sudo systemctl restart fail2ban

IERRER R EARZ N (ATRERIBMR) SSL/TLS MRAFHITE £ & =0T 1P futt,

I LA _EhiERE, BENEETLS_FALLBACK_SCSV AZS%2#E, EHaEREIETLS BERIEHHIRBL,

b

o

Z

e NISTGuidelinesforTLS Implementations

e RFC7507-TLS Fallback Signaling Cipher Suite Value (SCSV)for Preventing Protocol Downgrade Attacks
¢ OWASPTLS CheatSheet

E8 Weak Cryptographic Key and Signature Algorithmin SSL/TLS Certificate
1Z SSL/TLS IEBERIMER TS INERPMHFELFE, AeRiBEENZEN, HSBEBhERAEMBEEER T,

SSL/TLS IEREEABMERRHBEREE, HHREARENR, FRAZZENF R,

X FHMERASHEREENER

1. 59 ER ¢

* RSAZHA | KEETF2048MI8I RSARBIRMNIEH. HATEINEDER2048M, MFKBPRENNERI072UHER.
* DSAZH | 5 RSAXML, KEETF20481IH DSARAWM AT, RoBEEER,

o BE#  EBEATUNRA, ERAKEERREHINEBEEEM,

o 1TAlARAE ¢ STITUAREM SMERY SSL/TLS IEBME T R/NERKE.,

2. 558 RHE

o BIAEE : MD5 M SHAIEER LEWIN, FR4SER,

o HHEWE | FEESRUERTEN, REEAGBLERSSRIBERERNMEER.
o TR | STTUATEM SN ERREILERHBEL T X,

° EERA  BORFTRETHERBAENNERABEE, BRINTEIXMHE.

SEPRFEMR ¢ BRI E10240 RSABREAT SHAT R LIEBRIMLL, FIEERMAIBAEBHERRNREENBIR, NEETUBREREZBRNRE, HNEIES, #HMmEMEHREAL
HHRIFEET S, A, BREERERREPHSBEENTIAIRE, HFRESSUTLSZE2EXEE,
FAREE
R #1
£ demo.testfire.net _Li&lIE WEAK_SIGNATURE_ALGORITHMS
o RIL:ETLS1.2HINEIBEREE | RSA+SHAT,
2y
AME L BEAR/E :
1. ERRBRKENESA :
o RSAFDSAMEFAKEEDRN A 2048 fiL,
o MFFEEKPRE, BINER3I072UNEKNER.
2. ZIEERKBEMEERS (ECC)
o ECCLUEEMEAKERMERSEREM, HaEEMN.
o ENER P-2563, P-384 Fiitk, LRBRELM,
3. EHRICIREA ¢
o HIERATEIRMER, LHEEALREERRBREN,
4. HIHAFIES :
o TEHAEEIT SSL/TLSIEH, IRFIHBIREFEHHAIER.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf
https://tools.ietf.org/html/rfc7507
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html

5. ERMAEBMENME (CA)

o EFFRRHIERBEPIHEBETILRESLERR CA,
6. SRRV A A SERL

o LMEAN, MEAEREREMEIBERS.

o BIRAEHREER (HSM) HITEPANERSFiHE,
SEHN

* NISTRecommendation for Key Management

* Baseline RequirementsforTLS Server Certificates

e SSllabsBestPractices

i FATS T AR E
RIS,

THEERZ—MRGRS, ATFLERKNEEITAHTTP T&. NARERTNESINERBIIMEERE,

BRAFE
RIL#1
IRAVFRE TR &%

SRMAALAY | owasp.sat.agoat .DownloadInvoiceServicesdownloadrilesl BERfFH, ZAM AT owasp.sat.agoat.DownloadInvoiceService o MEE

@ Sink android.app.DownloadManager$Request android.app.DownloadManager$Request.setAllowedNetworkTypes(int) o ;5SuBERERER :

android.app.DownloadManager$Request.setAllowedNetworkTypes()
owasp.sat.agoat.DownloadInvoiceService$downloadFile$1.invoke()

android.app.DownloadManager$Request.setNotificationVisibility()
owasp.sat.agoat.DownloadInvoiceService$downloadFile$1.invoke()

T

7575 | owasp.sat.agoat.DownloadInvoiceService$downloadFile$d . invoke ()

invoke(org.jetbrains.anko.AnkoAsyncContext p10)

kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p10, $receiver);
android.net.Uri vl = android.net.Uri.parse(https:
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl, Uri.parse(urll));
android.app.DownloadManager$Request v2_2 = android.app.DownloadManager$Request(vl);
String v3 = vil.getlLastPathSegment();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v3, url.lastPathSegment);

vb = 0;
v2_2.setAllowedNetworkTypes(3);
v2_2.setTitle(((CharSequence) v3));
v2_2.setDescription(((CharSequence) The File is downloading...));
v2_2.allowScanningByMediaScanner();
v2_2.setNotificationvisibility(1);
v2_2.setDestinationInExternalPublicDir (android.os.Environment.DIRECTORY_DOWNLOADS, String.valueOf(System.currentTimeMillis()));
kotlin.TypeCastException v6_8 = g $0.getSystemService(download);

(v6_8 == ) {

kotlin.TypeCastException( cannot be cast to non- type android.app.DownloadManager);
{
((android.app.DownloadManager) v6_8).enqueue(v2_2);

4

7575 | owasp.sat.agoat.DownloadInvoiceService$downloadFile$i . invoke ()

invoke(org.jetbrains.anko.AnkoAsyncContext p10)

kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p10, $receiver);
android.net.Uri vl = android.net.Uri.parse(https:

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl, Uri.parse(urll));
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https://csrc.nist.gov/pubs/sp/800/57/pt1/r5/final
https://cabforum.org/working-groups/server/baseline-requirements/documents/
https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices

android.app.DownloadManager$Request v2_2 = android.app.DownloadManager$Request(vl);
String v3 = vl.getLastPathSegment();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v3, url.lastPathSegment);

V5 = 0;
v2_2.setAllowedNetworkTypes(3);
v2_2.setTitle(((CharSequence) v3));
v2_2.setDescription(((CharSequence) The File is downloading...));
v2_2.allowScanningByMediaScanner();
v2_2.setNotificationvisibility(1)
v2_2.setDestinationInExternalPublicDir (android.os.Environment.DIRECTORY_DOWNLOADS, String.valueOf(System.currentTimeMillis()));
kotlin.TypeCastException v6_8 = : $0.getSystemService(download);

(v6_8 == ) {

kotlin.TypeCastException( cannot be cast to non- type android.app.DownloadManager);
{
((android.app.DownloadManager) v6_8).enqueue(v2_2);

l

il

[z PRz S ¥FFE P 6 P8 Wi-Fi SRS chZ& &R, 5 DL RN A SRR 2 RAE Wi-Fi AR i F SRELA B8R,

XMLEA
XMUZEAREREARBAEF A XMLEBIERIREZ ERIIESEEMS | ZANFR. XEETELIATZTEXMLABHBZRE, #MSERENAE. HERGEES
BRSSH &

XMLEARHATFERBARAPHERDMLECEX FREERZE, RMEH#ITROWIESREMS | 20— EXMBR2EREEFLUEDEATE XML AR RF B
o BT XMLEEMEE I ABRRE, REETRRITNAZE. RRBIERRIERER.

DART

import 'dart:convert';
import 'dart:io';

import 'package:flutter/material.dart';
import 'package:path_provider/path_provider.dart';

void main() {
runApp(MyApp()) ;

class MyApp extends StatelessWidget {
@override
widget build(BuildContext context) {
return MaterialApp(
title: 'XML FAJETR',
theme: ThemeData(
primarySwatch: Colors.blue,
)
home: MyHomePage(),

class MyHomePage extends StatefulwWidget {
@override
_MyHomePageState createState() => _MyHomePageState();

class _MyHomePageState extends State<MyHomePage> {
final TextEditingController _usernameController TextEditingController();
final TextEditingController _passwordController TextEditingController();

@override

void dispose() {
_usernameController.dispose();
_passwordController.dispose();
super .dispose();

Future<void> saveConfigFile() async {
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final directory = await getApplicationDocumentsDirectory();
final configFile = File('${directory.path}/config.xml");

// B XvL #iE

final xmlData = '''

<root>
<username>${_usernameController.text}</username>
<password>${_passwordController.text}</password>

</root>

T,
’

// XML REFERIERBXH
await configFile.writeAsString(xmlData);

void login() {
final username _usernameController.text;
final password = _passwordController.text;

// PITERIZIE
print (' EERITER, BF% : Susername, ZH : $password');

@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('XML FEAER'),
)
body: Padding(
padding: EdgeInsets.all(16.0),
child: Column(
crossAxisAlignment: CrossAxisAlignment.start,
children: [
Text('WARP% '),
TextField(
controller: _usernameController,
)
SizedBox(height: 16.0),
Text('MWAERD "),
TextField(
controller: _passwordController,
obscureText: true,
)
SizedBox(height: 16.0),
ElevatedButton(
onPressed: () async {
await saveConfigFile();
login();
}
child: Text('ER'),

3 SWIFT

import Swiftul

struct ContentView: View {
@State private var username
@State private var password =

var body: some View {
VStack {
Text ("MABP% ")
TextField("AF4%", text: $username)
.textFieldStyle(RoundedBorderTextFieldStyle())

Text("HWAZED ")
SecureField("&f3", text: $password)

.textFieldStyle(RoundedBorderTextFieldStyle())

Button(action: {
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saveConfigFile()
login()

H{
Text("EFR")

}
.padding()

func saveConfigFile() {
// BEE XML ¥R
let xmlData = '''
<root>
<username>\(username)</username>
<password>\(password)</password>
</root>

(R

/7 xuL REFRIEEBEXH

let configFilePath = "config.xml"
do {

try xmlData.write(toFile: configFilePath, atomically: true, encoding:

} catch {
print ("XML BEAXMHLMK @ \(error)")

func login() {
// PITEREE
print("IEEFERAF% © \(username) FEE : \(password) HITER")

@main
struct XMLInjectionApp: App {
var body: some Scene {
windowGroup {
ContentView()

K KOTLIN

import android.os.Bundle

import android.widget.Button

import android.widget.EditText

import android.widget.Toast

import androidx.appcompat.app.AppCompatActivity
import java.io.File

import javax.xml.parsers.DocumentBuilderFactory
import javax.xml.transform.TransformerFactory
import javax.xml.transform.dom.DOMSource

import javax.xml.transform.stream.StreamResult

class MainActivity : AppCompatActivity() {

private lateinit var usernameEditText: EditText
private lateinit var passwordEditText: EditText
private lateinit var loginButton: Button

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity_main)

usernameEditText = findViewById(R.id.usernameEditText)
passwordeditText = findViewById(R.id.passwordEditText)
loginButton = findViewById(R.id.loginButton)

loginButton.setOnClickListener {
val username = usernameEditText.text.toString()

val password = passwordeEditText.text.toString()

saveConfigFile(username, password)
login(username, password)

PR « Ostorlab

TIF3: 91/184




private fun saveConfigFile(username: String, password: String) {
val configFilePath = "config.xml"

try {
val configFile = File(configFilePath)
val xmlData = configFile.readText()

val docBuilder = DocumentBuilderFactory.newInstance().newDocumentBuilder ()
val doc = docBuilder.parse(xmlData.byteInputStream())
doc.documentElement.normalize()

val root = doc.documentElement

root.getElementsByTagName("username").item(0Q).textContent = username
root.getElementsByTagName("password").item(Q).textContent = password

val transformer = TransformerFactory.newInstance().newTransformer()
val result = StreamResult(configFile)
val source = DOMSource(doc)
transformer.transform(source, result)
} catch (e: Exception) {
Toast.makeText(this, "{RIFECENMFARM", Toast.LENGTH_SHORT).show()

private fun login(username: String, password: String) {
// PITEREIE
Toast.makeText(this, "IEfEfEFAFF% : $username FZEH : $password HITER", Toast.LENGTH_SHORT).show()

BAFE
R #1

2 webview HHYSE  loadpata TEfIE o HIBHEIEEEEXMLIEARM. SRBERBEARGALAMN | owasp.sat.agoat.XSSActivity o TaintElement3EJR : 3§
XSSActivity . /3% onCreate . fiiil 0 . &% (Landroid/os/Bundle;)V o AR

at android.webkit.wWebView.loadData
at owasp.sat.agoat.XSSActivity.onCreate
at owasp.sat.agoat.XSSActivity.onCreate

.webkit.WebView.loadData

Unable to extract source code.

1 owasp.sat.agoat.XSSActivity.onCreate

protected void onCreate(android.os.Bundle p6)
{
super.onCreate(p6);
this.setContentView(2131296308);
android.webkit.webView v0_3 = ((android.webkit.wWebView) this.findViewById(2131165373));
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(ve_3, webviewl);
vO_3.setWebChromeClient (new android.webkit.wWebChromeClient());
android.webkit.webSettings v1 1 = v@_3.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 1, webSettings1);
vl_1.setJavaScriptEnabled(1)
vO_3.loadData(<html>
<body>
<script>
function displayContent()
{
var a=document.getElementById("name");
document.write(a.value);

}

</script>

Name: <input type="text" id="name"/>

</br></br><input type="button" value="Display" onclick="displayContent()" style="background-color:black;color: white;
border: 2px solid #000000"/>

</body>

</html>, text/html, UTF-8);
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1 owasp.sat.agoat.XSSActivity.onCreate

onCreate(android.os.Bundle p6)

.onCreate(p6);
.setContentView(2131296308);

android.webkit.webView v0_3 = ((android.webkit.webView) .findviewById(2131165373));
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(ve_3, webviewl)
vO_3.setWebChromeClient ( android.webkit.wWebChromeClient());
android.webkit.webSettings v1_ 1 = v@_3.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 1, webSettings1);
vl_1.setJavaScriptEnabled(1)
vO_3.loadData(<html>

<body>

<script>

function displayContent()

{

var a=document.getElementById("name");

document.write(a.value);

}

</script>

Name: <input type="text" id="name"/>

</br></br><input type="button" value="Display" onclick="displayContent()" style="background-color:black;color
border: 2px solid #000000"/>

</body>

</html>, text/html, UTF-8);

’

}

Bl
FIEREXMLIEN] BEICREUA T8
o LHEIE LRI ARIE S HUIR A LA,

o BRI ISERFEA, FHEIBIREEE X ATRERART /9 XMLARE SRR F /R Se B R # 1t
o ZEEARBLTEMIEBURMER XMLARTES AP,

DART

import 'dart:convert';
import 'dart:io';

import 'package:flutter/material.dart’;
import 'package:path_provider/path_provider.dart';
import 'package:xml/xml.dart';

void main() {
runApp(MyApp()) ;

class MyApp extends StatelessWidget {
@override
Widget build(BuildContext context) {
return MaterialApp(
title: 'XML Injection Demo',
theme: ThemeData(
primarySwatch: Colors.blue,
)
home: MyHomePage(),

class MyHomePage extends StatefulwWidget {
@override

_MyHomePageState createState() => _MyHomePageState();

class _MyHomePageState extends State<MyHomePage> {
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final TextEditingController _usernameController = TextEditingController();
final TextEditingController _passwordController TextEditingController();

@override

void dispose() {
_usernameController.dispose();
_passwordController.dispose();
super.dispose();

Future<void> saveConfigFile() async {
final directory = await getApplicationDocumentsDirectory();
final configFile = File('${directory.path}/config.xml");

// Bl XML BuE
final builder = XmlBuilder();
builder.processing('xml', 'version="1.0"');
builder.element('root', nest: () {
builder.element('username', nest: _usernameController.text);
builder.element('password', nest: _passwordController.text);
Hi
final xmlData = builder.build().toXmlString(pretty: true);

// XML REFERIERBXH
await configFile.writeAsString(xmlData);

void login() {
final username _usernameController.text;
final password = _passwordController.text;

// PITERIZIE
print('Performing login with username: $username and password: $password');

@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('XML Injection Demo'),
)
body: Padding(
padding: EdgeInsets.all(16.0),
child: Column(
crossAxisAlignment: CrossAxisAlignment.start
children: [
Text('Enter username:'),
TextField(
controller: _usernameController
)
SizedBox(height: 16.0),
Text('Enter password:'),
TextField(
controller: _passwordController
obscureText: true
)
SizedBox(height: 16.0),
ElevatedButton(
onPressed: () async {
await saveConfigFile();
login();
}
child: Text('Login'),

3 SWIFT

import Foundation

func main() {
let configFilePath = "config.xml"
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// MEBEEXMF

guard let configFileURL = Bundle.main.url(forResource: "config", withExtension: "xml") else {
print("Failed to load configuration file")
return

guard let xmlData = try? Data(contentsOf: configFileURL) else {
print("Failed to read configuration file")
return

// FEAfT XML
let xmlDoc: XMLDocument
do {
xmlDoc = try XMLDocument(data: xmlData, options: .documentTidyXML)
} catch {
print("Failed to parse XML: \(error)")
return

guard let root = xmlDoc.rootElement() else {
print("Invalid XML structure")
return

// NBFHAREEEE

guard let username = getUserInput(prompt: "Enter username:"), let password = getUserInput(prompt: "Enter password:") else {
print("Invalid input")
return

// BHF XML HEEEE
if let usernameElement = root.elements(forName: "username").first {
usernameElement.stringvalue = username

if let passwordElement = root.elements(forName: "password").first {
passwordElement.stringvalue = password

// FHEREH xuL BEEEBXH

guard let modifiedXmlData = xmlDoc.xmlData(options: .nodePrettyPrint) else {
print("Failed to generate modified XML")
return

do {
try modifiedXmlData.write(to: configFileURL)

} catch {
print("Failed to write modified XML to file: \(error)")
return

// EREEE
login(username: username, password: password)

func getUserInput(prompt: String) -> String? {
print(prompt, terminator: " ")
return readLine()

func login(username: String, password: String) {
// RITEREE
print("Performing login with username: \(username) and password: \(password)")

// BEhiER

main()

K KOTLIN

import android.os.Bundle

import android.widget.Button

import android.widget.EditText

import android.widget.Toast

import androidx.appcompat.app.AppCompatActivity
import org.w3c.dom.Document

PR « Ostorlab Tik9: 95 /184




import java.io.File

import javax.xml.parsers.DocumentBuilderFactory
import javax.xml.transform.TransformerFactory
import javax.xml.transform.dom.DOMSource

import javax.xml.transform.stream.StreamResult

class MainActivity : AppCompatActivity() {

private lateinit var usernameEditText: EditText
private lateinit var passwordEditText: EditText
private lateinit var loginButton: Button

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity main)

usernameEditText = findViewById(R.id.usernameEditText)
passwordeditText = findViewById(R.id.passwordEditText)
loginButton = findViewById(R.id.loginButton)

loginButton.setOnClickListener {
val username = usernameEditText.text.toString()
val password = passwordEditText.text.toString()

saveConfigFile(username, password)
login(username, password)

private fun saveConfigFile(username: String, password: String) {
val configFilePath = "config.xml"

try {
val configFile = File(configFilePath)
val xmlDoc = DocumentBuilderFactory.newInstance().newDocumentBuilder().newDocument()

val rootElement = xmlDoc.createElement("root")
xmlDoc.appendChild(rootElement)

val usernameElement = xmlDoc.createElement("username")
usernameElement.appendChild(xmlDoc.createTextNode(username))
rootElement.appendChild(usernameElement)

val passwordElement = xmlDoc.createElement("password")
passwordElement.appendChild(xmlDoc.createTextNode(password))
rootElement.appendChild(passwordElement)

val transformer = TransformerFactory.newInstance().newTransformer()
val result = StreamResult(configFile)
val source = DOMSource(xmlDoc)
transformer.transform(source, result)
} catch (e: Exception) {
Toast.makeText(this, "Failed to save configuration file", Toast.LENGTH_SHORT).show()

private fun login(username: String, password: String) {
// PATEREIE
Toast.makeText(this, "Performing login with username: $username and password: $password", Toast.LENGTH_SHORT).show()

usesCleartextTrafic B4 BigE

CVSSv3:5.4

MW HIRE T usesCleartextTraffic B4,

android:usesCleartextTraffic BHATFIETNARSERBXMERE, FIINEXHTTP,

Bt API KA 27 BRI A, HEIAMEN true”s BIRAPIRSGI7N 28 BRI, HIIAEN false’s
BAFE
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https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/07-Input_Validation_Testing/07-Testing_for_XML_Injection

R #1

This apptargets APllevel 27 orless andno explicitvalue was settothe ' usesCleartextTraffic attribute, onthese APIsthe ' usesCleartextTraffic attribute

defaultvalueis true. This exposesyourusers sensitive information and open up the application toinjection attacks.
iy
EFEY  android:usesCleartextTraffic BIEIZE false , HE X AndroidNetwork Security Confige

BHRAPI RS 27 RIATHIRIAE, ZRIAER  true o BEARAPIZRSF28 R EBIN A, FAIAMEA  false o

<> XML

android:icon="@drawable/icon" android:usesCleartextTraffic="false"

CVSSHEEFE

CVSSVS[&]E : CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
REMS: BaEW || BamO | [ 2 mEeE)
Wit 8 R W0

FREBIR: 1 EN) ¥ 5 (H)

BPFXE: o1 (N)

BE o RERO)

B @ B (H) ® E(N)

FERM ¥ & (H) & EN)

® Storage updatesinAndroid1l

2 SHEEZEHEBTLS/SSL MY ARA
NRBERT EFAMSSL/TLS thil, BAEFEZE5RRIANM,

SSL/TLS REEHB /S MMY © SSLv2, SSLv3. TLSV1.O. TLSVII. TLSVI.2HITLSV1.3 :

* SSLV2AZE, TEEMH. HMURATFE DROWNKE XL, BIEM RSAERRFERILR,
* HTFHFESSLVIPOODLEXE, SSLV3EERE HTTP BRHTRE, EAHEMMNERN, EMNEFRIAANFESR, BEWRFR, TE®R.
* TLSVI.OFITLSVIIZER MY, F/EBEASTRENIG, REMAZTFIHELMEIOERER, EXLEMUNFEEHBESR, HE2020F1HilEtR PCIDSS RIERM K

857
e TLSVI.2F1V1.3 BRIFR LA MR LI,
BAR#E
B #1
TLS_1_O_DEPRECATED detectedon demo.testfire.net
* Finding: TLS1.0 offered: offered(deprecated)
#iy

TLSVI.2 8 TLS V1.3 M{E AT EXZFFHINN, EAZRAREMCIAEINE,

e TLSv1.0andTLSvl.ldeprecation

* SSLandTLS deploymentbestpractices
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https://developer.android.com/preview/privacy/storage
https://blog.qualys.com/ssllabs/2018/11/19/grade-change-for-tls-1-0-and-tls-1-1-protocols
https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices

Google Calendar- &

WNBBARPHERA T AFFATIAIEIEY Google Calendar, FIRERMBHAER, STERIWFE. S2ELR. ARERTHRABARLIE,

S E BAR_EERA T BT A FF AR Google Calendar, FIRERMBEMRER, TERIWFE. S2ERS. BRELHMRBARLIE.
K1

Google Calendar - Exposure:

® https://calendar.google.com/calendar/embed?src=hlécjgséeplh7oniggueu2bhbo%40group.calendar.google.com&amp;ctz=America%2FChicago

Reproduction ' curl | command:

curl -X 'GET' -d '' -H 'Accept: */*' -H 'Accept-Language: en' -H 'User-Agent: Mozilla/5.0 (Macintosh, Intel Mac 0S X 10_15_7)
ApplewebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15' 'https://owasp.org/'

Request:

GET / HTTP/1.1

Host: owasp.org

User-Agent: Mozilla/5.0 (Macintosh, Intel Mac 0S X 10_15_7) ApplewWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15
Connection: close

Accept: */*

Accept-Language: en

Accept-Encoding: gzip

Response

HTTP/1.1 200 OK

Connection: close

Transfer-Encoding: chunked

Access-Control-Allow-Origin: *

Age: 30

Cache-Control: max-age=600

Cf-Cache-Status: DYNAMIC

Cf-Ray: 9fe4a5745d87348f-FRA

Content-Security-Policy: default-src 'self' https://*.fontawesome.com https://api.github.com https://*.githubusercontent.com https://*.google-
analytics.com https://owaspadmin.azurewebsites.net https://*.twimg.com https://platform.twitter.com https://www.youtube.com
https://*.doubleclick.net; frame-ancestors 'self'; frame-src https://*.vuejs.org https://*.stripe.com https://*.wufoo.com https://*.sched.com
https://*.google.com https://*.twitter.com https://www.youtube.com https://w.soundcloud.com https://buttons.github.io; script-src 'self'
'unsafe-inline' 'unsafe-eval' https://viewer.diagrams.net https://fonts.googleapis.com https://*.fontawesome.com https://app.diagrams.net
https://cdnjs.cloudflare.com https://cse.google.com https://*.vuejs.org https://*.stripe.com https://*.wufoo.com https://*.youtube.com
https://*.meetup.com https://*.sched.com https://*.google-analytics.com https://unpkg.com https://buttons.github.io https://www.google.com
https://*.gstatic.com https://*.twitter.com https://*.twimg.com https://www.googletagmanager.com; style-src 'self' 'unsafe-inline'
https://*.gstatic.com https://cdnjs.cloudflare.com https://www.google.com https://fonts.googleapis.com https://platform.twitter.com
https://*.twimg.com data:; font-src 'self' https://*.fontawesome.com fonts.gstatic.com; manifest-src 'self' https://pay.google.com; img-src
'self' https://*.globalappsec.org https://render.com https://*.render.com https://okteto.com https://*.okteto.com data: www.w3.org
https://*.bestpractices.dev https://licensebuttons.net https://img.shields.io https://*.twitter.com https://github.githubassets.com
https://*.twimg.com https://platform.twitter.com https://*.githubusercontent.com https://*.vercel.app https://*.cloudfront.net
https://*.coreinfrastructure.org https://*.securityknowledgeframework.org https://badges.gitter.im https://travis-ci.org https://api.travis-
ci.org https://s3.amazonaws.com https://snyk.io https://coveralls.io https://requires.io https://github.com https://*.googleapis.com
https://*.google.com https://*.gstatic.com https://static.scarf.sh

Content-Type: text/html; charset=utf-8

Date: Tue, 19 May 2026 16:58:25 GMT

Expires: Tue, 19 May 2026 16:46:31 GMT

Last-Modified: Tue, 19 May 2026 04:17:12 GMT

Permissions-Policy: geolocation=(self)

Referrer-Policy: same-origin

Server: cloudflare

Strict-Transport-Security: max-age=31536000; includeSubDomains

Vary: Accept-Encoding

Via: 1.1 varnish

X-Cache: HIT

X-Cache-Hits: 6

X-Content-Type-Options: nosniff

X-Fastly-Request-Id: ff12ffodf798e23fa9ad592703da226b7880b992

X-Frame-Options: SAMEORIGIN

X-Github-Request-Id: 9836:1C1778:132EC88:1373AB1:6A0C918F

X-0rigin-Cache: HIT

X-Proxy-Cache: MISS
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https://calendar.google.com/calendar/embed?src=hl6cjgs6ep1h7oniqgueu2bhbo%40group.calendar.google.com&amp;ctz=America%2FChicago

X-Served-By: cache-fra-eddf8230050-FRA
X-Timer: S1779209905.345342,VS0, VES

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">

—u

<meta name="viewport" content="width=device-width, initial-scale=1">

<meta name="description" content="OWASP Foundation, the Open Source Foundation for Application Security on the main website for The OWASP
Foundation. OWASP is a nonprofit foundation that works to improve the security of software.">

<meta property="og:description" content="OWASP Foundation, the Open Source Foundation for Application Security on the main website for The
OWASP Foundation. OWASP is a nonprofit foundation that works to improve the security of software.">

<meta property="og:title" content="OWASP Foundation, the Open Source Foundation for Application Security | OWASP Foundation">

<meta property="og:url" content="https://owasp.org/">

<meta property="og:locale" content="en_uS">

<meta property="og:type" content="website" />
<meta property="og:image" content="https://owasp.org/www--site-theme/favicon.ico" />
<meta http-equiv="X-Content-Type-Options"...

"extracted-results": [
"https://calendar.google.com/calendar/embed?src=hl6cjgs6eplh7oniqgueu2bhbo%40group.calendar.google.com&amp;ctz=America%2FChicago"
1,
"extractor-name": "calendar-url"
"host": "owasp.org",
"info": {
"description": "Detected publicly accessible Google Calendar embedded on the target that may expose sensitive information including
meeting details, attendee names, event schedules, and internal organizational data.\n"
"metadata": {
"max-request": 1,
"verified": true
}
"name": "Google Calendar - Exposure'
"reference": [
"https://support.google.com/calendar/answer/37083"
1,
"severity": "low"
}
"ip": "104.20.44.163"
"matched-at": "https://owasp.org/",
"matcher-status": true,
"path": "/",
"port": "443",
"scheme": "https",
"template-path": "/root/nuclei-templates/http/misconfiguration/google-calendar-exposure
"timestamp": '"2026-05-19T16:58:26.442001465Z2"
"type": "http",
"url": "https://owasp.org/"

KM #2

Google Calendar - Exposure:

* https://calendar.google.com/calendar/embed?src=hlécjgséep iggueu2bhbo%40group.calendar.google.com&amp;ctz=zAmerica%2FChicago

Reproduction | curl | comma

curl -X 'GET' -d '' -H 'Accept: */*' -H 'Accept-Language: en' -H 'User-Agent: Mozilla/5.0 (X11; Linux 1686; en-US) Gecko/20010604
Firefox/109.0' 'https://owasp.org'

Request:

GET / HTTP/1.1
Host: owasp.org
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https://calendar.google.com/calendar/embed?src=hl6cjgs6ep1h7oniqgueu2bhbo%40group.calendar.google.com&amp;ctz=America%2FChicago

User-Agent: Mozilla/5.0 (X11; Linux i686; en-US) Gecko/20010604 Firefox/109.0
Connection: close

Accept: */*

Accept-Language: en

Accept-Encoding: gzip

Response:

HTTP/1.1 200 OK

Connection: close

Transfer-Encoding: chunked

Access-Control-Allow-Origin: *

Age: 304

Cache-Control: max-age=600

Cf-Cache-Status: DYNAMIC

Cf-Ray: 9fe4b701ead@707ca-FRA

Content-Security-Policy: default-src 'self' https://*.fontawesome.com https://api.github.com https://*.githubusercontent.com https://*.google-
analytics.com https://owaspadmin.azurewebsites.net https://*.twimg.com https://platform.twitter.com https://www.youtube.com
https://*.doubleclick.net; frame-ancestors 'self'; frame-src https://*.vuejs.org https://*.stripe.com https://*.wufoo.com https://*.sched.com
https://*.google.com https://*.twitter.com https://www.youtube.com https://w.soundcloud.com https://buttons.github.io; script-src 'self'
'unsafe-inline' 'unsafe-eval' https://viewer.diagrams.net https://fonts.googleapis.com https://*.fontawesome.com https://app.diagrams.net
https://cdnjs.cloudflare.com https://cse.google.com https://*.vuejs.org https://*.stripe.com https://*.wufoo.com https://*.youtube.com
https://*.meetup.com https://*.sched.com https://*.google-analytics.com https://unpkg.com https://buttons.github.io https://www.google.com
https://*.gstatic.com https://*.twitter.com https://*.twimg.com https://www.googletagmanager.com; style-src 'self' 'unsafe-inline'
https://*.gstatic.com https://cdnjs.cloudflare.com https://www.google.com https://fonts.googleapis.com https://platform.twitter.com
https://*.twimg.com data:; font-src 'self' https://*.fontawesome.com fonts.gstatic.com; manifest-src 'self' https://pay.google.com; img-src
'self' https://*.globalappsec.org https://render.com https://*.render.com https://okteto.com https://*.okteto.com data: www.w3.org
https://*.bestpractices.dev https://licensebuttons.net https://img.shields.io https://*.twitter.com https://github.githubassets.com
https://*.twimg.com https://platform.twitter.com https://*.githubusercontent.com https://*.vercel.app https://*.cloudfront.net
https://*.coreinfrastructure.org https://*.securityknowledgeframework.org https://badges.gitter.im https://travis-ci.org https://api.travis-
ci.org https://s3.amazonaws.com https://snyk.io https://coveralls.io https://requires.io https://github.com https://*.googleapis.com
https://*.google.com https://*.gstatic.com https://static.scarf.sh

Content-Type: text/html; charset=utf-8

Date: Tue, 19 May 2026 17:10:24 GMT

Expires: Tue, 19 May 2026 17:14:46 GMT

Last-Modified: Tue, 19 May 2026 04:17:12 GMT

Permissions-Policy: geolocation=(self)

Referrer-Policy: same-origin

Server: cloudflare

Strict-Transport-Security: max-age=31536000; includeSubDomains

Vary: Accept-Encoding

Via: 1.1 varnish

X-Cache: HIT

X-Cache-Hits: 19

X-Content-Type-Options: nosniff

X-Fastly-Request-Id: f55ff6bb1b86cac680d97cc35423ae585bf51065

X-Frame-Options: SAMEORIGIN

X-Github-Request-Id: 5674:3260CA:1321CD9:1368014:6A0C982E

X-Proxy-Cache: MISS

X-Served-By: cache-fra-eddf8230100-FRA

X-Timer: S1779210624.321059,VS0,VELl

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1">

<meta name="description" content="OWASP Foundation, the Open Source Foundation for Application Security on the main website for The OWASP
Foundation. OWASP is a nonprofit foundation that works to improve the security of software.">

<meta property="og:description" content="OWASP Foundation, the Open Source Foundation for Application Security on the main website for The
OWASP Foundation. OWASP is a nonprofit foundation that works to improve the security of software.">

<meta property="og:title" content="OWASP Foundation, the Open Source Foundation for Application Security | OWASP Foundation">

<meta property="og:url" content="https://owasp.org/">
<meta property="og:locale" content="en_us">

<meta property="og:type" content="website" />
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property="og:image" content="https://owasp.org/www--site-theme/favicon.ico" /

7

http-equi X-Content-Type-Options" content="nosniff">...

"extracted-results": [

"https://calendar ogle.com/calendar/embed?src=hl6cjgs6eplh7oniggueu2bhbo%40group.calendar.google.com&amp;ctz=America%2FChicago"

1,
"extractor-name": "calendar-url",
"host": "owasp.org",
"info": {
"description": "Detected publicly acc ible Google Calendar embedded on the target that may expose sensitive information including
meeting details, attendee names, event schedules, and internal organizational data.\n",
"metadata": {
"max-request": 1,
"verified":
}
"name": "Google Calendar - Exposure",
"reference": [
"https://support.google.com/calendar/answer/37083"
1,
"severity": "low"
H
"ip": "104.20.44.163",
"matched-at": "https://owasp.org",
"matcher-status": ,
"port": "443",
"scheme": "https",
"template-path": "/root/nuclei-templates/http/misconfiguration/google-calendar-exposure.yaml",
"timestamp": "2026-05-19T17:10:25.471185875Z",
"type": "http",
"url": "https://owasp.or

I3 Et hasFragileUserData Kig&E

CVSSv3:5.4
W AR EILE hasFragileUserData &%,
android:hasFragileUserData isan attribute in Androidthatallows developersto specify whether their app contains fragile user data thatneeds to be protected.
Fragile user datarefersto any data that could potentially cause harm or damage to auserif it'slost, stolen, or misused.
This caninclude sensitive personalinformation such as social security numbers, credit cardnumbers, medicalrecords, and other sensitive data.
This value should be setexplicitly in the application toindicate whether the applicationis handlingimportant user data or not.
If itsvalue istrue, then when the user uninstalls the app, a prompt willbe shown to the user askinghim whether to keep the app's data.
BRI #1

The hasFragileUserData attribute isnotset, thisattribute indicate whether the applicationis handlingimportantuser data or not, not setting this attribute may

resultinthe compromise of sensitive user data.

xmlns:android="http://schemas.android.com/apk/res/android" android:theme="@7FOC0005" android:label= FOB0OO36"
android:icon="@7FOAG000" android:debuggable="true" android:allowBackup="true" android:supportsRtl="true"
android:networkSecurityConfig= FOEOEOO" android:roundIcon="@7FOA0002">

=31

AL}  hasFragileUserData #RsasIIEISZARY  AndroidManifest.xml = X,

<> XML

android:icon drawable/icon" android:hasFragileUserData="true">
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CVSSHZiFiE

CVSSV3@aE : CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
BB gawaw | aeo || 2 mEe
Wit g R LG

FREHR: 1 EN) ¥ B H)

RPXE: HEN)

SEE o REH V)

MM @ B H) ® EN)

TR ¥ & (H) @ EN)

BEHR

* Android Developer - Fragile User Data

) EFRAMBEAPIRAE

CVSSv3:5.4
[ FA¥F targetSdkVersion B4 I8 B AR IFERARIERAR Android API &3, XATREER F EIER L RE XK.

android: targetSdkversion [EMIEE T RFAFIFERI Android Target API &5, IREBHIERY  targetSdkversion BIRELLRZFATEIRRR Android £3517, BthRERFEIR
REREN,

X FABENIBESELTEER © https://support.google.com/googleplay/android-developer/answer/11926878?hl=en

BARERE
R #1

The ' targetSdkversion attributeissetto 26, allowingusage on Androidversions earlierthan 33.

xmlns:android="http://schemas.android.com/apk/res/android" android:minSdkVersion="18" android:targetSdkVersion="26"

By

B | android:targetSdkVersion  [BMIRE AIFHTEI Android API R EE, XBEMTHRERNARELZLUH, HIFESIBMRA Android #8 X BRTR X,

CVSSHEi#E

CVSSV3HE : CVSS:3.0/AV:IN/AC:L/PR:L/UT:R/S:C/C:L/TI:L/A:N
KEmeE: EACEI(ON S S0I(A) | Q AL | 2 EP)
WEERE: PYAGE  « = (H)

FREIR: tEN) ¥ & H)

BARXE: XN

SEE: A BEERC) JESESC(0)

s @ & (H) ® E(N)

SR ¥ & (H) @ EN)

AN X & H) VRAOE 4 E(N)

BERR
* AndroidAPlLevels

e TargetAPlleveldeprecationnotice
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https://developer.android.com/guide/topics/manifest/application-element#fragileuserdata
https://support.google.com/googleplay/android-developer/answer/11926878?hl=en
https://developer.android.com/guide/topics/manifest/uses-sdk-element#min
https://support.google.com/googleplay/android-developer/answer/11926878?hl=en

0 ESHhE
T BRTHMESEHEHTHIR, k& LNERNARRERFNEES,

Androidf£55 (Task) RAFPRITEIEILET 52X ER—4H Activity, REREIRZAR Activity AT FRI—ESH, KEE TSI FSEUFEE Activity i3]
SN RAMESS -
e Task Affinity H/EM  taskaffinity 6|

e TaskReparenting /1% allowTaskReparenting %7

Task Affinity @7E  AndroidManifest.xml 3 <activity> IREHREXHI—Activity B, ATFIEEZ Activity FLMANES. RINERT, MEARKNRE
Activity BRI affinity, EINANE%.

<[> XML

xmlns:android="http://schemas.android.com/apk/res/android" package .secureApp.app">

android:name=".ActivityA"></
android:name=".ActivityB" android:taskAffinity="co.ostorlab.Myapp:taskB"></

3 Activity ABY | allowTaskReparenting &/ | true , B—1EHHER affinity WHESHIUIGIFI SN, R relocatable Activity A NERIGHEESBEEHMAE
BEStk.

Task Hijacking LT FTE S FPEE! ©

o Task Affinity Control : BN EE%H  com.mySecureApp.app , @5 Activity Al, BENAT ST Activity MIFIM2, HME M2, taskAffinity =
com.mySecureApp.app H ' M2.allowTaskReparenting = true o FismhAHEIEM2 ERAFITHRES, SEBINARN, M2IHEIBERR, ARFRSEENAR
B,

¢ Single TaskMode : ANEMEIEN  singleTask o EGEMAIRE M2.taskAffinity = com.mySecureApp.app , BNRI#ENIFEAIRN BIESE.
e TaskReparenting : FZF¥ taskReparenting &/ true o WGENFAENBERNBNESTEEBSNESEF,

Task Hijacking AIBF AP aKE. ELERAKE, BEXEERBITRERASTIAH, WEHETH (#0StandHogg2.0) BFRBEKE, HRAER,
Task Hijacking iJB 27 Android 11 HR{EEE S , 1EA  CVE-2020-0267  WindowManager EBEIFERIFIEE H—EE5,

BRAFE

R #1

The activity ~owasp.sat.agoat.AccessControlilviewActivity hasthe ' taskAffinity attribute setto None andthe ' launchMode attribute setto None ,this

activity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOB0O35"

android:name="owasp.sat.agoat.AccessControliViewActivity">< >< android:name="android.intent.action.VIEW"/><

android:name="android.intent.category.DEFAULT"/>< android:scheme="androgoat" android:host="vulnapp"/></ ></

K #2

The activity =owasp.sat.agoat.AccessControlIssuelActivity hasthe ' taskAffinity attributesetto None andthe launchMode attribute setto None |, this

activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0B0035"

—n

android:name="owasp.sat.agoat.AccessControlIssuelActivity"/>

RIM#3

The activity = owasp.sat.agoat.BinaryPatchingActivity hasthe ' taskAffinity attributesetto None andthe launchMode attribute setto None |, thisactivity

is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOBOOO1"
android:name="owasp.sat.agoat.BinaryPatchingActivity"/>
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The activity = owasp.sat.agoat.ClipboardActivity hasthe  taskAffinity attributesetto None andthe ' launchMode attribute setto ' None |, thisactivityis

missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android 07FOBOO37"

android:name="owasp.sat.agoat.ClipboardActivity"/>

R #5

The activity =owasp.sat.agoat.ContentProviderActivity hasthe taskAffinity attributesetto None andthe launchMode attribute setto None |, this

activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:name="owasp.sat.agoat.ContentProviderActivity"/>

R #6

The activity = owasp.sat.agoat.EmulatorDetectionActivity hasthe taskAffinity attributesetto None andthe launchMode attribute setto None |, this

activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0BOO3B"
android:name="owasp.sat.agoat.EmulatorDetectionActivity"/>

K #7

The activity ~owasp.sat.agoat.HardCodeActivity hasthe taskAffinity attributesetto None andthe launchMode attribute setto None |, thisactivityis

missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" andro. label="@7FOBOO3E"

—n

android:name="owasp.sat.agoat.HardCodeActivity"/>

RIN#8

The activity = owasp.sat.agoat.InputvalidationsActivity hasthe  taskAffinity attributesetto None andthe ' launchMode attribute setto None |, this

activity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label=
android:name="owasp.sat.agoat.InputValidationsActivity"/>

KM #9

The activity = owasp.sat.agoat.InputvValidationsOSCMDInjectionMain2Activity hasthe ' taskAffinity attribute setto None andthe ' launchMode attribute set

to None |, thisactivity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0B0042"
android:name="owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity"/>

K #10

The activity owasp.sat.agoat.InputValidationsWebViewURLActivity hasthe taskAffinity attributesetto None andthe  launchMode attribute setto

None , this activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOBOO4E"

—u

android:name="owasp.sat.agoat.InputValidationsWebViewURLActivity"/>

RMAN

The activity ~owasp.sat.agoat.InsecureLoggingActivity hasthe ' taskAffinity attributesetto None andthe launchMode attribute setto None ,this

activity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOBOO3F"

—n "

/>

android:name="owasp.sat.agoat.InsecurelLoggingActivity
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RIL#12

The activity =owasp.sat.agoat.InsecureStorageActivity hasthe taskAffinity attributesetto None andthe launchMode attribute setto None |, this

activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0B00O09"

android:name="owasp.sat.agoat.InsecureStorageActivity"/>

K #13

The activity = owasp.sat.agoat.InsecureStorageSDCardActivity hasthe = taskAffinity attribute setto 'None andthe ' launchMode attribute setto None ', this
activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOB0O045"

—n

android:name="owasp.sat.agoat.Inse eStorageSDCardActivity"/>

R #14

The activity = owasp.sat.agoat.InsecureStorageSharedPrefs hasthe ' taskAffinity attribute setto None andthe ' launchMode attribute setto ' None ,this

activity is missing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7FOBOO47"
android:name="owasp.sat.agoat.InsecureStorageSharedPrefs"/>

RI#15

The activity = owasp.sat.agoat.InsecureStorageSharedPrefsiActivity hasthe taskAffinity attributesetto None andthe launchMode attribute setto

None , this activity ismissing protection against task hijacking.

xmlns:android="http://schemas.android.com/apk/res/android" android:label="@7F0B0048"

android:name="owasp.sat.agoat.InsecureStorageSharedPrefslActivity"/>

=30
TR Task Hijacking iR AHREFRNE R HE

e 7f AndroidManifest.xml B <activity> AREFFRA Activity ESFEMMIRA " (ZEFFR), LGRS Activity FERMENERNESFENMN ; HE
<application> IRERFH—IZE, MWENARPTE Activity £

HE
e ¥ android:launchMode 1%/ singleInstance o | singleInstance RIMBRE—ESHARREIEEM Activity,
o FREFENEIKN  singleTask , FAMBSERSUKNREEFEERIIEES.

o REEED)Activity B IntentHI&E  FLAG_ACTIVITY_NEW_TASK #Ti&, MIEFEANINASS  FLAG_ACTIVITY_CLEAR_TASK

JAVA

Intent i = Intent( , AnActivity.class);
i.addFlags(Intent.FLAG_ACTIVITY_NEW_TASK);

i.addFlags(Intent.FLAG_ACTIVITY_CLEAR TASK);
startActivity(i);

o REJF allowReparenting 5 | taskAffinity FEECEA, FAIMNGSERSUKNIRESEFEERIIEES.
o BEWEAER Intent, BTREERN AN SL KT IRE AL RBHIEEM R AWML Z Intent, R Intent (UEE — M I4EIRE,

2EHEN

¢ UnderstandTasks and Back Stack - Android Documentation

e Towards Discoveringand UnderstandingTask Hijackingin Android

e StrandHoggAttack
* StandHoggAttack 2.0

* TaskHijackingexploited by Mobile BankingMalware
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https://developer.android.com/guide/components/activities/tasks-and-back-stack
https://www.usenix.org/system/files/conference/usenixsecurity15/sec15-paper-ren-chuangang.pdf
https://promon.co/security-news/the-strandhogg-vulnerability
https://promon.co/resources/downloads/strandhogg-2-0-new-serious-android-vulnerability
https://arstechnica.com/information-technology/2019/12/vulnerability-in-fully-patched-android-phones-under-active-attack-by-bank-thieves/

e CVE-2020-0267:WindowManager Confused Deputy

#z  ANALYTICS_LIBRARY ZEWRZZ M EARA T2 RIFHRIFERK

ANALYTICS_LIBRARY X3 (TrafficActivity) @I BAKEBIEBREER OkHttpClientZiiairmE, RAT Network Security Configuration £/8501FBEX HTTP H{E1E
AFRRENCA, ZEERVHEMNE. EREQRFTEEZS, GBEMMER. BERSESRS St

PRIESEERAY ANALYTICS_LIBRARY B4  owasp.sat.agoat.TrafficActivity fEFBERIARY | okHttpClient AECHILWLZIER, MiZEF IGEPRILNREEIEPE
E. BEXEEEERBAME, MAK  network_security config.xml BREAFRE BIFtUtEATHNRE, HETHEF TEMNIEBMANG, XEGERENTLSH
PRERW. WEEB29NE—HLEHITIERBEDNEHIN, EONBIBEREERRLIMEMEAFME (AES. RSA. DES). HMACE R, ERBIEM. OkHttpZE
SRSUPENEE RSB, RELHFIMRANAEZNITSH GETIER, BERIVHFRAFKIE, BEHEWRERMBEFEIRAMRE | RAMEREETAER. ER. &£
BHPEFHEYS, ERSWMENEIONE, NREEEZABEHRS| ALEFRDT SDK, TREFERIENERRARKEEIEBNTLS BE, MMIZENSHNE
M5 FREIEEIIRT,

£ #1

Root Cause
The vulnerability stems from three confirmed configuration andimplementation flaws in the analytics network stack:

1. Global cleartext permission: ' res/xml/network_security_config.xml declares <base-config cleartextTrafficPermitted="true"> withno ' <domain-

config>  restrictions, permittingunencryptedHTTP to every destination.

2.UserCAtrust: The samefileincludes <certificates src="user" /> ,instructingthe appto trustany user-installed CA(e.g., Burp Suite, mitmproxy)forall TLS

connections.

3.Unpinneddefaultclient: TrafficActivity.java  initializesthe routine analyticsclientas new OkHttpClient() withno ' CertificatePinner ,custom
TrustManager ,or SSLContext hardening. Certificate pinningexistsonly inside anopt-in ' dopinning() methodasalocalvariable andisneverusedfor
defaulttraffic.

Vulnerable Code

Network Security Configuration( base.apk/res/xml/network_security config.xml ):

ml version="1.0" encoding="utf-8"?>

cleartextTrafficPermitted="true">

src="system" />

src="user" />

Default Unpinned OkHttpClient ( base.apk/sources/owasp/sat/agoat/TrafficActivity.java ):

String httpurl = "http://demo.testfire.net";
String httpsurl = "https://owasp.org";
OkHttpClient client = OkHttpClient();

Bare Request Construction (No Payload, No Headers, No Signing):

run(String url) {
Intrinsics.checkParameterIsNotNull(url, "url");

{

Request request = Request.Builder().url(url).build();
.client.newCall(request).enqueue( Callback() { ... });
(Exception e) {

e.printStackTrace();

Opt-InPinningIsolatedto Non-Default Path( TrafficActivity.java:136-141 ):

CertificatePinner pinnerl = CertificatePinner.Builder()

.add("owasp.org", "sha256/gdU/UHC1HJIBFbIdeKuyHm/Lq/aQvMLyuTtcvTEE/1JQ=")
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https://www.incibe-cert.es/en/early-warning/vulnerabilities/cve-2020-0267

.add("owasp.org", "sha256/YLh1dUR9y6Kja30RrAn7JKnbQG/uEtLMkBgFF2Fuih
.add("owasp.org", "sha256/Vjs8r4z+80wjNcri1YKepWQboSIRi63\
.build();

OkHttpClient client = OkHttpClient.Builder().certificatePinner(pinnerl).build();

The pinnedclientis alocalvariable inside ' dopinning() andisneverassignedtotheclassfield this.client usedby run()

Exploitation Evidence
[Static Analysis] The global = cleartextTrafficPermitted="true" attribute wasconfirmedby directinspectionof network_security_config.xml .No | <domain-

config> scopingrestrictions exist, sothe permissionappliesto alldestinationsincluding = http://demo.testfire.net

[Static Analysis] The default ' okHttpClient fieldat TrafficActivity.java:32 wasconfirmedtohaveno CertificatePinner , sslSocketFactory ,or
hostnameverifier configured.The only pinninglogicexistsinside the opt-in ' doPinning() methodandisisolatedtoalocalvariable thatneverhandlesroutine

analytics traffic.

[Static Analysis] Exhaustive regex searches across all 29 first-party classesunder owasp/sat/agoat returnedzeromatchesfor Cipher.getInstance( |,
SecretKeySpec , IvParameterSpec , KeyGenerator , Mac.getInstance( , Base64 encodingroutines,customXOR/obfuscationloops, Interceptor

addInterceptor ,and addNetworkInterceptor .Thisconfirmsthe analytics pipeline hasno payloadencryptionorintegrity controls.

[Static Analysis] Source-to-sink analysis confirmed that no sensitive user data (Pll, credentials, session tokens, financialdata)reaches = TrafficActivity.run() or
doPinning() .Allanalyticsrequestsare empty, unparameterized GET calls. However, the lack of transport protections means any future data orinjected

synthetic traffic would be accepted without cryptographic authentication.

Validation Evidence

Secure Configuration

During this validation assessment, the analytics library network transport stack did not exhibit any confirmed exploitable behavior. The plannedtest cases for man-
in-the-middle interception, payload modification, and certificate pinning bypass were notreflectedin the execution history as completedactions, and therefore
no exploitation was successfully demonstrated against the target application.

Verification
Review of the execution history confirmedzero tasks were executed. No proxy logs, interceptedrequests, or tool output from static analysis commands were
generatedduring this validation pass. Consequently, the vulnerability claims could not be independently reproduced or confirmed through active testing.

Bl

IEMEE
o [RHIBANGHE : LB/  <base-config cleartextTrafficPermitted="true"> FHAERM <domain-config> 2ZxH, AFAE analytics immigE
cleartextTrafficPermitted="false" . JNR4FEIHIRIRRAILHAERBEXER, BETERERZE 1%,

o BIRAP CASE : NEFHMEMNEMEETRIPR <certificates src="user" /> . WIRAZBMIXNFEERRIECA, BEER  <debug-overrides> FERHIFENE
A& &89 debug MK,

XAIEE

o TIMERMNEBERE : /I TrafficActivity {EFBIZRIN okHttpclient EZEE  cCertificatePinner , ¥ analyticsifmEMEBEM SHA-256 &4 Pin :

CertificatePinner pinner = CertificatePinner.Builder()
.add("analytics.example.com", "sha256/AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=")
.add("analytics.example.com", "sha256/BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB=")
.build();

OkHttpClient client = OkHttpClient.Builder()
.certificatePinner(pinner)
.build();

* EHPayload NEEE % : WIR analytics EFimEUEREIE, 1EFERAAES-GCMMEERE, HMEIHINHMAC-SHA256 %4, MNARIEEIEH nonce SkATEIZLARS
IFER®E,

o EEIRIAINC ¢ EEFIFER  AndroidManifest.xml  HI&E android:debuggable="false" # android:allowBackup="false" o

I8E

o EFRIFAPK, FEIN  res/xml/network_security config.xml HIEFMEERRTEIE cleartextTrafficPermitted="true" , BAR{FTE | <certificates
src="user" /> o

o I3\ TrafficActivity.java 3B  new OkHttpClient.Builder().certificatePinner(...).build() #IR{tEBRIA OkHttpClient o

o ERRFEFEHIRFEHIEE  cipher.getInstance( #H  Mac.getInstance( , FAININESELHIZFEET analytics HRATEF,
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o FRAPZENCAREBESMRE, WIANARE Pin R MIELEZEHMILE  ssLreerunverifiedException o

we WARTFENSRER
3. Tokensl E (S SEFEE R A,
MEBHREE. BRMAPIRARRENR™EGR, aF !
o MEMEH  ERRTENBHRREME, RENARATRERIBRER.
o FREMTH | MBENORRRENEEAIRKATIRESRNRANENE, #MSRERER R,
o ARAMEE  ERLEERT, FAEAURENRRARENTEIRSHSERFRIESINR, BEEXRARBIERLTAL.
o FERE  IRBUHPAREZERIPBERERNELRAT, HEETRZIIRE,
o EERR | REMEESMMRUKREXEEEERAERNE, BRAEREDIHETESEUARRM,
o BENTHE | HENAPIRBEIRERRENA R BT IARAPIRRARITEERANIRE, NMSEEIT .

AR

R #1

Secret Detected: Google OAuth Access Token

File: https://android.googleapis.com:443//auth

DetectedSecret:

R #2

ya29.m

Secret Detected: Generic Username/Password

File: https://github.com:443//satishpatnayak/MyTest/blob/master/AndroGoatInvoice.txt

DetectedSecret:

K #3

Secret Detected: Google Cloud APl Key

Login":"satishpatnayak

File: https://www.googleapis.com:443//experimentsandconfigs/v1/getExperimentsAndConfigs?r=1&c=1

DetectedSecret: AIzaSyAT K5x@al ong7AZgtdm4SX6_FwkKIp w
API Valid Cost Check
Stati X $2/1.000 curl https://maps.googleapis.com/maps/api/staticmap?
aticma
P regs center=45%2C10&zoom=7&size=400x4008&key =AlzaSyAT_K5XOal_ong7AZgtdm4SX6é_FwkKip_w
$71.000 ) -
maps X curl https://maps.googleapis.com/maps/api/js?key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé _FwkKlp_w
regs
Streetvi X $7,1.000 curl https://maps.googleapis.com/maps/api/streetview?
reetview
regs size=400x400&location=40.720032.-73.988354&fov=90&heading=235&pitch=10&key=AlzaSyAT_K5X0Oal_ong7AZgtdm4SXé
Directi X $5/1.000 curl https://maps.googleapis.com/maps/api/directions/json?
irections
regs origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AlzaSyAT_K5X0al_ong7AZgtdm4SX6_FwkKlp_w
$5/1.000 ) ) .
Geocode X curl https://maps.googleapis.com/maps/api/geocode/json?lating=40.30&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkKlp_w
regs
FindPlace X $17/1.000 curl https://maps.googleapis.com/maps/api/place/findplacefromtext/json?
From Text regs input=Museum&inputtype=textquery&fields=formatted_address,name&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkKlp_w
$2.83/1.000 curl https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=
Autocomplete X -
regs (cities)&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkKlp_w
- X $5/1.000 curl https://maps.googleapis.com/maps/api/elevation/json?
evation
reqgs locations=39.7391536,-104.9847034&key=AlzaSyAT_K5X0al_ong7AZgtdm4SX6 _FwkKlp_w
T % $5/1.000 curl https://maps.googleapis.com/maps/api/timezone/json?
mezone
imez reqgs location=39.6034810,-119.6822510&timestamp=1331161200&key =AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkKlp_w
$10/1.000 curl https://roads.googleapis.com/vl/nearestRoads?
Nearest Roads X )
reqgs points=60.170880,24.942795|60.170879,24.942796|60.170877,24.94279 6 &key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkKlg
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https://maps.googleapis.com/maps/api/staticmap?center=45%2C10&zoom=7&size=400x400&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/staticmap?center=45%2C10&zoom=7&size=400x400&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/js?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/streetview?size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/streetview?size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/directions/json?origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/directions/json?origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/geocode/json?latlng=40,30&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/findplacefromtext/json?input=Museum&inputtype=textquery&fields=formatted_address,name&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/findplacefromtext/json?input=Museum&inputtype=textquery&fields=formatted_address,name&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=%28cities%29&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=%28cities%29&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/elevation/json?locations=39.7391536,-104.9847034&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/elevation/json?locations=39.7391536,-104.9847034&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/timezone/json?location=39.6034810,-119.6822510&timestamp=1331161200&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/timezone/json?location=39.6034810,-119.6822510&timestamp=1331161200&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/nearestRoads?points=60.170880,24.942795%7C60.170879,24.942796%7C60.170877,24.942796&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/nearestRoads?points=60.170880,24.942795%7C60.170879,24.942796%7C60.170877,24.942796&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w

API Valid Cost Check

5/1.000
Geolocation X $50 curl https://www.googleapis.com/geolocation/vl/geolocate?key=AlzaSyAT_K5X0Oal_ong7AZgtdm4SX6 _FwkKlp_w
reqgs
Route to X $10/1.000 curl https://roads.googleapis.com/vl/snapToRoads?
Traveled reqgs path=-35.27801,149.12958|-35.28032,149.129 07&interpolate=true&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkKlp_w
bl Detail % $17/1.000 curl https://maps.googleapis.com/maps/api/place/details/json?
ace Details
reqgs place_id=ChlJNIt_tDeuEmsRUsoyG83frY4&fields=name rating&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé _FwkKlp_w
SpeedLimit- X $20/1.000 curl https://roads.googleapis.com/vl/speedLimits?
Roads reqgs path=38.75807927603043,-9.03741754643809&key =AlzaSyAT_K5X0al_ong/AZgtdm4SXé _FwkKlp_w
Nearby . . ‘
Search X $32/1.000 curl https://maps.googleapis.com/maps/api/place/nearbysearch/json?
rch-
Bl reqgs location=-33.8670522 151.1957362&radius=100&types=food&name=harbour&key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé_FwkK
aces
Text Search- % $2.83/1.000 curl https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near
Places reqgs par&key=AlzaSyAT_K5X0al_ong/AZgtdm4SX6 _FwkKlp_w
Playable $10/1.000 ) } )
. X curl https://playablelocations.googleapis.com/v3:samplePlayableLocations?key=AlzaSyAT_K5X0al_ong7AZgtdm4SXé _FwkKlp
Locations reqgs
Google .
Qs % $5/1.000 curl https://www.googleapis.com/customsearch/v1?
ustom
& h reqgs key=AlzaSyAT_K5X0al_ong7AZgtdm4SX6_FwkKlp_w&cx=016017638605632953755:bggehv/mzéy&g=test
earc
Firebase
Cloud X NA curl -i-s-X POST --header "Authorization: key=AlzaSyAT_K5X0al_ong7AZgtdm4SX6 _FwkKlp_w" --header "Content-Type:applica:
u
. 'https://fecm.googleapis.com/fcm/send' -d '{"registration_ids": ["1"T}'
Messaging
KM #4

Secret Detected: Google Cloud APl Key

File: https://ww.googleapis.com:443//experimentsandconfigs/vl/getExperimentsAndConfigs?r=1&c=1

DetectedSecret: AIzaSyAJ AuopgbxIeQNXUJKLW5CluuGX7ujDlo

API| Valid Cost Check
Stati X $2/1.000 curl https://maps.googleapis.com/maps/api/staticmap?
aticma
P regs center=45%2C10&zoom=78&size=400x400&key=AlzaSyAJ_Auopgbxle QNXUJKLWS5CluuGX7ujDlo
$71.000 ) o ’
maps X curl https://maps.googleapis.com/maps/api/js?key=AlzaSyA) _Auopgbxle QNXUJKLW5 CluuGX7ujDlo
regs
Streetvie X $7/1.000 curl https://maps.googleapis.com/maps/api/streetview?
view
reqgs size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AlzaSyAJ_Auopgbxle QNXUJKLW5Clu
o X $5/1.000 curl https://maps.googleapis.com/maps/api/directions/json?
irections
reqgs origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AlzaSyA) _Auopgbxle QNXUJKLW5 CluuGX7ujDlo
$5/1.000 ) ) . ;
Geocode X curl https://maps.googleapis.com/maps/api/geocode/json?lating=40,30&key=AlzaSyA) _ Auopgbxle QNXUJKLW5 CluuGX7ujDlo
reqgs
FindPlace X $17/1.000 curl https://maps.googleapis.com/maps/api/place/findplacefromtext/json?
From Text regs input=Museum&inputtype=textquery&fields=formatted_address,name&key=AlzaSyAJ_Auopgbxle QNXUJKLW5CluuGX7ujDlo

$2.83/1.000 curl https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=

Autocomplete X

reqgs (cities)&key=AlzaSyA) _Auopgbxle QNXUJKLWS CluuGX7ujDlo
Elevation X $5/1.000 curl https://maps.googleapis.com/maps/api/elevation/json?

regs locations=39.7391536,-104.9847034&key=AlzaSyA)_Auopgbxle QNXUJKLWS5 CluuGX7ujDlo
T X $5/1.000 curl https://maps.googleapis.com/maps/api/timezone/json?
imezone

regs location=39.6034810,-119.6822510&timestamp=1331161200&key=AlzaSyA) _Auopgbxle QNXUJKLW5 CluuGX7ujDlo
N +Road X $10/1.000 curl https://roads.googleapis.com/vl/nearestRoads?
earest Roads

reqgs points=60.170880,24.942795|60.170879,24.942796|60.170877,24.94279 6 &key=AlzaSyAJ_Auopgbxle QNXUJKLW5 CluuGX7ujC

. $5/1.000 ) ) i

Geolocation X reqs curl https://www.googleapis.com/geolocation/vl/geolocate?key=AlzaSyAJ _Auopgbxle QNXUJKLWS5 CluuGX7ujDlo
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https://www.googleapis.com/geolocation/v1/geolocate?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/snapToRoads?path=-35.27801,149.12958%7C-35.28032,149.12907&interpolate=true&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/snapToRoads?path=-35.27801,149.12958%7C-35.28032,149.12907&interpolate=true&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/details/json?place_id=ChIJN1t_tDeuEmsRUsoyG83frY4&fields=name,rating&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/details/json?place_id=ChIJN1t_tDeuEmsRUsoyG83frY4&fields=name,rating&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/speedLimits?path=38.75807927603043,-9.03741754643809&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://roads.googleapis.com/v1/speedLimits?path=38.75807927603043,-9.03741754643809&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=-33.8670522,151.1957362&radius=100&types=food&name=harbour&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=-33.8670522,151.1957362&radius=100&types=food&name=harbour&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near%20par&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near%20par&key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://playablelocations.googleapis.com/v3:samplePlayableLocations?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w
https://www.googleapis.com/customsearch/v1?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w&cx=016017638605632953755:bggehv7mz6y&q=test
https://www.googleapis.com/customsearch/v1?key=AIzaSyAT_K5X0a1_ong7AZgtdm4SX6_FwkKIp_w&cx=016017638605632953755:bggehv7mz6y&q=test
https://fcm.googleapis.com/fcm/send
https://maps.googleapis.com/maps/api/staticmap?center=45%2C10&zoom=7&size=400x400&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/staticmap?center=45%2C10&zoom=7&size=400x400&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/js?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/streetview?size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/streetview?size=400x400&location=40.720032,-73.988354&fov=90&heading=235&pitch=10&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/directions/json?origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/directions/json?origin=Disneyland&destination=Universal+Studios+Hollywood4&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/geocode/json?latlng=40,30&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/findplacefromtext/json?input=Museum&inputtype=textquery&fields=formatted_address,name&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/findplacefromtext/json?input=Museum&inputtype=textquery&fields=formatted_address,name&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=%28cities%29&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/autocomplete/json?input=Bingh&types=%28cities%29&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/elevation/json?locations=39.7391536,-104.9847034&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/elevation/json?locations=39.7391536,-104.9847034&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/timezone/json?location=39.6034810,-119.6822510&timestamp=1331161200&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/timezone/json?location=39.6034810,-119.6822510&timestamp=1331161200&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/nearestRoads?points=60.170880,24.942795%7C60.170879,24.942796%7C60.170877,24.942796&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/nearestRoads?points=60.170880,24.942795%7C60.170879,24.942796%7C60.170877,24.942796&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://www.googleapis.com/geolocation/v1/geolocate?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o

API Valid Cost Check

Route to X $10/1.000 curl https://roads.googleapis.com/vl/snapToRoads?
Traveled regs path=-35.27801,149.12958|-35.28032,149.129 07&interpolate=true&key=AlzaSyAJ _ Auopgbxle QNXUJKLW5 CluuGX7ujDlo
Place Details X $17/1.000 curl https://maps.googleapis.com/maps/api/place/details/json?
i
regs place_id=ChlJNIt_tDeuEmsRUsoyG83frY4&fields=name rating&key=AlzaSyA) _Auopgbxle QNXUJKLW5 CluuGX7ujDlo
SpeedLimit- % $20/1.000 curl https://roads.googleapis.com/vl/speedLimits?
Roads reqgs path=38.75807927603043,-9.03741754643809&key=AlzaSyA) _Auopgbxle QNXUJKLW5CluuGX7ujDlo
Nearby . . )
s N % $32/1.000 curl https://maps.googleapis.com/maps/api/place/nearbysearch/json?
earch-
Pl regs location=-33.8670522.151.1957362&radius=100&types=food&name=harbour&key=AlzaSyA) _Auopgbxle QNXUJKLWS5 CluuGX7uj
aces
Text Search- X $2.83/1.000 curl https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near
Places regs par&key=AlzaSyA) _Auopgbxle QNXUJKLW5CluuGX7ujDlo
Playable $10/1.000 ) ) ) '
. X curl https://playablelocations.googleapis.com/v3:samplePlayableLocations?key=AlzaSyA) _Auopgbxle QNXUJKLWS5 CluuGX7ujD1
Locations reqgs
Google .
. X $5/1.000 curl https://www.googleapis.com/customsearch/v1?
u
s h reqgs key=AlzaSyAJ_Auopgbxle QNXUJKLW5 CluuGX7ujDlo&cx=016017638605632953755:bggehv7/mzéy&qg=test
earc
Firebase
Cloud X NA curl -i-s-X POST --header "Authorization: key=AlzaSyAJ _Auopgbxle QNXUJKLW5CluuGX7ujD1o" --header "Content-Type:applicati
ol
Y . 'https://fcm.googleapis.com/fcm/send’ -d '{"registration_ids": ["1"]}'
Messaging
iy

BREIET N ERRANAAS, MBS ReA XN EEETING. FHENNER, BEHPEXEE.

AREEBET R, ZBINHERMARREREHIARSS K1 APl key pinning SUER LT HAIIERI APl APlkey pinning BIfEBINEE B2 & SRR (& A SEEFR R E LA
M, FHATHERSREMERE (B4 Google Maps) B,

WFETRESECREAGAIRNESR, RFENRFAERGIEIEXEETER, HBEIET S MR API REZRS.
E—SRARSN, APIENEETEHIREGIFLEKRRG], HERRIRE AU IEREAER.

* APISecurity BestPractices

* Bestpracticesforsecurely using APl keys

e CWE-200: Data Exposure

o CWE-259:Use of Hard-coded Password

* Whatls AWS Secrets Manager?

e $450k Google Cloud APl Key Compromise

w FHRAEERA

CVSSv3:3.9
M ARIEERRENRN.

FENZ Android RV —IINEE, RFAFPEREISEZEEMNSME BIERILE, BINERT, Android R¥NARITRERD, TUEEHETE /data DEPHIEX
o H1EAndroid &% LB A&EMIEINAY, BackupManagerService RERIFHIESI&E LEERBF M Google Drive I, BISNNBEEE. Wi-FiZBREMILEE, Z
&, XEHBIRATUIRE BIR—i&E&, WAIUERFERRE— Google WP EREIRE BIHMILE,

LU Android #1 Backup Manager Service B9—%e X 454 :

1. B5p&17 | BackupManager Service RIREIE EIR B ME RN AR, BEABR—R. YHERFREN FINREEEBRIMFAFHRESD), THAIMRE
o

2. 182817 . BackupManager Service HITIB2&1D, BMXEMN B LREHRUREAETBENEHIE. XEETFR/NSBEIRFIMREDRE,
3. JIE &7 - BackupManager Service 8IiZHN& B 2ERASE AP IREMBENERHITNE, BERIBEBAFPAATFEHE Google kP EIBIIARFEEH IR EHEIE.
4. [7fFE/E#E T - Backup Manager Service RPN IR E N &1 5 MBHRIEIR. XEMTHRAEMDER, HRERESETIBAAEZR,

5. £ Ih5E : BackupManager Service iRk 2088, ARIFAAFMARIERE IINLENME BT IRENIRSE, WAINENBREHAENRTERE, HEIERE FIN
Bigd,
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https://roads.googleapis.com/v1/snapToRoads?path=-35.27801,149.12958%7C-35.28032,149.12907&interpolate=true&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/snapToRoads?path=-35.27801,149.12958%7C-35.28032,149.12907&interpolate=true&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/details/json?place_id=ChIJN1t_tDeuEmsRUsoyG83frY4&fields=name,rating&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/details/json?place_id=ChIJN1t_tDeuEmsRUsoyG83frY4&fields=name,rating&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/speedLimits?path=38.75807927603043,-9.03741754643809&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://roads.googleapis.com/v1/speedLimits?path=38.75807927603043,-9.03741754643809&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=-33.8670522,151.1957362&radius=100&types=food&name=harbour&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=-33.8670522,151.1957362&radius=100&types=food&name=harbour&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near%20par&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://maps.googleapis.com/maps/api/place/queryautocomplete/json?input=pizza+near%20par&key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://playablelocations.googleapis.com/v3:samplePlayableLocations?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o
https://www.googleapis.com/customsearch/v1?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o&cx=016017638605632953755:bggehv7mz6y&q=test
https://www.googleapis.com/customsearch/v1?key=AIzaSyAJ_AuopqbxIeQNXUJKLW5CluuGX7ujD1o&cx=016017638605632953755:bggehv7mz6y&q=test
https://fcm.googleapis.com/fcm/send
https://developers.google.com/maps/api-security-best-practices
https://support.google.com/googleapi/answer/6310037?hl=en
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/259.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://www.reddit.com/r/googlecloud/comments/1i21otu/450000_charge_from_google_cloud_no_refund/

The ' allowBackup attributeissetto  true

xmlns:android="http://schemas.android.com/apk/res/android" android:theme="@7F0CO005" android:label="@7FOB0O36"

android:icon="@7FOACO00" android:debuggable="true" android:allowBackup="true" android:supportsRtl="true"

android:networkSecurityConfig="@7FOE0000" android:roundIcon 7FOAG002">

=31

ENFERXMAH, F  android:allowBackup  EBHIRENEAHEAEN. RINMEN true, ERBHBENTE, BNENAERTERXNREZEE, TR :

<[> XML

android:allowBackup="true">

NRNASEERHELREMHIRE NBREIR, A&  android:allowBackup B4 false REREMIRRN, WNTFAT :

<> XML

android:allowBackup="

CVSSHEZEF1E

CVSSV3@E : CVSS:3.0/AV:P/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

KiEmE: TR
REERE:
FAARIR:

BRFXE

* Random Musings onthe M Developer Preview: the Ugly (Part Two)

e DRD22.Donotcache sensitive information

we NFREERH

MAEFFEREERRRE, REEAEBIRMXFRENE D, ZRRMNBRERERX RS APIs BiER, BREEYWIINESE,

AR R TR EERTBAX RS, HMARBRIHRBEGEHE R REELEIRNXFRELD IR, RNSEWREEX . B SRESNE XS X
BEUR, WRPMMEREN, FREEEBRERANE. WTEEARIMRAREH—F KT,

DART

import 'package:file/local.dart';

void main() {
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https://commonsware.com/blog/2015/06/04/random-musings-m-developer-preview-bad-part-two.html
https://www.securecoding.cert.org/confluence/display/android/DRD22.+Do+not+cache+sensitive+information

var file = new LocalFileSystem();
var f = file.file("../../passwords.txt");
f.copy("pass.txt");

// HEHLFHETHZMRER :

import 'package:file/file.dart';

import 'package:file/chroot.dart';
import 'package:file/local.dart';

import 'package:path/path.dart' as path;

void main() {
final String root = path.canonicalize("../../..");
final FileSystem newRoot = new ChrootFileSystem(
const LocalFileSystem(),
root,

N SWIFT

import Foundation

func readSensitiveFile(fileURL: URL) -> String? {
let fileManager = FileManager.default
let fileContents = fileManager.contents(atPath: fileURL.path)

return String(data: fileContents!, encoding: .utf8)

func main() {
let userDirectory = FileManager.default.homeDirectoryForCurrentUser
let userInput = "/path/to/user/input.txt"
let fileURL = userDirectory.appendingPathComponent(userInput)

if let contents = readSensitiveFile(fileURL: fileURL) {
print("File contents: \(contents)")

} else {
print("Failed to read file.")

K KOTLIN

import java.io.File

fun readFile(filePath: String): String {
val file = File("/var/www/files/$filePath")
return file.readText()

main() {
println("Enter the file name:")
val fileName = readlLine()

try {
val content = readFile(fileName!!)
println("File content: $content")
} catch (e: Exception) {
println("Error: ${e.message}")

Calltofilesystem access methodusing path frominputmethod. Taint traced from non-reachable component:  owasp.sat.agoat.SQLinjectionActivity foundat
owasp.sat.agoat.SQLinjectionActivity .Fromparameter © tosink android.database.sqlite.SQLiteDatabase

owasp.sat.agoat.SQLinjectionActivity.openOrCreateDatabase(java.lang.String, int, android.database.sqlite.SQLiteDatabase$CursorFactory)  .Tainttrace:

PR « Ostorlab Tihg: 112 /184




owasp.sat.agoat.SQLinjectionActivity.openOrCreateDatabase()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.onClick()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()
owasp.sat.agoat.SQLinjectionActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.SQLinjectionActivity.onCreate()

Method owasp.sat.agoat.SQLinjectionActivity$onCreate$i.onClick()

public final void onClick(android.view.View p9)
{
String vO_1 = new StringBuilder();
vO_1.append(SELECT * FROM users WHERE username=');
String vl _6 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 6, username);
vO_1.append(vl_6.getText().toString());
vo_1.append(');
String v0_2 = vO_1.toString();
try {
owasp.sat.agoat.SQLinjectionActivity.access$setMDB$p(this.this$0, this.this$0.openOrCreateDatabase(aGoat, 0, 0));
android.database.Cursor v3_2 = owasp.sat.agoat.SQLinjectionActivity.access$getMDB$p(this.this$0);
} catch (boolean v2_13) {
android.database.Cursor v3_5 = new StringBuilder();
v3_5.append(Error occurred when inserting data into database: );
v3_5.append(v2_13.getMessage());
android.util.Log.d(Error, v3_5.toString());
android.database.Cursor v3_8 = this.this$0.getApplicationContext();
StringBuilder v4_10 = new StringBuilder();
v4_10.append(Data not saved: Error occured - );
v4_10.append(v2_13.getMessage());
android.widget.Toast.makeText(v3_8, ((CharSequence) v4_10.toString()), 1).show();
android.util.Log.v(Query, vO_2);

return;

if (v3_2 == null) {
kotlin.jvm.internal.Intrinsics.throwNpe();
}
android.database.Cursor v3_3 = v3_2.rawQuery(v0_2, 0);
StringBuilder v4_5 = new StringBuilder();
if (v3_3 == null) {
String v5_13 = new StringBuilder();
v5_13.append(User: ();
android.widget.EditText v6_2 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v6_2, username);
v5_13.append(v6_2.getText().toString());
v5_13.append() not found);
v4_5.append(v5_13.toString());
} else {
if (v3_3.getCount() > 0) {
v3_3.moveToFirst();
do {
boolean v2_5 = new StringBuilder();
v2_5.append(Username: ();
v2_5.append(v3_3.getString(1));
v2_5.append() password: ();
v2_5.append(v3_3.getString(2));
v2_5.append()

v4_5.append(v2_5.toString());
} while(v3_3.moveToNext());

} else {

}
}
android.widget.Toast.makeText(((android.content.Context) this.this$0), ((CharSequence) v4_5.toString()), 1).show();
android.util.Log.e(Error:, v4_5.toString());
android.util.Log.v(Query, vO_2);

return;

Method owasp.sat.agoat.SQLinjectionActivity.onCreate()
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protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));
return;

Method owasp.sat.agoat.SQLinjectionActivity$onCreate$l.<init>()

SQLinjectionActivity$onCreate$l(owasp.sat.agoat.SQLinjectionActivity p1, android.widget.EditText p2)
{

this.this$0 = p1;

this.$username = p2;

return;

Method ' owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$0nClickListener) new

owasp.sat.agoat.SQLinjectionActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)))));
return;

Method = android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
vO.installViewFactory();
vO.onCreate(p5);
if ((ve.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);

return;

Method ' owasp.sat.agoat.SQLinjectionActivity.onCreate()

protected void onCreate(android.os.Bundle p4)
{
super.onCreate(p4);
this.setContentView(2131296306);
((android.widget.Button) this.findViewById(2131165207)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.SQLinjectionActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)))));
return;

R #2
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Calltofilesystem access methodusing path frominputmethod. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageSDCardActivity

foundat owasp.sat.agoat.InsecureStorageSDCardActivity .Fromparameter © tosink void java.io.Filewriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.write()

owasp. .agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp. .agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp. .agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp. .agoat.InsecureStorageSDCardActivity.onCreate()

owasp. .agoat.InsecureStorageSDCardActivity$onCreate$l.<init>()
owasp. .agoat.InsecureStorageSDCardActivity.onCreate()

owasp. .agoat.InsecureStorageSDCardActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();

kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());

java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {

vO_3.printStackTrace();

}

return;

Method owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(
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java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1i_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
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java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vi_4.getText().toString());

vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.<init>()

InsecureStorageSDCardActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSDCardActivity pl, android.widget.EditText p2
android.widget.EditText p3)
{
this.this$0 = p1;
this.$username = p2;
this.$password = p3;
return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findviewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method = owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)

{

PR « Ostorlab

TIRB: 117/ 184




super.onCreate(p5);

this.setContentView(2131296296);

((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findVviewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RIM#3

Calltofilesystem access methodusing path frominputmethod. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageTempActivity

foundat owasp.sat.agoat.InsecureStorageTempActivity .Fromparameter © tosink void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
java.io.FileWriter.write()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageTempActivity.onCreate()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.<init>()
owasp. .agoat.InsecureStorageTempActivity.onCreate()

owasp. .agoat.InsecureStorageTempActivity.onCreate()

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$i.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1l.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4 . append(

v3_1.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {
android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
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kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1l.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4 . append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception ve_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1)
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4.append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();

}

return;

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1l.write(v4_1.toString());
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CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4.append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception ve_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296300);
((android.widget.Button) this.findViewById(2131165210)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

hod owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.<init>()

InsecureStorageTempActivity$onCreate$l(owasp.sat.agoat.InsecureStorageTempActivity p1, android.widget.EditText p2, android.widget.EditText
p3)

this.this$0 = p1;
this.$username = p2;
this.$password = p3;

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296300);

((android.widget.Button) this.findViewById(2131165210)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296300);

((android.widget.Button) this.findvViewById(2131165210)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;
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K #4

Calltofilesystem access methodusing path frominputmethod. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageSQLiteActivity
foundat owasp.sat.agoat.InsecureStorageSQLiteActivity .Fromparameter © tosink @ android.database.sqlite.SQLiteDatabase
owasp.sat.agoat.InsecureStorageSQLiteActivity.openOrCreateDatabase(java.lang.String, int, android.database.sqlite.SQLiteDatabase$CursorFactory) .Taint

trace:

owasp.sat.agoat.InsecureStorageSQLiteActivity.openOrCreateDatabase()
owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

Method = owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = v0O_6;

} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vil_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

v0O_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method ' android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
v0.installViewFactory();
v0.onCreate(p5);
if ((ve.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);
return;

hod ' owasp.sat.agoat.InsecureStorageSQLiteActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
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super.onCreate(p5);
try {

android.widget.Button v0_6 = this.openOrCreateDatabase(aGoat, 0, 0);

this.mDB = vO_6;
} catch (android.widget.Button v0_0) {

android.widget.EditText vi_1 = new StringBuilder();

vl_1.append(Error occurred while creating database: );

vl_1.append(vO_0.getMessage());

android.util.Log.e(Error:, vi_1.toString());

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

}

if (vO_6 == null) {

kotlin.jvm.internal.Intrinsics.throwNpe();

}

vO_6.execSQL(CREATE TABLE IF NOT EXISTS users (ID INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT, username VARCHAR, password VARCHAR));

this.setContentView(2131296299);

((android.widget.Button) this.findViewById(2131165206)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSQLiteActivity$onCreate$i(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

il
HERISHEERERN.

DART

import 'package:file/local.dart';
import 'dart:io';

void main() {
var fileSystem = LocalFileSystem();
var currentDirectory = Directory.current.path;
print(currentDirectory);
var inputFile = File('$currentDirectory/../../passwords
var outputFile = File('S$currentDirectory/pass.txt');

if (!iswithinDirectory(inputFile, currentDirectory) ||
liswithinDirectory(outputFile, currentDirectory)) {
print("Invalid file path");
return;

inputFile.copy(outputFile.path)
.then((_) => print("File copied successfully"))
.catchError((error) => print("Error: $error"));

bool isWithinDirectory(FileSystemEntity file, String directoryPath) {
var fileDirectory = Directory(file.parent.path);
var specifiedDirectory = Directory(directoryPath);
return fileDirectory.path == specifiedDirectory.path ||
fileDirectory.path.startsWith('${specifiedDirectory.path}${Platform.pathSeparator}');

N SWIFT

import Foundation

func readSensitiveFile(fileURL: URL) -> String? {
let fileManager = FileManager.default

// 1E fileURL BEMTFAFHERA

if fileURL.pathComponents.contains("path") && fileURL.pathComponents.contains("to") && fileURL.pathComponents.contains("user") {
let fileContents = fileManager.contents(atPath: fileURL.path)
return String(data: fileContents!, encoding: .utf8)
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return nil

func main() {
let userDirectory = FileManager.default.homeDirectoryForCurrentUser
let userInput = "/path/to/user/input.txt"
let fileURL = userDirectory.appendingPathComponent(userInput)

if let contents = readSensitiveFile(fileURL: fileURL) {
print("File contents: \(contents)")

} else {
print("Failed to read file.")

import java.io.File

fun readFile(filePath: String): String {
val sanitizedFilePath = filePath.replace("..", "").replace("/", "")
val file = File("/var/www/files/$sanitizedFilePath")
return file.readText()

main() {
println("Enter the file name:")
val fileName = readLine()

try {
val content = fileName?.let { readFile(it) }

println("File content: $content")
} catch (e: Exception) {
println("Error: ${e.message}")

EABIEE | RAGRMAEALNREMIMIRE. ERENEREN, YARFREIEEXHNERNBIMUE, HEEMKRN.

DART

import 'dart:io';
import 'package:path/path.dart' as path;

void main() {
final absolutePath = '/path/to/file.txt';
var file = File(absolutePath);

// print('File name: ${path.basename(dir.file.path)}');
print('File name: ${path.basename(file.path)}');

3 SWIFT

import Foundation

func main() {
let absolutePath = "/path/to/file.txt"
let fileManager = FileManager.default

if fileManager.fileExists(atPath: absolutePath) {
/7 XHRITIRME
print("File exists at \(absolutePath)")

} else {
print("File not found at \(absolutePath)")
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K KOTLIN

import java.io.File

fun main() {
val absolutePath = "/path/to/file.txt"
val file = File(absolutePath)

if (file.exists()) {
1/ XRITIRME
println("File exists at $absolutePath")
} else {
println("File not found at $absolutePath")

mproper Limitation of a Pathname to a Restricted Directory.

#e WABIERRFME
MBSEENRES, SR AT RS ER AR,

BRI ATNT L2 FERARE MR RE | IREIE WARRRE. PAGRRAMIELE RKEBTRENLFIEMUE, NMAEKIEE ENHMNAENES
YRR R BB B B RS 8,

FREFEIMNREENABRLBAEMIBETALEN, WARREENANLBASMEMHEEXFSEENBRT, BTEREE I EIMEREE X H EREAY

1=
Eo

K KOTLIN

import android.os.Bundle

import android.os.Environment

import android.widget.Button

import android.widget.Toast

import androidx.appcompat.app.AppCompatActivity
import java.io.File

import java.io.FileOutputStream

import java.io.IOException

import java.io.OutputStreamwWriter

class MainActivity : AppCompatActivity() {

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity_main)

val loginButton: Button = findViewById(R.id.login_button)
loginButton.setOnClickListener {

// Dummy authentication process

val token = authenticate('"username", "password") // authentication logic

// Store token in public storage
storeTokenInPublicStorage(token)

private fun storeTokenInPublicStorage(token: String) {

val filePath = "/sdcard/insecure_app/jwt_config.txt"

val file = File(filePath)
{
val outputStreamwWriter = OutputStreamWriter (FileOutputStream(file))
outputStreamwriter.write(token)
outputStreamwWriter.close()

} catch (e: IOException) {
e.printStackTrace()
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}
}
N SWIFT
import UIKit

class ViewController: UIViewController {

override func viewDidLoad() {
super.viewDidLoad ()
// Do any additional setup after loading the view.

let loginButton = UIButton(type: .system)

loginButton.setTitle("Login", for: .normal)

loginButton.addTarget(self, action: #selector(loginButtonTapped), for: .touchUpInside)
view.addSubview(loginButton)

loginButton.translatesAutoresizingMaskIntoConstraints = false
loginButton.centerXAnchor.constraint(equalTo: view.centerXAnchor).isActive
loginButton.centerYAnchor.constraint(equalTo: view.centerYAnchor).isActive

@objc func loginButtonTapped() {
// Dummy authentication process
let token = authenticate(username: "username", password: "password")

// Store token in public storage
storeTokenInPublicStorage(token: token)

private func storeTokenInPublicStorage(token: String) {
let filePath = "/var/mobile/Media/insecure_app/jwt_config.txt"
let fileURL = URL(fileURLWithPath: filePath)

do {
try token.write(to: fileURL, atomically: true, encoding: .utf8)
print("Token stored successfully.")

} catch {
print("Failed to write token: \(error)")

<> FLUTTER

import 'dart:io';

import 'package:flutter/material.dart';

void main() {
runApp(MyApp());

class MyApp extends Statelesswidget {
@override
widget build(BuildContext context) {
return MaterialApp(
home: MyHomePage(),

class MyHomePage extends StatelessWidget {
@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Flutter Insecure Storage'),
)
body: Center(
child: ElevatedButton(
onPressed: () {
// Dummy authentication process
String token = authenticate("username", "password");

// Store token in public storage
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storeTokenInPublicStorage(token);

}
child: Text('Login'),

void storeTokenInPublicStorage(String token) {
final directory = Directory('/sdcard/insecure_app/"');
directory.createSync(recursive: true);
final file = File('${directory.path}/jwt_config.txt');
try {
file.writeAsStringSync(token);
print('Token stored successfully.');
} catch (e) {
print('Failed to write token: $e');

Calltofilesystem access methodusing path from external storage (e.i ' getexternalstorage() )Tainttracedfromnon-reachable component:
owasp.sat.agoat.InsecureStorageSDCardAct ty foundat owasp.sat.agoat.InsecureStoragesbCardActivity .Fromsource @ java.io.File

android.os.Environment.getExternalStorageDirectory() tosink void java.io.File.<init>(java.lang.String) .Tainttrace:

java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vi_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;
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Method owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)

{

try {

Username -

java.io.IOException vO_1 = new StringBuilder();

vO_1.append( This data is stored in SdCard on );

vO_1.append(new java.util.Date());

vO_1.append(:

)i

java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();

} catch (java.io.IOException vO_3) {

}

vO_3.printStackTrace();

return;

thod owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)

{

try {

Username -
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java.io.IOException v0_1 = new StringBuilder();

vO_1.append( This data is stored in SdCard on );

vO_1.append(new java.util.Date());

vO_1.append(:

)i

java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vi_0, username);
vO_1.append(v1i_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();
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android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$i(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

RIL#2

Calltofilesystem access methodusing pathfrom externalstorage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:

owasp.sat.agoat.InsecureStorageSbCardActivity$onCreate$l foundat owasp.sat.agoat.InsecureStorageSbCardActivity .Fromsource

android.os.Environment.getExternalStorageDirectory() tosink ' void java.io.File.<init>(java.lang.String) .Tainttrace:

java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.File.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;
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Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)

{

try {

Username -

java.io.IOException vO_1 = new StringBuilder();

vO_1.append( This data is stored in SdCard on );

vO_1.append(new java.util.Date());

vO_1.append(:

)i

java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();

} catch (java.io.IOException vO_3) {

}

vO_3.printStackTrace();

return;

thod owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)

{

try {

Username -
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java.io.IOException v0_1 = new StringBuilder();

vO_1.append( This data is stored in SdCard on );

vO_1.append(new java.util.Date());

vO_1.append(:

)i

java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vi_0, username);
vO_1.append(v1i_0.getText().toString());

vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();
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android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

R #3

Calltofilesystem access methodusing path from external storage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:
owasp.sat.agoat.InsecureStoragesbCardActivity foundat owasp.sat.agoat.InsecureStoragesbCardActivity .Fromsource @ java.io.File

android.os.Environment.getExternalStorageDirectory() tosink void java.io.File.<init>(java.lang.String) .Tainttrace:

at java.io.File.<init>()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

at owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
v0O_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());

PR « Ostorlab

BIF8: 130/ 184




vO_1.append( Password -);

java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());

vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

R #4

Calltofilesystem access methodusing pathfrom externalstorage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1 foundat owasp.sat.agoat.InsecureStorageSDCardActivity .Fromsource java.io.File

android.os.Environment.getExternalStorageDirectory() tosink void java.io.File.<init>(java.lang.String) .Tainttrace:

at java.io.File.<init>()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
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java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

KIL#5

Calltofilesystem access methodusing path from externalstorage (e.i ' getexternalstorage() )Tainttracedfromnon-reachable component:
owasp.sat.agoat.InsecureStoragesSbCardActivity foundat ' owasp.sat.agoat.InsecureStorageSDCardActivity .Fromsource @ java.io.File

android.os.Environment.getExternalStorageDirectory() tosink void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()
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public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vi_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;
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Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

thod owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296296);

((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findvViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

R #6

Calltofilesystem access methodusing path from externalstorage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:
owasp.sat.agoat . InsecureStorageSDCardActivity$onCreate$l foundat owasp.sat.agoat.InsecureStorageSDCardActivity .Fromsource java.io.File

android.os.Environment.getExternalStorageDirectory() tosink void java.io.FileWwriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

PR « Ostorlab TihS: 134 /184




public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vi_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_ 4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;
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Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

R #7

Calltofilesystem access methodusing path from externalstorage (e.i ' getexternalstorage() )Tainttracedfromnon-reachable component:
owasp.sat.agoat.InsecureStorageSDCardAct ty foundat owasp.sat.agoat.InsecureStoragesSbCardActivity .Fromsource @ java.io.File

android.os.Environment.getExternalStorageDirectory() tosink ' void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

at java.io.FileWriter.<init>()

at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1i_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(
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java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method = owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

ethod ' owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;
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RIM#8

Calltofilesystem access methodusing path from external storage (e.i = getexternalstorage() )Tainttracedfromnon-reachable component:
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l foundat owasp.sat.agoat.InsecureStorageSDCardActivity .Fromsource java.io.File

android.os.Environment.getExternalStorageDirectory() tosink void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

at java.io.FileWriter.<init>()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

hod owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(
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java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl _10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(vi_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

=31

FARLEMR | REFHEREE QUAESRIER) . BEATERENT2EMEIE, FI0i0S B Keychain AR Android BI/N%Z SharedPreferences,

BIRINE @ EARINBE AN FHSHREUBHTNE, RIFFETHFIRE LR,

BRBEROBRER [ E7RAFS. BRHESHREHRESERERDEINEF, BIRA LR 2FHENE.

BT E AR AR | BIRSIEIREXHIR, MR SRS A B R, B0, 7EAndroid, B FEIRzEE5RfEA  MODE_WORLD_READABLE = Y
MODE_WORLD_WRITEABLE , FEIAXLRHRMEAAEMAHFKR TZHIRRRE AR, REXHIREY, HEEER/IMUREN, (3% N AP EEIERER,

o HARIE ! NAHTFEMEMBEIEN, SUEHITRIEMBE,

K KOTLIN

import android.content.Context

import android.os.Bundle

import android.widget.Button

import android.widget.Toast

import androidx.appcompat.app.AppCompatActivity

import androidx.security.crypto.EncryptedSharedPreferences
import androidx.security.crypto.MasterKeys

import java.io.IOException

class MainActivity : AppCompatActivity() {
private lateinit var encryptedSharedPreferences: SharedPreferences

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity_main)

// #RIEINE SharedPreferences
initializeEncryptedSharedPreferences()

val loginButton: Button = findviewById(R.id.login_button)
loginButton.setOnClickListener {

// EREHIIETRE

val token = authenticate("username", "password") // BHISIEZiE

// BHELLEHEIME SharedPreferences &
storeTokenInSharedPreferences(token)

private fun initializeEncryptedSharedPreferences() {
try {
val masterKeyAlias = MasterKeys.getOrCreate(MasterKeys.AES256_GCM_SPEC)
encryptedSharedPreferences = EncryptedSharedPreferences.create(
"secure_preferences",
masterKeyAlias
applicationContext,
EncryptedSharedPreferences.PrefKeyEncryptionScheme.AES256_SIV,
EncryptedSharedPreferences.PrefValueEncryptionScheme.AES256_GCM
)
} catch (e: IOException) {
e.printStackTrace()
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private fun storeTokenInSharedPreferences(token: String) {
encryptedSharedPreferences.edit().putString("jwt_token", token).apply()
Toast.makeText(this, "Token stored securely.", Toast.LENGTH_SHORT).show()

3 SWIFT

import UIKit
import Security

class ViewController: UIViewController {

override func viewDidLoad() {
super .viewDidLoad()
// EREMBSTREHITHEMIEE,

let loginButton = UIButton(type: .system)

loginButton.setTitle("Login", for: .normal)

loginButton.addTarget(self, action: #selector(loginButtonTapped), for: .touchUpInside)
view.addSubview(loginButton)

loginButton.translatesAutoresizingMaskIntoConstraints = false
loginButton.centerXAnchor.constraint(equalTo: view.centerXAnchor).isActive =
loginButton.centerYAnchor.constraint(equalTo: view.centerYAnchor).isActive

@objc func loginButtonTapped() {
// BRSHEIERE
let token = authenticate(username: "username", password: "password")

// FHMRLFMEER Keychain H
storeTokenInKeychain(token: token)

private func storeTokenInKeychain(token: String) {
let keychainQuery: [String: Any] = [
kSecClass as String: kSecClassGenericPassword,
kSecAttrAccount as String: "jwtToken",
kSecvalueData as String: token.data(using: .utf8)!,
kSecAttrAccessible as String: kSecAttrAccessibleWhenUnlockedThisDeviceOnly

let status = SecItemAdd(keychainQuery as CFDictionary, nil)
if status == errSecSuccess {

print("Token stored securely in Keychain.")
} else {

print("Failed to store token in Keychain: \(status)")

<> FLUTTER

import 'package:flutter/material.dart';

import 'package:flutter_secure_storage/flutter_secure_storage.dart';

void main() {
runApp(MyApp()) ;

class MyApp extends StatelesswWidget {
@override
widget build(BuildContext context) {
return MaterialApp(
home: MyHomePage(),

class MyHomePage extends StatelessWidget {
final storage = FlutterSecureStorage();

@override
Widget build(BuildContext context) {
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return Scaffold(
appBar: AppBar (
title: Text('Flutter Secure Storage Example'),

)
body: Center (
child: ElevatedButton(
onPressed: () async {
// BESHIIERE
String token = await authenticate("username", "password");

// FEERLTFE
await storeTokenInSecureStorage(token);

}
child: Text('Login'),

Future<void> storeTokenInSecureStorage(String token) async {
await storage.write(key: 'jwtToken', value: token);
print('Token stored securely.');

BERR

o CWE-359: Exposure of Private Information ("Privacy Violation")

* OWASP Mobile Top10

e CWE-200:Information Exposure

ae SRRECR
1EPRRY Sink 75 7ERETERI A P RIS E R RIERY Source 5 7A M.
Source 75 AS A P A RS AT A Sink i,
Source IERRIEEIEMA ,, FIRERBARRERF. SinkigfElriE, BERHEREIHN, ErFAELERE,
RERZE, GIALEA. EHEEATRE | AR EIREIE A,

W%t Source  Sink #4173
RAREE
b2 F

User controlled parameteris used call a sink method. Taint traced from non-reachable component:  owasp.sat.agoat.AccessControlIssuelActivity foundat
owasp.sat.agoat.AccessControlIssuelActivity .Fromparameter © tosink android.content.SharedPreferences

owasp.sat.agoat.AccessControlIssuelActivity.getSharedPreferences(java.lang.String, int) | .Tainttrace:

owasp. .agoat.AccessControlIssuelActivity.getSharedPreferences()
owasp. .agoat.AccessControlIssuelActivity.createPIN()

owasp. .agoat.AccessControlIssuelActivity$onCreate$l.onClick()
owasp. .agoat.AccessControlIssuelActivity.onCreate()
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.<init>()
owasp.sat.agoat.AccessControlIssuelActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

Method owasp.sat.agoat.AccessControlIssuelActivity.createPIN()

createPIN(String p5)

kotlin.jvm.internal.Intrinsics.checkParameterIsNotNull(p5, pinvalue);
android.content.SharedPreferences$Editor vi_1 = .getSharedPreferences(pinDetails, 0).edit();

vl_1.putBoolean(pinSet, 1);
vl_1.putString(pin, .hashPIN(p5));
vl_1.commit();
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https://cwe.mitre.org/data/definitions/359.html
https://owasp.org/www-project-mobile-top-10/2023-risks/m9-insecure-data-storage
https://cwe.mitre.org/data/definitions/200.html

Method ' owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.onClick()

public final void onClick(android.view.View p5)
{
android.widget.EditText v0_2 = ((android.widget.EditText) this.this$0.findViewById(2131165335));
android.widget.Toast v1_ 9 = this.this$0;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(ve_2, pinValue);
if (!'vl_9.createPIN(vO_2.getText().toString())) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN not created), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) PIN created. Please Login), 1).show();
this.this$0.verifyPINView();
}

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l(this)));
} else {
this.verifyPINView();
}

return;

Method owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l.<init>()

AccessControlIssuelActivity$onCreate$l(owasp.sat.agoat.AccessControlIssuelActivity pi)
{
this.this$e = p1;

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findViewById(2131165334)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$l(this)));
} else {
this.verifyPINView();
}

return;

Method ' android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((ve.applyDayNight()) && (this.mThemeId != 0)) {
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if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeld);

} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);

return;

Method ' owasp.sat.agoat.AccessControlIssuelActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
if (!this.verifyIfPinSet()) {
this.setContentView(2131296284);
((android.widget.Button) this.findviewById(2131165334)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControlIssuelActivity$onCreate$1(this)));
} else {
this.verifyPINView();
}

return;

R #2

User controlled parameteris used calla sink method. Tainttraced from reachable component: = owasp.sat.agoat.AccessControlivViewActivity foundat

owasp.sat.agoat.AccessControllViewActivity .Fromparameter @ tosink void owasp.sat.agoat.AccessControllViewActivity.startService() .Tainttrace:

owasp.sat.agoat.AccessControllViewActivity.startService()
owasp.sat.agoat.AccessControlilViewActivity$onCreate$l.onClick()
owasp.sat.agoat.AccessControliViewActivity.onCreate()
owasp.sat.agoat.AccessControliviewActivity$onCreate$l.<init>()
owasp.sat.agoat.AccessControliViewActivity.onCreate()
android.support.v4.app.BaseFragmentActivityApil6.onCreate()
android.support.v4.app.FragmentActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.AccessControlilViewActivity.onCreate()

Method ' owasp.sat.agoat.AccessControlivViewActivity.startService()

public final void startService()

{
this.startService(new android.content.Intent(((android.content.Context) this), owasp.sat.agoat.DownloadInvoiceService));

return;

thod owasp.sat.agoat.AccessControlivViewActivity$onCreate$l.onClick()

public final void onClick(android.view.View p2)

{
this.this$0.startService();

return;

Method ' owasp.sat.agoat.AccessControliViewActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
this.setContentView(2131296283);

PR « Ostorlab TihS: 143 /184




((android.widget.Button) this.findViewById(2131165257)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.AccessControllVviewActivity$onCreate$1(this)));

return;

Method owasp.sat.agoat.AccessControliviewActivity$onCreate$l.<init>()

AccessControllViewActivity$onCreate$l(owasp.sat.agoat.AccessControliviewActivity p1)
{
this.this$0 = p1;

return;

Method owasp.sat.agoat.AccessControllViewActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
this.setContentView(2131296283);
((android.widget.Button) this.findvViewById(2131165257)).setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.AccessControliViewActivity$onCreate$l(this)));

return;

Method android.support.v4.app.FragmentActivity.onCreate()

protected void onCreate(android.os.Bundle p9)
{
int[] v1_0 = 0Q;
this.mFragments.attachHost(0);
super.onCreate(p9);
android.support.v4.app.FragmentActivity$NonConfigurationInstances vO_2 =
((android.support.v4.app.FragmentActivity$NonConfigurationInstances) this.getLastNonConfigurationInstance());
if (ve_2 != null) {
this.mFragments.restoreLoaderNonConfig(v0_2.loaders);
}
if (p9 != null) {
android.os.Parcelable vtmp2 = p9.getParcelable(android:support:fragments);
if (ve_2 !'= null) {
vl 0 = vO_2.fragments;
}
this.mFragments.restoreAllState(vtmp2, v1_0);
if (p9.containsKey(android:support:next_request_index)) {
this.mNextCandidateRequestIndex = p9.getInt(android:support:next_request_index);
int[] vl_4 = p9.getIntArray(android:support:request_indicies);
String[] v3_4 = p9.getStringArray(android:support:request_fragment_who);
if ((vi_4 !'= null) & ((v3_4 != null) & (vi1_4.length == v3_4.length))) {
this.mPendingFragmentActivityResults = new android.support.v4.util.SparseArrayCompat(vl_4.length);
int v4_3 = 0,
while (v4_3 < vi1_4.length) {
this.mPendingFragmentActivityResults.put(vi_4[v4_3], v3_4[v4_3]);
V4_3++;
}
} else {
android.util.Log.w(FragmentActivity, Invalid requestCode mapping in savedInstanceState.);

}

if (this.mPendingFragmentActivityResults == null) {
this.mPendingFragmentActivityResults = new android.support.v4.util.SparseArrayCompat();
this.mNextCandidateRequestIndex = 0;

}

this.mFragments.dispatchCreate();

return;
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thod android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate vO = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((v@.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);

return;

Method ' owasp.sat.agoat.AccessControliviewActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
this.setContentView(2131296283);
((android.widget.Button) this.findViewById(2131165257)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.AccessControllViewActivity$onCreate$1(this)));

return;

R #3

Input source isusedto call sink method Tainttraced from non-reachable component: ' owasp.sat.agoat . InsecureStoragesbDCardActivity$onCreate$l foundat

owasp.sat.agoat.InsecureStoragesbDCardActivity .Fromsource java.io.File android.os.Environment.getExternalStorageDirectory()

java.io.Filewriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_0, username);
vO_1.append(v1l_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);
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System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {

vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v0_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
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kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());

java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

R #4

User controlled parameterisusedcalla sink method. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageSDCardActivity foundat

owasp.sat.agoat . InsecureStorageSDCardActivity .Fromparameter @ tosink void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
java.io.FileWriter.write()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.<init>()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()
owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
v0O_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;
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Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1i_0.getText().toString());
vO_1.append( Password -);
java.io.File vl _4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());

java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
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return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
vl_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

thod owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.<init>()

InsecureStorageSDCardActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSDCardActivity pl, android.widget.EditText p2
android.widget.EditText p3)
{
this.this$e = p1;
this.$username = p2;
this.$password = p3;

return;
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thod owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

thod owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296296);
((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

R #5

Inputsource isusedto call sink method Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageSDCardAct y foundat
owasp.sat.agoat.InsecureStoragesSbCardActivity .Fromsource java.io.File android.os.Environment.getExternalStorageDirectory() tosink | void

java.io.FileWriter.<init>(java.io.File) .Tainttrac

at java.io.FileWriter.<init>()

at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1i_10);

System.out.println(v2_4.toString());

vl_10.setReadable(1);

vl_10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();
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android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException v@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_4, password);
vO_1.append(vi_4.getText().toString());
vO_1.append(

java.io.IOException vO@_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1i_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {
vO_3.printStackTrace();
}

return;

thod owasp.sat.agoat.InsecureStorageSDCardActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296296);

((android.widget.Button) this.findViewById(2131165201)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

R #6

Input source isusedto call sink method Tainttraced from non-reachable component: = owasp.sat.agoat . InsecureStorageSbCardAc y$onCreate$l foundat
owasp.sat.agoat.InsecureStoragesbCardActivity .Fromsource java.io.File android.os.Environment.getExternalStorageDirectory() tosink | void

java.io.FileWriter.<init>(java.io.File) .Tainttrac

at java.io.FileWriter.<init>()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
at owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$l.onClick()
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Method ' owasp.sat.agoat.InsecureStorageSDCardActivity$onCreate$1.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1l_ 0, username);
vO_1.append(vl_0.getText().toString());
vO_1.append( Password -);
java.io.File v1_4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(vl_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException vO_2 = vO_1.toString();
android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());
java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));
android.widget.Toast v2_4 = new StringBuilder();
v2_4.append(userinfo );
v2_4.append(v1_10);
System.out.println(v2_4.toString());
v1l_10.setReadable(1);
vl_10.setWritable(1);
java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);
v3_5.write(v0_2);
v3_5.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException v0_3) {
vO_3.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStoragesbDCardActivity$onCreate$l.onClick()

public final void onClick(android.view.View p7)
{
try {
java.io.IOException vO@_1 = new StringBuilder();
vO_1.append( This data is stored in SdCard on );
vO_1.append(new java.util.Date());
vO_1.append(:
Username - );
java.io.File v1_0 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 0, username);
vO_1.append(v1i_0.getText().toString());
vO_1.append( Password -);
java.io.File vl _4 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v1_4, password);
vO_1.append(vl_4.getText().toString());
vO_1.append(

java.io.IOException v0_2 = vO_1.toString();

android.content.Context v4_0 = android.os.Environment.getExternalStorageDirectory();

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_0, Environment.getExternalStorageDirectory());

java.io.File v1_10 = java.io.File.createTempFile(users, tmp, new java.io.File(v4_0.getAbsolutePath()));

android.widget.Toast v2_4 = new StringBuilder();

v2_4.append(userinfo );

v2_4.append(v1_10);

System.out.println(v2_4.toString());

v1l_10.setReadable(1);

vl _10.setWritable(1);

java.io.FileWriter v3_5 = new java.io.FileWriter(v1_10);

v3_5.write(v0_2);

v3_5.close();

android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (java.io.IOException vO_3) {

vO_3.printStackTrace();
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return;

R #7

User controlled parameterisusedcalla sink method. Taint traced from non-reachable component:  owasp.sat.agoat.InsecureStorageTempActivity foundat

owasp.sat.agoat.InsecureStorageTempActivity .Fromparameter © tosink void java.io.FileWriter.<init>(java.io.File) .Tainttrace:

java.io.FileWriter.<init>()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
java.io.FileWriter.write()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

owasp. .agoat.InsecureStorageTempActivity$onCreate$l.<init>()
owasp. .agoat.InsecureStorageTempActivity.onCreate()

owasp. .agoat.InsecureStorageTempActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1)
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4.append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1)
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(
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v3_1.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4.append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
try {
android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.S$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_5, password);
v4_4.append(v5_5.getText().toString());

v4_4 . append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception vO_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method owasp.sat.agoat.InsecureStorageTempActivity$onCreate$i.onClick()

public final void onClick(android.view.View p8)
{
try {

android.content.Context v2_0 = java.io.File.createTempFile(users, tmp, new java.io.File(this.this$0.getApplicationInfo().dataDir));
v2_0.setReadable(1);
v2_0.setWritable(1);
CharSequence v3_1 = new java.io.FileWriter(v2_0);
CharSequence v4_1 = new StringBuilder();
v4_1.append(username is );
String v5_1 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v5_1, username);
v4_1.append(v5_1.getText().toString());
v4_1.append(

v3_1l.write(v4_1.toString());

CharSequence v4_4 = new StringBuilder();

v4_4.append(password is );

String v5_5 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v5_5, password);
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v4_4.append(v5_5.getText().toString());
v4_4.append(

v3_1l.write(v4_4.toString());
v3_1.close();
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
} catch (Exception v0_5) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
vO_5.printStackTrace();
}

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296300);
((android.widget.Button) this.findViewById(2131165210)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l.<init>()

InsecureStorageTempActivity$onCreate$l(owasp.sat.agoat.InsecureStorageTempActivity p1, android.widget.EditText p2, android.widget.EditText
p3)

this.this$0 = p1;
this.$username = p2;
this.$password = p3;
return;

Method owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296300);

((android.widget.Button) this.findvViewById(2131165210)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$l(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method ' owasp.sat.agoat.InsecureStorageTempActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296300);
((android.widget.Button) this.findViewById(2131165210)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageTempActivity$onCreate$1(this, ((android.widget.EditText) this.findVviewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;
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User controlled parameterisusedcalla sink method. Taint traced from non-reachable component:
owasp.sat.agoat . InputValidationsOSCMDInjectionMain2Activity foundat owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity .From parameter

0 tosink void java.io.InputStreamReader.<init>(java.io.InputStream) .Tainttrace:

java.io.InputStreamReader.<init>()
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()
java.io.InputStreamReader.<init>()

owasp. .agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()
owasp. .agoat.InputvValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()
owasp. .agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()
owasp. .agoat.InputvalidationsOSCMDInjectionMain2Activity.onCreate()

owasp. .agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.<init>()
owasp. .agoat.InputvalidationsOSCMDInjectionMain2Activity.onCreate()

owasp. .agoat.InputvValidationsOSCMDInjectionMain2Activity.onCreate()

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$1.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi_ 4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vl_4, ip);
vO_1.append(vl_4.getText().toString());
String vO_2 = vO_1.toString();
StringBuffer vl 2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v4_3, reader.readLine());
} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));
return;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));

return;

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$1.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi1_4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, ip);
vO_1.append(vl_4.getText().toString());
String vO_2 = vO_1.toString();
StringBuffer vl 2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3, reader.readLine());
} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_3, result);
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v2_3.setText(((CharSequence) v1_2.toString()));
return;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi1_2.toString()));
return;

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$1.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vi1_4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, ip);
vO_1.append(vl_4.getText().toString());
String vO_2 = vO_1.toString();
StringBuffer vl 2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ipl,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3, reader.readLine());
} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));
return;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));
return;

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{

String vO_1 = new StringBuilder();

vO_1.append(ping );

StringBuffer vl 4 = this.$ip;

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 4, ip);

vO_1.append(vl_4.getText().toString());

String v0_2 = vO_1.toString();

StringBuffer v1_ 2 = new StringBuffer();

try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3, reader.readLine());

} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi_2.toString()));
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retum;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3
v2_3.setText(((CharSequence) vi1_2.toString()));
return;

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296292);
((android.widget.Button) this.findviewById(2131165317)).setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;

Method owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l.<init>()

InputValidationsOSCMDInjectionMain2Activity$onCreate$l(android.widget.EditText pl, android.widget.TextView p2)
{

this.$ip = p1;

this.$result = p2;

return;

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296292);

((android.widget.Button) this.findViewById(2131165317)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296292);

((android.widget.Button) this.findviewById(2131165317)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;
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User controlled parameterisusedcalla sink method. Taint traced from non-reachable component:

owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity = foundat ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity

0 tosink void java.io.InputStreamReader.<init>(java.io.InputStream)

java.io.InputStreamReader.<init>()

owasp.
owasp.
owasp.
owasp.
owasp.
owasp.
owasp.

Method

sat.agoat.
.agoat .
.agoat.

.agoat.

sat

.agoat.
.agoat.
.agoat.

InputValidationsOSCMDInjectionMain2Activity$onCreate$l.
InputValidationsOSCMDInjectionMain2Activity$onCreate$l.
InputValidationsOSCMDInjectionMain2Activity$onCreate$l.

InputValidationsOSCMDInjectionMain2Activity.onCreate()

InputValidationsOSCMDInjectionMain2Activity$onCreate$l.

InputValidationsOSCMDInjectionMain2Activity.onCreate()
InputValidationsOSCMDInjectionMain2Activity.onCreate()

public final void onClick(android.view.View p8)

{

Method

String vo_1
vO_1.append
StringBuffe

= new StringBuilder();
(ping );
r vi_4 = this.$ip;

.Tainttrace:

onClick()
onClick()
onClick()

<init>()

owasp.sat.agoat.InputvValidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, ip);

vO_1.append
String vO_2
StringBuffe
try {
android

(vl_4.getText().toString());
= vO_1.toString();
r vi_2 = new StringBuffer();

.widget.TextVview v2_1 =

Runtime.getRuntime().exec(vO_2,

0, 0);

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));

v2_1.wa

itFor();

.From parameter

String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3,

} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();

android

kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_3,

.widget.TextVview v2_3 = this.$result;

v2_3.setText(((CharSequence) vi_2.toString()));

return;
}
while (v4_3

1= null) {

String v5_3 = new StringBuilder();
v5_3.append(v4_3);

v5_3.append(n);
vl_2.append(v5_3.toString());

3

v2_3 = this

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3,

.$result;

v2_3.setText(((CharSequence) v1_2.toString()));

return;

public final void onClick(android.view.View p8)

{
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String vO_1
vO_1.append
StringBuffe

= new StringBuilder();
(ping );
r vi_4 = this.$ip;

reader.readLine());

result);

result);

owasp.sat.agoat.InputvalidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, ip);

vO_1.append
String vO_2
StringBuffe
try {
android

(vl_4.getText().toString());
= vO_1.toString();
r vi_2 = new StringBuffer();

.widget.TextView v2_1 =

Runtime.getRuntime().exec(vO_2

0, 0);

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_1, Runtime.getRuntime().exec(ipi1,null,null));
v2_1.waitFor();

String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3,

} catch (android.widget.TextView v2_2) {

v2_2.printStackTrace();

android

kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_3,

.widget.TextView v2_3 = this.$result;

v2_3.setText(((CharSequence) vi_2.toString()));

return;

reader.readLine());

result);
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}
while (v4_3 != null) {

String v5_3 = new StringBuilder();

v5_3.append(v4_3);

v5_3.append(n);

vil_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) v1_2.toString()));

return;

Method owasp.sat.agoat.InputvalidationsOSCMDInjectionMain2Activity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{
String vO_1 = new StringBuilder();
vO_1.append(ping );
StringBuffer vl _4 = this.$ip;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 4, ip);
vO_1.append(vl_4.getText().toString());
String v0_2 = vO_1.toString();
StringBuffer vl 2 = new StringBuffer();
try {
android.widget.TextView v2_1 = Runtime.getRuntime().exec(v0_2, 0, 0);
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(v2_1, Runtime.getRuntime().exec(ip1,null,null));
v2_1.waitFor();
String v4_3 = new java.io.BufferedReader(((java.io.Reader) new java.io.InputStreamReader(v2_1.getInputStream()))).readLine();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v4_3, reader.readLine());
} catch (android.widget.TextView v2_2) {
v2_2.printStackTrace();
android.widget.TextView v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi_2.toString()));
return;
}
while (v4_3 != null) {
String v5_3 = new StringBuilder();
v5_3.append(v4_3);
v5_3.append(n);
vl_2.append(v5_3.toString());
}
v2_3 = this.$result;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_3, result);
v2_3.setText(((CharSequence) vi1_2.toString()));
return;

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{

super.onCreate(p5);

this.setContentView(2131296292);

((android.widget.Button) this.findviewById(2131165317)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;

Method owasp.sat.agoat.InputvalidationsOSCMDInjectionMain2Activity$onCreate$l.<init>()

InputValidationsOSCMDInjectionMain2Activity$onCreate$l(android.widget.EditText pl1, android.widget.TextView p2)
{

this.$ip = p1;

this.$result = p2;

return;
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Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296292);
((android.widget.Button) this.findViewById(2131165317)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;

Method ' owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296292);
((android.widget.Button) this.findViewById(2131165317)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsOSCMDInjectionMain2Activity$onCreate$l(((android.widget.EditText) this.findViewById(2131165279)),
((android.widget.TextView) this.findViewById(2131165311)))));

return;

KM #10

User controlled parameterisusedcalla sink method. Taint traced from non-reachable component: = owasp.sat.agoat.InputvalidationsActivity foundat

owasp.sat.agoat.InputvValidationsActivity .Fromparameter o tosink @ void

owasp.sat.agoat.InputValidationsActivity.startActivity(android.content.Intent)  .Tainttrace:

owasp.sat.agoat.InputValidationsActivity.startActivity()
owasp.sat.agoat.InputValidationsActivity$onCreate$2.onClick()
owasp.sat.agoat.InputValidationsActivity.onCreate()
owasp.sat.agoat.InputValidationsActivity$onCreate$2.<init>()
owasp.sat.agoat.InputValidationsActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.InputValidationsActivity.onCreate()

Method ' owasp.sat.agoat.InputValidationsActivity$onCreate$2.onClick()

public final void onClick(android.view.View p5)

{

this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0), owasp.sat.agoat.SQLinjectionActivity));

return;

Method owasp.sat.agoat.InputValidationsActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296291);

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.xssBtn)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$l(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.sqliButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$2(this)));

((android.widget.Button)
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this._$_findCachedViewById(owasp.sat.agoat.R$id.wbUrl)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.oscmdi)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$4(this)));

return;

hod owasp.sat.agoat.InputvalidationsActivity$onCreate$2.<init>()

InputValidationsActivity$onCreate$2(owasp.sat.agoat.InputValidationsActivity p1)
{
this.this$0 = p1;

return;

Method owasp.sat.agoat.InputValidationsActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296291);

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.xssBtn)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$1(this)));

((android.widget.Button)
this._$_findCachedviewById(owasp.sat.agoat.R$id.sqliButton)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.wbhUrl)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputvValidationsActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.oscmdi)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$4(this)));

return;

Method ' android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
vO.installViewFactory();
vO.onCreate(p5);
if ((ve.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);
return;

Method ' owasp.sat.agoat.InputvalidationsActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
this.setContentView(2131296291);
((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.xssBtn)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$1(this)));
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((android.widget.Button)
this._$_findCachedviewById(owasp.sat.agoat.R$id.sqliButton)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.wbhUrl)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputvValidationsActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.oscmdi)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$4(this)));

return;

KM #N

User controlled parameterisusedcall a sink method. Taint traced from non-reachable component: = owasp.sat.agoat.InputValidationsActivity foundat

owasp.sat.agoat.InputValidationsActivity .Fromparameter o0 tosink | void

owasp.sat.agoat.InputvValidationsActivity.startActivity(android.content.Intent)  .Tainttrace:

owasp.sat.agoat.InputValidationsActivity.startActivity()
owasp.sat.agoat.InputValidationsActivity$onCreate$2.onClick()
android.content.Intent.<init>()
owasp.sat.agoat.InputValidationsActivity$onCreate$2.onClick()
owasp.sat.agoat.InputValidationsActivity.onCreate()
owasp.sat.agoat.InputvValidationsActivity$onCreate$2.<init>()
owasp.sat.agoat.InputValidationsActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.InputvValidationsActivity.onCreate()

Method ' owasp.sat.agoat.InputValidationsActivity$onCreate$2.onClick()

public final void onClick(android.view.View p5)
{
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0), owasp.sat.agoat.SQLinjectionActivity));

return;

Method ' owasp.sat.agoat.InputValidationsActivity$onCreate$2.onClick()

public final void onClick(android.view.View p5)
{
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0), owasp.sat.agoat.SQLinjectionActivity));

return;

Method ' owasp.sat.agoat.InputValidationsActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296291);

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.xssBtn)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$1(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.sqliButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.wbUrl)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.oscmdi)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$4(this)));

return;
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Method ' owasp.sat.agoat.InputValidationsActivity$onCreate$2.<init>()

InputValidationsActivity$onCreate$2(owasp.sat.agoat.InputValidationsActivity p1)
{
this.this$e = p1;

return;

Method owasp.sat.agoat.InputValidationsActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296291);

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.xssBtn)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputvValidationsActivity$onCreate$1(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.sqliButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.wbUrl)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedVviewById(owasp.sat.agoat.R$id.oscmdi)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$4(this)));

return;

hod ' android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((v@.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);

return;

Method owasp.sat.agoat.InputValidationsActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296291);

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.xssBtn)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$l(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.sqliButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.wbUrl)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$3(this)));
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((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.oscmdi)).setOnClickListener (((android.view.View$0OnClickListener) new
owasp.sat.agoat.InputValidationsActivity$onCreate$4(this)));

return;

RIL#12

User controlled parameterisusedcalla sink method. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageAct
owasp.sat.agoat . InsecureStorageActivity .Fromparameter © tosink | void

owasp.sat.agoat.InsecureStorageActivity.startAct ty(android.content.Intent) .Tainttrace:

owasp.sat.agoat.InsecureStorageActivity.startActivity()
owasp.sat.agoat.InsecureStorageActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageActivity.onCreate()
owasp.sat.agoat.InsecureStorageActivity$onCreate$l.<init>()
owasp.sat.agoat.InsecureStorageActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.InsecureStorageActivity.onCreate()

Method ' owasp.sat.agoat.InsecureStorageActivity$onCreate$i.onClick()

public final void onClick(android.view.View p5)
{
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.InsecureStorageSharedPrefs));

return;

Method owasp.sat.agoat.InsecureStorageActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296295);

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SPButton)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$1(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SP1Button)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SQLButton)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.tempButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$4(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SDcardButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$5(this)));

return;

thod owasp.sat.agoat.InsecureStorageActivity$onCreate$l.<init>()

InsecureStorageActivity$onCreate$l(owasp.sat.agoat.InsecureStorageActivity p1)

{
this.this$0 = p1;

return;

Method owasp.sat.agoat.InsecureStorageActivity.onCreate()
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protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296295);

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SPButton)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$1(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SP1Button)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SQLButton)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.tempButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$4(this)));

((android.widget.Button)
this._$_findCachedVviewById(owasp.sat.agoat.R$id.SDcardButton)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$5(this)));

return;

hod ' android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
vO.installViewFactory();
v@.onCreate(p5);
if ((v@.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);

return;

Method ' owasp.sat.agoat.InsecureStorageActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296295);

((android.widget.Button)
this._$_findCachedVviewById(owasp.sat.agoat.R$id.SPButton)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$1(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SP1Button)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SQLButton)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.tempButton)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$4(this)));

((android.widget.Button)
this._$_findCachedviewById(owasp.sat.agoat.R$id.SDcardButton)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$5(this)));

return;

RIM#13

User controlled parameterisusedcallasink method. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageAct

owasp.sat.agoat . InsecureStorageActivity .Fromparameter @ tosink | void
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owasp.sat.agoat.InsecureStorageActivity.startActivity(android.content.Intent)  .Tainttrace:

owasp.sat.agoat.InsecureStorageActivity.startActivity()
owasp.sat.agoat.InsecureStorageActivity$onCreate$l.onClick()
android.content.Intent.<init>()
owasp.sat.agoat.InsecureStorageActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageActivity.onCreate()
owasp.sat.agoat.InsecureStorageActivity$onCreate$l.<init>()
owasp.sat.agoat.InsecureStorageActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.InsecureStorageActivity.onCreate()

Method owasp.sat.agoat.InsecureStorageActivity$onCreate$l.onClick()

public final void onClick(android.view.View p5)
{
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.InsecureStorageSharedPrefs));

return;

Method owasp.sat.agoat.InsecureStorageActivity$onCreate$l.onClick()

public final void onClick(android.view.View p5)
{
this.this$0.startActivity(new android.content.Intent(((android.content.Context) this.this$0),
owasp.sat.agoat.InsecureStorageSharedPrefs));

return;

Method owasp.sat.agoat.InsecureStorageActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296295);

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SPButton)).setOnClickListener(((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$1(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SP1Button)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SQLButton)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.tempButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$4(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SDcardButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$5(this)));

return;

Method owasp.sat.agoat.InsecureStorageActivity$onCreate$l.<init>()

InsecureStorageActivity$onCreate$l(owasp.sat.agoat.InsecureStorageActivity pi)

{
this.this$0 = p1;

return;
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Method owasp.sat.agoat.InsecureStorageAct

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296295);

((android.widget.Button)
this._$_findCachedviewById(owasp.sat.agoat.R$id.SPButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$1(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SP1Button)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SQLButton)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.tempButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$4(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SDcardButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$5(this)));

return;

hod | android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate vO@ = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((v0.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeld);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeld,

}
super.onCreate(p5);

return;

Method ' owasp.sat.agoat.InsecureStorageActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{

super.onCreate(p3);

this.setContentView(2131296295);

((android.widget.Button)
this._$_findCachedviewById(owasp.sat.agoat.R$id.SPButton)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$i(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SP1Button)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$2(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.SQLButton)).setOnClickListener(((android.view.View$0OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$3(this)));

((android.widget.Button)
this._$_findCachedViewById(owasp.sat.agoat.R$id.tempButton)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$4(this)));

((android.widget.Button)
this._$_findCachedviewById(owasp.sat.agoat.R$id.SDcardButton)).setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InsecureStorageActivity$onCreate$5(this)));

return;

RIL#14
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User controlled parameterisusedcalla sink method. Taint traced from non-reachable component: = owasp.sat.agoat . InsecureStorageSharedPrefsiActivity
foundat owasp.sat.agoat.InsecureStorageSharedPrefsiActivity .Fromparameter © tosink @ android.content.SharedPreferences

owasp.sat.agoat.InsecureStorageSharedPrefsiActivity.getSharedPreferences(java.lang.String, int)  .Tainttrace:

owasp.sat.agoat.InsecureStorageSharedPrefslActivity.getSharedPreferences()
owasp.sat.agoat.InsecureStorageSharedPrefsiActivity.getScoreFromSP()
owasp.sat.agoat.InsecureStorageSharedPrefslActivity$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSharedPrefslActivity.onCreate()
owasp.sat.agoat.InsecureStorageSharedPrefslActivity$onCreate$l.<init>()
owasp.sat.agoat.InsecureStorageSharedPrefslActivity.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.InsecureStorageSharedPrefslActivity.onCreate()

Method owasp.sat.agoat.InsecureStorageSharedPrefsiActivity.getScoreFromSP()

public final int getScoreFromSP()
{
int v@ = 0;
int vi = 1;
android.content.SharedPreferences v4 = this.getSharedPreferences(score, 0);
if ((v4.getInt(score, 0) != 0) && (v4.getInt(level, 0) != 0)) {
vO = v4.getInt(score, 0);
vl = v4.getInt(level, 0);
}
String v2_1 = new StringBuilder();
v2_1.append(Score is );
v2_1.append(vO);
v2_1.append( and Level is);
v2_1.append(vl);
System.out.println(v2_1.toString());

return vO;

Method ' owasp.sat.agoat.InsecureStorageSharedPrefsiActivity$onCreate$l.onClick()

public final void onClick(android.view.View p8)
{

int vi1 = 1;

int v2_1 = this.this$0.CalculateScore(this.this$0.getScoreFromSP());

if (!this.this$0.CheckScore(v2_1)) {
owasp.sat.agoat.InsecureStorageSharedPrefsliActivity v3_1 = this.this$0.getApplicationContext();
CharSequence v5_1 = new StringBuilder();
v5_1.append(Score is );
v5_1.append(v2_1);
v5_1.append(. Try hard);
android.widget.Toast.makeText(v3_1, ((CharSequence) v5_1.toString()), 0).show();

} else {
vl = 2;
owasp.sat.agoat.InsecureStorageSharedPrefsiActivity v3_3 = this.$ScoreButton;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v3_3, ScoreButton);
v3_3.setClickable(0);
owasp.sat.agoat.InsecureStorageSharedPrefsiActivity v3_4 = this.$ScoreButton;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v3_4, ScoreButton);
v3_4.setText(((CharSequence) You won the game));
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Success), 1).show();

}

this.this$0.DisplayScore(v2_1, vi);

this.this$0.UpdateScoreInSP(v2_1, v1);

return;

Method owasp.sat.agoat.InsecureStorageSharedPrefsiActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
this.setContentView(2131296298);
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android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165264));
vO_3.setOnClickListener (((android.view.View$OnClickListener) new owasp.sat.agoat.InsecureStorageSharedPrefslActivity$onCreate$1(this,
ve_3)));

return;

Method owasp.sat.agoat.InsecureStoragesSharedPrefsiActivity$onCreate$l.<init>()

InsecureStorageSharedPrefsiActivity$onCreate$l(owasp.sat.agoat.InsecureStorageSharedPrefsiActivity pl, android.widget.Button p2)
{

this.this$e = p1;

this.$ScoreButton = p2;

return;

Method ' owasp.sat.agoat.InsecureStorageSharedPrefslActivity.onCreate()

protected void onCreate(android.os.Bundle p3)
{
super.onCreate(p3);
this.setContentView(2131296298);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165264));
vO_3.setOnClickListener (((android.view.View$0OnClickListener) new owasp.sat.agoat.InsecureStorageSharedPrefslActivity$onCreate$1(this,
v0_3)));
return;

Method = android.support.v7.app.AppCompatActivity.onCreate()

protected void onCreate(android.os.Bundle p5)
{
android.support.v7.app.AppCompatDelegate v@ = this.getDelegate();
v0.installViewFactory();
vO.onCreate(p5);
if ((ve.applyDayNight()) && (this.mThemeId != 0)) {
if (android.os.Build$VERSION.SDK_INT < 23) {
this.setTheme(this.mThemeId);
} else {
this.onApplyThemeResource(this.getTheme(), this.mThemeId, 0);

}
super.onCreate(p5);

return;

Method owasp.sat.agoat.InsecureStorageSharedPrefsiActivity.onCreate()

protected void onCreate(android.os.Bundle p3)

{
super.onCreate(p3);
this.setContentView(2131296298);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165264));
vO_3.setOnClickListener (((android.view.View$0OnClickListener) new owasp.sat.agoat.InsecureStorageSharedPrefslActivity$onCreate$1(this,
v0_3)));

return;

K #15

User controlled parameteris usedcalla sinkmethod. Taint traced from non-reachable component: = owasp.sat.agoat.InsecureStorageSharedPrefs foundat

owasp.sat.agoat.InsecureStorageSharedPrefs .Fromparameter 0 tosink android.content.SharedPreferences
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owasp.sat.agoat.InsecureStorageSharedPrefs.getSharedPreferences(java.lang.String, int)  .Tainttrace:

owasp.sat.agoat.InsecureStorageSharedPrefs.getSharedPreferences()
owasp.sat.agoat.InsecureStorageSharedPrefs$onCreate$l.onClick()
owasp.sat.agoat.InsecureStorageSharedPrefs.onCreate()
owasp.sat.agoat.InsecureStorageSharedPrefs$onCreate$l.<init>()
owasp.sat.agoat.InsecureStorageSharedPrefs.onCreate()
android.support.v7.app.AppCompatActivity.onCreate()
owasp.sat.agoat.InsecureStorageSharedPrefs.onCreate()

Method owasp.sat.agoat.InsecureStorageSharedPrefs$onCreate$i.onClick()

public final void onClick(android.view.View p6)
{
android.content.SharedPreferences$Editor v1_1 = this.this$0.getSharedPreferences(users, 0).edit();
android.widget.Toast v2_13 = this.$username;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v2_13, username);
vl_1.putString(username, v2_13.getText().toString());
android.widget.Toast v2_2 = this.$password;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(v2_2, password);
vl_1.putString(password, v2_2.getText().toString());
if (!vi_d.commit()) {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data not saved), 1).show();
} else {
android.widget.Toast.makeText(this.this$0.getApplicationContext(), ((CharSequence) Data saved), 1).show();
}

return;

Method ' owasp.sat.agoat.InsecureStorageSharedPrefs.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296297);
((android.widget.Button) this.findViewById(2131165205)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSharedPrefs$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;

Method ' owasp.sat.agoat.InsecureStorageSharedPrefs$onCreate$l.<init>()

InsecureStorageSharedPrefs$onCreate$l(owasp.sat.agoat.InsecureStorageSharedPrefs p1, android.widget.EditText p2, android.widget.EditText

p3)

this.this$e = p1;
this.$username = p2;
this.$password = p3;

return;

thod owasp.sat.agoat.InsecureStorageSharedPrefs.onCreate()

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296297);
((android.widget.Button) this.findViewById(2131165205)).setOnClickListener(((android.view.View$0nClickListener) new
owasp.sat.agoat.InsecureStorageSharedPrefs$onCreate$1(this, ((android.widget.EditText) this.findViewById(2131165369)),
((android.widget.EditText) this.findViewById(2131165303)))));

return;
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Method ' android.support.v7.app.AppCompatActivity.onCreate()

onCreate(android.os.Bundle p5)

android.support.v7.app.AppCompatDelegate vO = .getDelegate();

v0.installviewFactory();
vO.onCreate(p5);
((ve.applyDayNight()) && ( .mThemeId !'= 0)) {
(android.os.Build$VERSION.SDK_INT < 23) {
.setTheme( .mThemeId);

{
.onApplyThemeResource ( .getTheme(),

.onCreate(p5);

’

Method owasp.sat.agoat.InsecureStorageSharedPrefs.onCreate()

onCreate(android.os.Bundle p5)

.onCreate(p5);
.setContentView(2131296297);

((android.widget.Button) .findviewById(2131165205)).setOnClickListener(((android.view.View$0OnClickListener)
.findvViewById(2131165369)),

owasp.sat.agoat.InsecureStorageSharedPrefs$onCreate$l( , ((android.widget.EditText)
((android.widget.EditText) .findviewById(2131165303)))));

’

}
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Service exported without permissions.

xmlns:android="http://schemas.android.com/apk/res/android" android:name="owasp.sat.agoat.DownloadInvoiceService"

android:enabled="true" android:exported="true

EITERHHITRE

N
v

il

service AIUMANEPAGREZ N GE. AIUER  checkPermission

HWEIUTE manifestBy | <service> AREASRFIFBANIR, bR EARSH RS,

PR « Ostorlab

FERASD FEEXEENR,

TIR8: 172/ 184



<[> XML

"

android:name="co.ostorlab.custom_permission" android:label="custom_permission"
android:protectionLevel="dangerous"><

—u —n

android:name="co.ostorlab.custom_service" android:permission="co.ostorlab.custom_permission">

android:name="co.ostorlab.ACTION"/>

ZBRSZ A LLEE AR | checkcallingPermission  J53%, TEHITEMKIPCIEARIKLIE M EBFIHITHRILE.

CVSSHEi#E
CVSSVZ[&]E M CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:N
RiHmEE: & WEN) || % ER) | WSO 2 72 P)

Wik § R X B )

FREBIR: ¢ EL)  EEAG)
BARXE ¥ BER

SEE:

BN @ & (H) SEAN)]
TR ¥ & H) & EN)
AT FA%: NEH  LEL

BERE

* Service (Android Developer Documentation)

o CWE-280:ImproperHandling of Insufficient Permissions or Privileges

* Security Decisions Via Untrusted Inputs (OWASP Mobile Top 10)

#=  URL EHX

WHEERENNAREFATRRNAHNURL, NSHRE2NE, RETRUANE, #HMSEEEABRITHRERESHN.

RiEE— BRI ARNABNAAERNURL, RA5IAFENT SN, BTIREZURL, XEHERNNAEERETBERSEH, RAMEFEAEZHNAS, XAk
SHEMR2FRAREBEEER. flW:

o fUBBIATT | EEFTREEN URL, EHEIEMAESHAERNRSE, NIBRARESENE, XEABTRFBNATIRIRTERSS, REAFPRALTETE
Bt

c HIEHE : BIHNAEERINERSS, REEVERBABABRER, JIMEREE. EAFFBERIARE, MERESRTER.

° RAEY  WEEFTLUERNARBENANE, RRETHERIIATEMNE, XAERSHSMER, IMRTRSIEES. BHMIAN, HLAEEKE,

o HEFEKE | IRMAMSNERIE MEREN) REAR, 26 URLEGEREEFSERRERNEARIEENRE, NIBEREMRFNRE,

BUF R —ER R SR BRI 535 AT A A RO RIS

DART

import 'package:flutter/material.dart';
import 'package:http/http.dart' as http;

class MainActivity extends Statefulwidget {
final String url;

MainActivity({required this.url});
@override
_MainActivityState createState() => _MainActivityState();

}

class _MainActivityState extends State<MainActivity> {

PR « Ostorlab TihS: 173 /184


https://developer.android.com/reference/android/app/Service.html
https://cwe.mitre.org/data/definitions/280.html
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8

String? content;

@override

void initState() {
super.initState();
fetchContent(widget.url);

Future<void> fetchContent(String url) async {

try {
final response = await http.get(Uri.parse(url));

if (response.statusCode == 200) {
setState(() {
content = response.body;
1);
// TODO: TEUAMERERFINAR
} else {
// SOIBEHIROARY
}
} catch (e) {
// SOEERET APT JAAHEIR

@override
Widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Fetching URL Content'),
)
body: Center (
child: content != null
? Text(content!)
: CircularProgressIndicator(),

|IIHHII%HHIHiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

import UIKit

class AppDelegate: UIResponder, UIApplicationDelegate {
var window: UIWindow?
func application(_ application: UIApplication, didFinishLaunchingwithOptions launchOptions: [UIApplication.LaunchOptionsKey: Any]?) -> Bool

// MRMAET URL Eah, MAMEREEE URL

if let url = launchOptions?[.url] as? URL {
handleDeepLink(url)

}

return true

func application(_ application: UIApplication, open url: URL, options: [UIApplication.OpenURLOptionsKey : Any] = [:]) -> Bool {
// SNABIESITIMEREE URL
handleDeepLink(url)
return true

private func handleDeepLink(_ url: URL) {
// #2%E URL scheme R%&JH "ostorlab"
if url.scheme == "ostorlab" {
// WREHEEFIEER URL
if let deepLinkURL = URL(string: url.absoluteString.replacingOccurrences(of: "ostorlab://", with: "")) {
// MR URL RELAR
fetchContent(deepLinkURL)

private func fetchContent(_ url: URL) {
URLSession.shared.dataTask(with: url) { (data, response, error) in
if let error = error {
print("Error fetching content: \(error.localizedDescription)")
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return

}

if let data = data, let content = String(data: data, encoding: .utf8) {
// ELAERERBINAE
print("Fetched content: \(content)")

}

}.resume()

K KOTLIN

import android.content.Intent

import android.net.Uri

import android.os.Bundle

import androidx.appcompat.app.AppCompatActivity
import kotlinx.coroutines.Dispatchers
import kotlinx.coroutines.GlobalScope
import kotlinx.coroutines.launch
import java.io.BufferedReader

import java.io.InputStreamReader
import java.net.HttpURLConnection
import java.net.URL

class MainActivity : AppCompatActivity() {
override fun onCreate(savedInstanceState: Bundle?) {
super .onCreate(savedInstanceState)
setContentView(R.layout.activity_main)

// M intent HIREX URL
val intent: Intent = intent
val url: String? = intent.getStringExtra("url")

if (url !'= null) {
// MR URL SRERRE
GlobalScope.launch(Dispatchers.I0) {
val content: String? = fetchContent(url)
// RIERELERNEINAE
if (content != null) {
// TODO: TELLAMBIRERBIMIAE

private fun fetchContent(urlString: String): String? {
var connection: HttpURLConnection? = null
var reader: BufferedReader? = null

try {
val url = URL(urlString)
connection = url.openConnection() as HttpURLConnection
connection.requestMethod = "GET"

// KBRS E TN

if (connection.responseCode == HttpURLConnection.HTTP_OK) {
reader = BufferedReader (InputStreamReader (connection.inputStream))
val response = StringBuilder()
var line: String?

// BATIRERE R
while (reader.readLine().also { line = it } != null) {
response.append(line)

return response.toString()

}

} catch (e: Exception) {
e.printStackTrace()

} finally {
// REEEM reader
connection?.disconnect()
reader?.close()

return null
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The parameteratposition: 0 ofthemethod loadurl intheclass webview iscontrolledby anattackerandcanbe usedtoretrieve maliciouscont
tracedfrom non-reachable component:  owasp.sat.agoat.InputvValidationsWebViewURLActivity .The TaintElementiscomingfrom:Class

InputValidationsWebViewURLActivity Method onCreate Position © Signature (Landroid/os/Bundle;)v .Calltrace:

at android.webkit.WebView.loadUrl

at owasp.sat.agoat.InputValidationswWebViewURLActivity$onCreate$l.onClick

at owasp.sat.agoat.InputValidationswebViewURLActivity.onCreate

at owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.<init>

at owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate
owasp.sat.agoat.InputValidationswebViewURLActivity.onCreate

.webkit.WebView.loadUrl

Unable to extract source code.

at  owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.onClick

public final void onClick(android.view.View p4)

{
android.webkit.webSettings vO_1 = this.$webviewll.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(ve_1, webSettings1);
vO_1.setJavaScriptEnabled(1)
String vi_4 = this.$url;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(v1l_ 4,
this.$webviewll.loadUrl(vl_4.getText().toString());

return;

at owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webview v1_2 = this.findViewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, findViewById(R.id.webviewl));
vO_3.setOnClickListener (((android.view.View$0nClickListener) new
owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l(((android.webkit.webView) vi1_2), ((android.widget.TextView)
this.findviewById(2131165367)))));

return;

at owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.<init>

InputValidationsWebViewURLActivity$onCreate$l(android.webkit.wWebView p1, android.widget.TextView p2)
{

this.$webviewll = p1;

this.$url = p2;

return;

at  owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)

{

super.onCreate(p5);
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this.setContentView(2131296293);

android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));

android.webkit.webView v1_2 = this.findViewById(2131165374);

kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, findViewById(R.id.webviewl));

v0O_3.setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationswWebViewURLActivity$onCreate$l(((android.webkit.wWebView) vi1_2), ((android.widget.TextView)
this.findviewById(2131165367)))));

return;

owasp.sat.agoat.InputValidationswWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webView v1_2 = this.findViewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, findViewById(R.id.webviewl));
vO_3.setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l(((android.webkit.webvView) v1_2), ((android.widget.TextView)
this.findViewById(2131165367)))));

return;

K #2

The parameteratposition: © ofthemethod loadurl intheclass webview iscontrolledby anattackerandcanbe usedtoretrieve maliciouscont
traced from non-reachable component: = owasp.sat.agoat.InputvValidationsWebViewURLActivity .The TaintElementiscomingfrom:Class

InputValidationsWebViewURLActivity Method onCreate Position © Signature (Landroid/os/Bundle;)v .Calltrace:

at android.webkit.WebView.loadUrl

at owasp. .agoat.InputValidationswWebViewURLActivity$onCreate$l.onClick
at owasp. .agoat.InputvalidationsWebViewURLActivity$onCreate$l.onClick
at owasp. .agoat.InputvalidationsWebViewURLActivity.onCreate

at owasp. .agoat.InputvalidationsWebViewURLActivity$onCreate$l.<init>
at owasp. .agoat.InputvalidationsWebViewURLActivity.onCreate

at owasp. .agoat.InputvalidationsWebViewURLActivity.onCreate

.webkit.WebView. loadUrl

Unable to extract source code.

at  owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.onClick

public final void onClick(android.view.View p4)

{
android.webkit.webSettings vO_1 = this.$webviewll.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(veO_1, webSettings1);
vO_1.setJavaScriptEnabled(1)
String vi 4 = this.$url;
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl 4, url);
this.$webviewll.loadUrl(vi_4.getText().toString());
return;

at  owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.onClick

public final void onClick(android.view.View p4)

{
android.webkit.webSettings vO_1 = this.$webviewll.getSettings();
kotlin.jvm.internal.Intrinsics.checkExpressionvValueIsNotNull(ve_1, webSettings1);
vO_1.setJavaScriptEnabled(1);
String vl 4 = this.$url;
kotlin.jvm.internal.Intrinsics.checkExpressionValueIsNotNull(vi_4, url)
this.$webviewll.loadUrl(vl_4.getText().toString());
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return;

at owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)

{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.wWebView vi_2 = this.findViewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, findviewById(R.id.webviewl));
v0O_3.setOnClickListener (((android.view.View$OnClickListener) new

owasp.sat.agoat.InputValidationswebViewURLActivity$onCreate$1(((android.webkit.webVview) vi1_2), ((android.widget.TextView)
this.findViewById(2131165367)))));

return;

at owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$l.<init>

InputValidationsWebViewURLActivity$onCreate$l(android.webkit.webView p1, android.widget.TextView p2)
{

this.$webviewll = p1;

this.$url = p2;

return;

at  owasp.sat.agoat.InputValidationsWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)
{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webView v1_2 = this.findViewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, findViewById(R.id.webviewl));
v0O_3.setOnClickListener (((android.view.View$OnClickListener) new
owasp.sat.agoat.InputValidationsWebViewURLActivity$onCreate$1(((android.webkit.webView) v1_2), ((android.widget.TextView)
this.findviewById(2131165367)))));

return;

at  owasp.sat.agoat.InputValidationswWebViewURLActivity.onCreate

protected void onCreate(android.os.Bundle p5)

{
super.onCreate(p5);
this.setContentView(2131296293);
android.widget.Button v0_3 = ((android.widget.Button) this.findViewById(2131165288));
android.webkit.webView v1_2 = this.findViewById(2131165374);
kotlin.jvm.internal.Intrinsics.checkExpressionvalueIsNotNull(vl_ 2, findViewById(R.id.webviewl));
v0O_3.setOnClickListener (((android.view.View$OnClickListener) new

owasp.sat.agoat.InputValidationswebViewURLActivity$onCreate$1(((android.webkit.webVview) v1_2), ((android.widget.TextView)
this.findViewById(2131165367)))));
return;

il

REEDHRERIPFNARE URLBAREEXER, FSEUTEN

o WAL : AEFARBVAIIENE, BERATRIRNAEN URLERERHTETHEIEN. ATaERIEEMAI URLscheme. 52HIRE AU RIIEE IS
o BRPER P —NUEERIRENERE, AN ZRREPINFEREAR, (AITRAXERERRALEER, UWHERRDBEHRENABTHIRL,

R

° NATEMRE | SSEREAGILEDERRABHTE . MREEINAR T ENERFEREFTES, HETUREH#ITIR, WAIMEMERHERITH.
BE KM LREN, TRANARSE. RIFPAFEE, HIHES URLIRMUER X IXFL,
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TR A% B RIHREIN

DART

import 'package:flutter/material.dart';
import 'package:http/http.dart' as http;

class MainActivity extends Statefulwidget {
final String url;
final List<String> allowedDomains;

MainActivity({required this.url, required this.allowedDomains});

@override
_MainActivityState createState() => _MainActivityState();

class _MainActivityState extends State<MainActivity> {
String? content;

@override
void initState() {
super.initState();
if (isDomainAllowed(widget.url)) {
fetchContent(widget.url);
} else {
// Handle unauthorized domain
// TODO: Implement appropriate action for unauthorized domain

bool isbDomainAllowed(String urlString) {
Uri uri = Uri.parse(urlString);
String domain = uri.host ?? '';
return widget.allowedDomains.contains(domain);

Future<void> fetchContent(String url) async {

try {
final response = await http.get(Uri.parse(url));

if (response.statusCode == 200) {
setState(() {
content = response.body;
1);
// TODO: Process the fetched content here
} else {
// Handle error response
}
} catch (e) {
// Handle network or API call error

@override
widget build(BuildContext context) {
return Scaffold(
appBar: AppBar (
title: Text('Fetching URL Content'),
)
body: Center(
child: content != null
? Text(content!)

: CircularProgressIndicator(),

3 SWIFT

import UIKit
class AppDelegate: UIResponder, UIApplicationDelegate {

var window: UIWindow?
let allowedDomains = ["example.com", "trusteddomain.com"] // Add

PR « Ostorlab
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func application(_ application: UIApplication, didFinishLaunchingwithOptions launchOptions: [UIApplication.LaunchOptionsKey: Any]?) -> Bool

// Handle deep link URL if the app was launched from a URL

if let url = launchOptions?[.url] as? URL {
handleDeepLink(url)

}

return true

func application(_ application: UIApplication, open url: URL, options: [UIApplication.OpenURLOptionsKey : Any] = [:]) -> Bool {
// Handle deep link URL when the app is already running
handleDeepLink(url)
return true

private func handleDeepLink(_ url: URL) {
// Check if the URL scheme is "ostorlab"
if url.scheme == "ostorlab" {
// Extract the URL from the deep link
if let deepLinkURL = URL(string: url.absoluteString.replacingOccurrences(of: "ostorlab://", with: "")) {
// Verify the domain name against the whitelist
if isDomainAllowed(deepLinkURL) {
// Fetch the content from the provided URL
fetchContent (deepLinkURL)
} else {
// Handle unauthorized domain
// TODO: Implement appropriate action for unauthorized domain

private func isDomainAllowed(_ url: URL) -> Bool {
guard let host = url.host else {
return false

}

return allowedDomains.contains(host)

private func fetchContent(_ url: URL) {
URLSession.shared.dataTask(with: url) { (data, response, error) in

if let error = error {
print("Error fetching content: \(error.localizedDescription)")
return

}

if let data = data, let content = String(data: data, encoding: .utf8) {
// Process the fetched content here
print("Fetched content: \(content)")

}

}.resume()

K KOTLIN

import android.content.Intent

import android.net.Uri

import android.os.Bundle

import androidx.appcompat.app.AppCompatActivity
import kotlinx.coroutines.Dispatchers
import kotlinx.coroutines.GlobalScope
import kotlinx.coroutines.launch
import java.io.BufferedReader

import java.io.InputStreamReader
import java.net.HttpURLConnection
import java.net.URL

class MainActivity : AppCompatActivity() {
private val allowedDomains = 1listOf("example.com", "trusteddomain.com") // Add your trusted domain names here

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
setContentView(R.layout.activity_main)

// Get the URL from the intent
val intent: Intent = intent
val url: String? = intent.getStringExtra("url")
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if (url !'= null) {
// Verify the domain name against the whitelist
if (isDomainAllowed(url)) {
// Fetch the content from the provided URL
GlobalScope.launch(Dispatchers.I0) {
val content: String? = fetchContent(url)
// Process the fetched content as needed
if (content != null) {
// TODO: Process the fetched content here

}
} else {
// Handle unauthorized domain
// TODO: Implement appropriate action for unauthorized domain

private fun isDomainAllowed(urlString: String): Boolean {
val url = URL(urlString)
val domain = url.host
return allowedDomains.contains(domain)

private fun fetchContent(urlString: String): String? {
var connection: HttpURLConnection? = null
var reader: BufferedReader? = null

try {
val url = URL(urlString)
connection = url.openConnection() as HttpURLConnection
connection.requestMethod = "GET"

// Check if the response code is successful

if (connection.responseCode == HttpURLConnection.HTTP_OK) {
reader = BufferedReader (InputStreamReader (connection.inputStream))
val response = StringBuilder()
var line: String?

// Read the response line by line
while (reader.readLine().also { line = it } != null) {
response.append(line)

return response.toString()

}

} catch (e: Exception) {
e.printStackTrace()

} finally {
// Close the connection and reader
connection?.disconnect()
reader?.close()

return null

FRENMKECE

CVSSv3:9.1

MAREEMRLZLEE, HRETARENEETL

Android &% £ECE s UFRRA R BN ANNER 2.

4 Android IERLEBRANEEF MY, FIESHVAER MITMKHE,
RARFE

R 41

res/xml/network_security config.xml :The base-config authorizescleartexttraffic.

By
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Android Network Security Configuration @—" M XML X1, #EBMUFRANAREBNANMEZ S,

RMBLZLEERNBINA :

1-TEN AR res/xml BRAPFE— XML, HFHEHMEA  network_security_config.xml , HEMEENETT. 2-EXRLEE, S0 TAHRE 3-HEEBNHAE
Manifest :

<> XML

android:networkSecurityConfig="@xml/network_security_config"
<!-- Other attributes -->
>

MEL LB R
o BEXIEPMANME ZHRMUBIHIZE)

<> XML

<?xml version="1.0" encoding="utf-8"?>

>

src="@raw/debug_cas"/>

o ERXERENRE

<[> XML

<?xml version="1.0" encoding="utf-8"?>
>
cleartextTrafficPermitted="false">
includeSubdomains="true">secure.example.com</

=

o EHRNEE

<> XML

<?xml version="1.0" encoding="utf-8"?>
>
>
includeSubdomains="true">example.com</
expiration="2018-01-01">
digest="SHA-256">7HIpactkIAq2Y490rFOOQKurwxmmSFZhBCoQYcRhJ3Y=</

digest="SHA-256">fwza®LRMXouZHRC8Ei+4PyuldPDcf3UKg0/04cDM10E=</

>
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AR NEH | 4EOQ

* Network Security Configuration (Android developer)

HHENEEA

CVSSv3:5.4

Rz FA4RFER B A 7 .

Android Manifest FIEN Y  Application MY | android:debuggable BMRAET MARE IR,
BREAARTREERNNAXARA. WIS, HEsREERRITERIR
AMEAUTSEER jdb BEHFREIE

o {EMA adb jdwp IRFIBEFRMAERY  PID

o M adb SIEEREEE, FHEM jdo MIMENZEE :

forward tcp:7777 jdwp:$(adb shell ps | grep "package-id")
-attach localhost:7777

o IHEMAXHRY

shell
-as package-id
$...insert malicious action...

WHELHIHEFARAEHERNZNA, FRALENNRBPRTEERE. BRNBITASHREREIE GIEEMZIE Cookie)o
RIL#1

Debugmodeissettotrue, enabling attackers to access the application filesystem exposing sensitive data.

xmlns:android="http://schemas.android.com/apk/res/android" android:theme= FOCOOO5" android:label="@7FOB0O36"
android:icon="@7FOAC000" android:debuggable="true" android:allowBackup="true" android:supportsRtl="true"

android:networkSecurityConfig="@7FOEEO0O" android:roundIcon FOAB002">

By

1E£ AndroidManifestBy  Application #r&H, ¥  android:debuggeable [B4i&Afalse, UZAFEIHEI,
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https://developer.android.com/training/articles/security-config

android:icon=

wable/icon" android:debuggable="false"

CVSSHZE¥E

CVSSV3mE :

BEEE:
REERE:
PR IXAR:
BPXE:

SEE:

o

HEE:

TR

AT A%

CVSS:3.0/AV:N/AC:L/PR:

& M (N) o SB3E (A)
o6 & (L) X & (H)

L/UI:R/S:C/C:L/I:L/A:N

L & (L) £ W (P)

LEN ¥ B H)
EN)
o RERO)
QBH = EN
¥ & H) e EN)

* DRDIO-JDonotrelease apps thatare debuggable (CERT Secure Coding)

WEE
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https://www.securecoding.cert.org/confluence/display/android/DRD10-X.+Do+not+release+apps+that+are+debuggable
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